GDMS Platform — User Guide

Thank you for using Grandstream Device Management System! GDMS is a cloud-based solution that provides the ability to easily manage Grandstream
products before, during, and after deployment. GDMS separates subsystems independently based on different product lines: VolP phone systems, PBX

systems, network systems, and gateway systems.

PRODUCT OVERVIEW

Feature Highlights

o Intuitive deployment and management: GDMS’s easy-to-navigate web portal and batch operation support allow users to easily deploy and manage

Grandstream devices located on several sites.

o All-in-one solution: GDMS offers a complete package that offers convenient management of devices and SIP server accounts on multiple sites, real-time

monitoring and alerts, task scheduling and tracking, and device diagnostics.
o Supports presetting offline devices.
o One-click debugging: Easily collect system logs, network captures, and traceroutes with a click of a button.

o Supports UCM devices’ remote management and synchronizes SIP accounts to the GDMS platform in real time. All devices/SIP account one-stop

management.

o Supports value-added services — UCM Remote Management Plan in GDMS platform. Supports remote external network communication for UCM

clients.
o Supports value-added services — Cloud Storage Space in GDMS platform. UCM users can store more data and do not need to worry about storage space.

o Channel customer support: Allows automatic association of Grandstream ERP devices, allowing for the establishment of channel relationships and quick

device allocation.

o Powerful APl integration features: GDMS is compatible with ERP/CRM/OA platforms to improve workflow efficiency.

GDMS Technical Specifications

e \/oIP Device Management
e PBX Device Management
e Account Management
e Device Configuration
e Firmware Upgrade
Functions e Device Monitoring
e Intelligent Alarm
e Statistical Analysis
e Channel Management
e Task Management

e PBX Backup

e Plan & Service

Security and Authentication
e HTTPS protocol and two-way certificate verification to ensure data security between devices and GDMS.



e The key information of devices is encrypted and stored so that the key information cannot be obtained from the data
storage.

e The account password is encrypted and stored with sha256 algorithm to ensure the security of the account.

e Serial number authentication of devices to ensure private rights of devices.

e The privileges of the sub-users can be managed on the GDMS platform.

e Support Multi-Factor Authentication.

e No limitations on the number of devices and SIP accounts that can be managed.

) e Configuration of all supported device parameters is supported, including but not limited to account settings, phone settings,
Enterprise Features

network settings, system settings, maintenance, applications, profiles, and handsets.

e Management of sites, group templates, and model templates.

e GXP series (Supported GXP21XX only, pending for other GXP models)
e GXV series (Supported GXV3370/GXV3380/GXV3350)
e GRP series

e DP series

Supported Device Models e WP series

e GVC series (Supported GVC3210 only, pending for other GVC models)
e GWN series (pending to merge the existing GWN.Cloud system into GDMS platform)
e UCM series

e HT series

GDMS Technical Specifications

GETTING STARTED

GDMS Overview

Main Functions Overview

For different models, users can select to use different systems in the GDMS platform.

Users can select to access the different sub-systems depending on the different managed devices models by clicking the system selection options in the left

upper corner. As the screenshot shows below:

o VoIP System: Users can remotely manage IP phones such as GRP, GXP, GXV, WP, and DP models, and the system provides unified configuration, real-

time monitoring, scheduling/executing tasks functions, etc.

o UCMRC System: Users can remotely manage UCM®63xx devices and corresponding extensions, and the system provides remote access, monitoring,

upgrade functions, etc. The UCMRC system provides a large cloud storage space, and it allows remote calls through external networks.



Please select subsystem

IE VolIP System = UCMRC System

Remotely manage GRP, GXP, Remotely manage multiple
GXV, WP, DP, HT and other UCM63XX devices and its
VolIP devices extensions

Select Sub Systems

Import Devices and Management

Users need to import the devices into the GDMS platform first to view the status and configuration of the devices and monitor the devices on the GDMS

platform.

Channel vendors could acquire devices directly through ERP, and the channel vendors need to submit relevant certificates to Grandstream customer support.

Import SIP Accounts and Allocate to Devices

Users could import a batch of SIP accounts with Excel files, and allocate the batch of SIP accounts to devices. Users could complete all accounts configuration

for all devices by importing a batch of SIP accounts to a batch of devices.

Configure Devices

Q

Configure devices by model: Once the device is associated with the GDMS platform, the device will be allocated with the configuration parameters

according to the device model and located site.

(o]

Configure devices by group: Manage the devices by certain rules and groups, and the GDMS supports pushing configuration files to all devices under a

group.

[e)

Configure a single device: Modify a specific device configuration in the Device list directly.

]

Configure devices by configuration file: Users could upload the configuration file of the device into the GDMS platform directly.

Firmware Upgrade

GDMS platform supports upgrading a batch of devices’ firmware by device model, site, firmware version range, and other conditions. It also supports

upgrading the devices’ firmware by a batch of MAC addresses of the devices.

Schedule Tasks

Users could schedule certain tasks for a certain period of time. For example, users could schedule firmware upgrade tasks and execute the task in the early

morning, so that the task will not affect the device owners.

Alarm message and diagnostic

In case of malfunction or dangerous operation of the devices, the administrator will be alerted. The GDMS platform supports to allow administrators to

diagnose faults of some devices to locate and resolve problems quickly.



Prerequisites

o TR-069 feature needs to be enabled on the endpoints.
o Working Internet connection to access the GDMS platform.

o Endpoint devices are in the supported device list of the GDMS platform.

GDMS Account Registration

If using GDMS for the first time, an administrator will need to register for a GDMS account using the following steps:
1. Open the GDMS platform URL on the browser: https://www.gdms.cloud

QGFI‘\NDSTR‘FI\M

VolIP System - Manage VolP Devices Remotely

English

Welcome to GDMS
2. Click on the Sign Up option to enter the registration page, and then fill in the following information:

g GRANDSTREAM

WELCOME TO GDMS

VolIP System - Manage VolP Devices Remotely

English

Register GDMS Account


https://www.gdms.cloud/

Customer Type Select the customer type of the user. Available options are Provider, Reseller, System Integrator, and Enterprise User.

Enter the email address that will be associated with the account. Account activation and password reset emails will be sent to this

Email
address.
Display Name Enter the user’s name
Username Enter the login name of the GDMS platform
Password Enter the password that will be used to log into GDMS
Confirm Password Re-enter the password that will be used to log into GDMS
Company Enter the user’s company name
Country Enter the located country of the user’s company
Time Zone Set up the current time zone
Verification Code Enter the captcha displayed on the right of this field.

Register GDMS Account

3. Once registration is complete, an account activation email will be sent to the configured email address. Follow the instructions in the email to activate the

account and complete registration.

Supported Devices and Requirements
The current GDMS platform version supports the following device models.
Supported Device Models
GXP21XX
DP7XX
GRP26XX
Audio Device
WP8XX
GHP6XX

GSC36XX, GSC35XX

Video Device GXV33XX, GXV34XX



Conference Device GVC3210, GVC3220

Facility Access Device GDS37XX
Video Surveillance Device GSC3610, GSC3615, GSC3620
ATA Device HT80X, HT81X
Gateway Device GXW45XX
PBX Device UCMB3XX/A

Supported Devices

Connect with GDMS

The devices must be upgraded to firmware versions that are compatible with the GDMS platform. Otherwise, the devices will not be able to connect to

GDMS. When the devices connect to the Internet, and the user has added this device to the GDMS account, the device will connect to GDMS automatically.

VOIP SYSTEM

Overview

Device Statistics

The Dashboard page provides an overview of the following information:

Total Accounts

Q

o Total Devices
o Total Sites

o Accounts Status
o Device status
o Device Type

o Site Statistics

o Model statistics



Module

Total

Accounts

Total Devices

Total Sites

Account

Status

Devices Status

Device type

Site Statistics

Model

Statistics
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Overview

Description

Displays the total number of SIP accounts configured on GDMS.

Displays the total number of devices configured on GDMS.
Displays the total number of sites configured on GDMS.

Displays the total number of accounts currently registered, unregistered, and unallocated.

o Normal: All devices which use this account are registered successfully.
o Abnormal: The account is unregistered on a device.

o Unallocated: This account is not allocated to any device.

Displays the total number of devices currently online and offline.

o Online: Device and GDMS platform network connection is normal.

o Offline: Device and GDMS platform lose network connection.

Displays the total number of devices in each category: audio, video, and conferencing.

o Audio devices: GRP series, DP series, GXP series, and WP series
o Video devices: GXV series

o Conference devices: GVC series
Displays the total number of devices assigned to each site and the allocation of devices per site.

Displays the total number of each device model, the percentage of total devices that each model makes up, and the distribution of

different firmware per model.

Table 4: Overview Labels



'

Model Statistics

Device Distribution

This menu will show the distribution map of the devices which have been associated with the enterprise.

o The dark blue area on the map shows that area has more associated devices, and the light blue area shows the area has fewer devices.

o Users could leave the cursor on the area to check the number of devices in that area.

o If a certain city has the devices, it will be marked with a green dot W, and users could leave the cursor on the city to check the number of devices in that

city. The user can click on the dot to see the devices list in this city.
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Device Distribution

Overview

The Overview page displays all VVolP devices statistics information in the current organization.

Account Management

Overview

On the SIP Account page, users can manage SIP accounts across all configured SIP servers in GDMS, import a list of accounts for quick setup, and export a

list of all accounts configured on GDMS.



Status

Status

From UCM

Operation

Sorting

Custom Display

Option

Filter and Search

Add SIP Server
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Account Management
Description

Normal:

All devices using the account are registered, and the account is working normally.

At least one device using this account is not registered. Possible reasons include:

e The device is unable to register successfully.

e The account was modified through other means such as through the endpoint device web portal or provisioning.

Unassigned:

No devices are using this account.

This represents the SIP accounts are synchronized from the UCM device. If the user modifies the SIP accounts in UCM device, the
updates will be synchronized to GDMS platform.

The user can only edit SIP server, assign device, and cannot edit other information.

Table 5: Account Status Description

Description

Click on the buttons to sort the list in ascending/descending order based on a specific column.

Users could customize the displaying options on the list by clicking on option & on the right side of the list to select the

displayed/hidden options.

Filter accounts by status, site, and search for specific accounts by entering their user IDs, account names, or display names.

Table 6: Operation Description

The SIP Server page shows all of the SIP servers added to GDMS.



Server

Name

SIP Server

Outbound

Proxy

Secondary
Outbound

Proxy

Voice Mail

Access

Number

DNS Mode

&) cpDMs

Dashboard

%, Organization

Default

ﬂ. VolP Account
SIP Account

SIP Server

o A Record

o SRV

o NATPTR/SRV

SIP Server

outbound proxy can provide a solution.

Add Server

Server Name

" SIP Server

Outbound Proxy

Secondary Outbound Proxy

Voicemail Access Number

DNS Mode

NAT Traversal

Proxy-Require

Additional Settings Add

Add SIP Server

Specifies an identity name for the SIP server. (Required)

This is a necessary option. Specifies the URL or IP address, and port of the SIP server. This should be provided by the VVoIP service provider

(ITSP).

Configures the IP address or the domain name of the primary outbound proxy, media gateway, or session border controller. It is used by the

phone for firewall or NAT penetration in different network environments. If a symmetric NAT is detected, STUN will not work and only an

Sets the IP address or domain name of the secondary outbound proxy, media gateway, or session border controller. The phone system will

try to connect the Secondary outbound proxy only if the primary outbound proxy fails.

Sets if the phone system allows users to access the voice messages by pressing the MESSAGE key on the phone. This ID is usually the VM

portal access number. For example, in UCM6xxx IPPBX, *97 could be used.

Defines which DNS service will be used to look up the IP address for the SIP server’s hostname. There are three modes:

To locate the server by DNS SRV set this option to “SRV” or “NATPTR/SRV”’.



Specifies which NAT traversal mechanism will be enabled on the phone system. It can be selected from the dropdown list:

o NAT NO
o STUN
o Keep-alive
o UPnP
o Auto
o VPN
NAT If the outbound proxy is configured and used, it can be set to “NAT NO”.
Traversal
If set to “STUN” and the STUN server is configured, the phone system will periodically send a STUN message to the STUN server to get
the public IP address of its NAT environment and keep the NAT port open. STUN will not work if the NAT is a symmetric type.
If set to “Keep-alive”, the phone system will send the STUN packets to maintain the connection that is first established during the
registration of the phone. The “Keep-alive” packets will fool the NAT device into keeping the connection open and this allows the host
server to send SIP requests directly to the registered phone.
If it needs to use OpenVPN to connect to the host server, it needs to set it to “VPN”.
If the firewall and the SIP device behind the firewall are both able to use UPnP, it can be set to “UPnP”. Both parties will negotiate to use of
which port to allow SIP through.
Proxy- Adds the Proxy-Required header in the SIP message. It is used to indicate proxy-sensitive features that must be supported by the proxy. Do
Require not configure this parameter unless this feature is supported on the SIP server.
Users could add the custom fields below. Some custom fields are only available for certain device models:
1. Secondary SIP Server
2. Failover SIP Server
3. Prefer Primary SIP Server
4. Primary IP
5. Backup IP 1
Additional
6. Backup IP 2
Settings

7. DNS SRV Failover Mode
8. Use NAT IP
9. SIP Diff-Serv

10. RTP Diff-Serv

11. Tel URI

For detailed filling rules, please refer to the User Guide of the devices.

Table 7: Add SIP Server

Upon adding the SIP server, it will appear in the SIP Server list. Entries in the list can be edited or deleted.



SIP Server

Server Name

Test (unavailable)
192.168.121.22
wii's server

yXxu Server

Total 84

Add SIP Account

From All

Server Address Account Number Options
192.168.100.100 1 ]
192.168.121.22 0 ]
192.168.200.105 20 o
192.168.120.254 9 Z o
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Finish Adding SIP Server to GDMS

The SIP Account page shows all of the SIP accounts added to GDMS.
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User ID 1000

Outbound Proxy
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Add SIP Account

Account Active

Activates/deactivates the SIP account.

Account Name

This is a necessary option. Specifies an identity name for the SIP account.

SIP User ID

This is a necessary option. Configures user account information provided by your VolIP service provider (ITSP). It

is usually in the form of digits similar to a phone number or actually a phone number.

SIP Authentication ID

This is a necessary option. Configures the SIP service subscriber’s Authenticate 1D used for authentication. It can be

identical to or different from the SIP User ID.

Password

This is a necessary option. Configures the account password required for the phone to authenticate with the ITSP

(SIP) server before the account can be registered. After saving, it will appear as hidden for security purposes.

Name

Configure the display name of the SIP account. This option will be used for Caller ID display. The configured

content will be included in the From, Contact, and P-Preferred-ldentity headers of the SIP INVITE message

Voicemail Access Number

If the SIP Server also configures this item, this configuration will prevail.

SIP Server

This is a necessary option. Users need to select the SIP server for the SIP account. If there is no available SIP server
for the current SIP account, users could click on the “Add Server” option to add a new SIP server for the SIP

account.




If the user needs to configure multiple SIP server addresses for a single SIP account, such as the UDP/TLS protocol
Add Server server address (The UCM63xx device which purchases UCM RemoteConnect plan can synchronize multiple

protocol server addresses to the GDMS platform), the user can configure it and assign to devices separately.

Assign device This option will allow assigning a specific device to this account.

Allocate to Devices:

To associate devices currently in GDMS with the new SIP account, click on the Add button at the bottom of the screen and enter the following information:

SIP Account = Add Account
Account Active ()
Account Name
SIP User ID
SIP Authentication ID
SIP Authentication Password et
Name
Voicemail Access Number

Outbound Proxy

SIP Server 192.168.5.72(UDP) (192.168.5.72:5090)
Add Server
Assign Device Default GRP2615 C0:74:AD:13:2F:4C(GRP26 Accountl 192.168.5.72(UDP) (192.16 o
Add
Cancel m
Assign Device

Site This option is used to set which site this device belongs to.

Select Device Model This is a necessary option. Users need to select the device model to which the account will be allocated.

Select Device MAC Address This is a necessary option. Users need to select the device MAC address to which the account will be allocated.

This is a necessary option. Users need to select the account index to which the account will be allocated to (e.g.

Select Account Index
Account 1 — Account 16). If the account location has a configured account, the account number will be displayed.

This is a necessary option. Users can select the SIP Server address for the device, such as the UDP server address or

Select Server Address
UCM RemoteConnect server address.

o

o Assigning accounts to DP devices and HT devices from this page is currently not supported. Please use the account importing feature or the Device

Management page to manage SIP accounts on DP devices and HT devices.

o If a device is not on GDMS, users will be unable to allocate a SIP account.

Batch Import SIP Account



GDMS platform supports to allow users to import a batch of SIP accounts and SIP servers to the system and allocates them to the devices via Excel files.

1. On the SIP Account page, click on the Import Account button. The following window will appear:

Import Account X

Click or drag and drop file here to upload

(s and .xIsx are supported

(Y General Device Template 1 ‘ (Y DP Device Template ] ‘ (4 HT Device Template

Cancel OK

Import SIP Account

2. Click on either the Download General Device Template button, Download DP Device Template, or Download HT Device Template button to get a

template that will be used to import account and server information.

A ] < ] E F L] B —— I

Instructions:

Please read this insiruction before filling in. Flease do not delete it

1. Fields marked with # are required and cammot be empty.

2, SIP Server: Bmter the SIP Server IF sddress. If multiple servers have the same IF address, fill in the form: IF Address(Sexver Fame).

3. Outbound Proxy: If the SIP Server also comfigured the outbound proxy, then this confipurstion will tske priaTity.

4, WAC Mdsers: Valid characters are 09, A-%, kophenz (<), and colone (:) (e.g. 00-15-65-1a=2B=3C, 00:15:65:1a13%:ide, 0015651a283c, ete,). If users want %o arrigm accounts 1o multiple devices, they muster the BAC sddresses in multiple
lines,

5. Accommt Imdex: Thir optiom iz required if users want to assign accounts to a device. Uszers need to select and assign the SIP sccount to the N location in the devices. Accoumt 1=18 cam be selected If the devices doer mot hawe
Account N, the comfiguration will fail.

2 Account Name *5IF Sexrver i *5IF User ID Authentication ID Aathemtication Fassword Dizplay Name Yoice Mail Access Nusbex Outbeund Froxy Device RAC Addrezs Account Index
3
4
]
-]
T
]
]
10
Import Account Template — General Device Template
A B c D E F [ H 1 1 [ L [+]
Instructions:

Flease read this instruction before filling in. Please do not delete it.

1. Fields marked with * are required and cammot be empiy.
2. SIP Server: Enter the SIP Server IP address. If multiple servers have the same IP address, fill in the form: [P Address(Server Name)
3. Outbound Proxy: If the SIP Server also configured the outbound proxy, then this configuration will take pricrity.
4. NAC Address: Valid characters are 0-9, A-Z, hyphens (-), and colons (:) (s.g. 00-15-65-1A-2B-3C, 00:15:85:1a:2b:3c, 0015651a2B3c, wtc.). If users want to assign accounts to multiple devices, they muster the NAC addresses in multiple lines.
5. hocount Index: This option is required if users want to assign accounts to a device. Users need to select and assign the SIP account to the N location in the devices. Account 1-16 can be selected. If the devices doss not have Account N, the configuration will fail.
6, Profile: Required for only P devices, Users must select from Profile 1-4
7. HS Node: Required for only OP devices. Users must select either HS1-5, Circular, Linear, or Parallel. Default setting is Circular.
8. HS Line: Required for only DP devices. Users can select the HS line for each handset (e.g. Line 1-10 can be selected for HS1- FS2),
1
2 !_.__qfff__( %ff *SIP Server *SIP User 1D Buthentication ID #uthentication Password Display Name Voice Mail Access Mumber Outbound Proxy DP NAC Address Account Index Profile HS Mode
3
4
6
B
10
1
1
13
14 B
15 =
Sheet! | Shest? = Sheet3 = il 0}

Import Account Template — DP Device Template

4 B c D E F G H I 1 [ L[]
Instructions!
Flease read this instruction before filling in. Please do not delete it.
1. Fields marked with * are required and carnot be empty.
2. SIP Server: Enter the IP address of the SIP server. If multiple servers have the same [P address, use the following format: [P Address(CDES Server Name).
3. Outbound Proxy: [ the SIP Server alsc configured the outbound proxy, then this condiguration will take priority.
4. MAC Address: Valid characters are 0-9, A-Z, hyphens (), and colons (1) (m.s. 00-15-65-1a-2B-3C, 00:15:65:1a:2b:3c, 0015651a2B3c, etc.). To assign accounts to multiple devices, separate sach device's MAC address by line.
5. Port Type & Port Number: Required to assign accounts to devices. SIP accounts must be selected and assigned to one of the physical ports on the HT device (port N). If a device does not have port N available, the configuration will fail.
6. Profile: Required for only HT devices. Select from Profile 1-2.
7. Bunting Group: Required for only HT devices. Users must select None, Active, or Port N (unused). Defaut setting is Nane
1
2 fff gf *SIP Server *SIP User 1D Authentication ID Authentication Password Display Name Voice Nail Access Mumber Outbound Proxy HI MAC Address Port Type (FXS/FX0) Port Index Profile
3
4
6
7
9
10
1
12
13
14
15
16
17 I
18
19 =

Sheet] | shestz | sheets 0| ] o]

Import Account Template — HT Device Template

Account Name This is an optional option. Users need to set the identity name for the SIP account.



SIP Server

SIP User ID

SIP
Authentication

ID

SIP
Authentication

Password

Display Name

Device MAC
Address

Account Index

Profile

HS Mode

HS1-HS5

Port Type
(FXS/FXO)

Port Serial

Number

Search Group

This is a necessary option. Users need to input the SIP server address. If the SIP server does not exist in the GDMS platform, the

GDMS platform will create the SIP server in the system.

This is a necessary option. Configures user account information provided by your VolIP service provider (ITSP). It is usually in the

form of digits similar to a phone number or actually a phone number.

This is a necessary option. Configures the SIP service subscriber’s Authenticate ID used for authentication. It can be identical to or

different from the SIP User ID.

This is a necessary option. Configures the account password required for the phone to authenticate with the ITSP (SIP) server before

the account can be registered. After saving, it will appear as hidden for security purposes.

Configure the display name of the SIP account. This option will be used for Caller ID display. The configured content will be included

in the From, Contact, and P-Preferred-ldentity headers of the SIP INVITE message.

Input the device MAC address: e.g. 00-15-65-1A-2B-3C; 00:15:65:1a:2b:3c; 0015651a2B3c

Users need to select the account index to which the account will be allocated (e.g. Account 1 — Account 16). If the current account

location has a configured account, the configured account will be replaced with the new account information.

For DP devices and HT devices only. Enter the profile that the account will use (e.g. Profilel, Profile2, etc.). If multiple different SIP

servers use the same profile, the import will fail.

For DP devices only. Enter the HS mode for the account. Available options are “Circular”, “Linear”, “Parallel”, and “HSx”, where x

can be 1to 5.

For DP devices only. Users could configure the Line for each handset from Line 1 to Line 10. Each SIP account can be allocated to

different handsets.

This option is valid only for HT devices. Input the port type which will be assigned to the device. Users could select FXO port type or

FXS port type.

This option is valid only for HT devices. Input the port serial number which will be assigned to the device. Users could input the port

serial number from Port 1 to Port 10.

This option is valid only for HT devices. Users could select the search group between None (default), Active, and other port serial

numbers beside their own.

Import Account Template Options

3. Once the template is filled out, drag, and drop the file to the upload window or select the file from your PC. Click on the Import button to confirm the

import.

4. When the Excel file is imported into the GDMS platform successfully, the GDMS platform will prompt the execution result. If there is data that failed to

be imported, the user could export the failed data and re-edit the Excel file.



Examples:

1. If the user wants to allocate 1 SIP account to multiple devices, the 1% SIP account information will be the correct information to allocate to the devices.

Please see the example below, the SIP account display name “Sqhuang” will be allocated to the involved devices:

Account Name *3IF Server T *3IF Uzer ID +huthentication ID *Authentication Password Display Name Device MAC Address Account Index
Work Account 182.168. 120. 100 100 100 123456 Sghuang 00:0B:82:E2:08:D8 Accountl
Work Account 182.168. 120. 100 100 100 123456 SghuanglZ3 00:0B:82:D2:11:22 Accountl
Example |

2. For the existing SIP account, if the user wants to allocate this SIP account to another device, here is the example: Account 100 has been allocated to

Device 1, and the user wants to allocate the SIP account 100 to Device 2 (00:0b:82:cc:dd:ee).

Account Name *#5IP Server T #SIF User ID #Authentication ID #huthentication Password Display Name Device MAC Address Account Index
Work Account 192,168, 120. 100 100 100 123456 Sqhuang 00:aa:bbicciee:dd Accountl

Example II

3. If the user wants to allocate multiple SIP accounts to a single device, here is an example:

Account Name *5IF Server " ¥SIP User ID +huthentication ID *Authentication Password Display Name Device NAC Address Account Index
Work Account 142.168.120. 100 100 100 123456 Sghuang 00:0B:82:E2:08:D8 Ahocountl
Work Account 182.168. 120. 100 200 200 123456 Sghuang 00:0B:82:E2:08:D2 Account?
Work Account 192. 168. 200. 100 300 300 123456 Emily 00:0B:82:F2:08:D3 Account3
Example 1l

4. If the user wants to allocate multiple SIP accounts to a single DP device, here is an example:

Lecount Name *5IP Sexrwer T *5IP Usexr ID #iuthentication ID ##uthentication Password Display Name DP MAC Address Account Index Profile HS Mode H51 HS2 HS3 H54 HSE
Work Account 192, 168, 120, 100 100 100 123456 Sghuang 00:0B:82:E2:08: D8 Accountl Profilel H51 Line 1
Work Account 192, 168, 120, 100 200 200 123456 Sghuang 00:0B:82:E2:08:D8 Account? Profilel Circular Line 2 Line 1
Work Account 192, 168, 200, 100 300 300 123456 Sghuang 00:0B:82:E2:08:D8 Account3d Profilel Circular Line 3 Line 2
Example IV
Incorrect examples:
1. If the user wants to allocate multiple SIP accounts to a single device, the account index cannot be the same.
Account Name *SIP Server [ *SIP User ID *futhentication ID *Authentication Password Diszplay Name DP MAC Address Account Index
Work Account 192, 168, 120, 100 100 100 123456 Sqhuang 00:0B:82:E2:08:08 Accountl
¥ork Account 192. 168, 120, 100 200 200 123456 Sqhuang 00:0B:82:E2:08:08 Accountl
Example V
2. Different SIP server addresses cannot be allocated to the same Profile in the same DP device.

Account Name #SIP Sexrvex " #SIP Uszer ID #Authentication ID *Authentication Password Diszplay Nane DP MAC Address Account Index Profile
Vork Account 192. 168, 120, 10« 200 200 123456 Schuang 00:0B:82:E2:08:D8  Account2 Profilel
Work Account 192. 168, 200, 200 300 300 123456 Sghuang 00:0B:82:E2:08:D8  Accountd Profilel

Example VI

3. If the user wants to allocate the SIP accounts to the same DP device, the different SIP accounts cannot be allocated to the same HS Line.

Account Name +5IF Sexver " SIP User 1D *Autbentication ID thuthentication Pazsword Display Name IP RC Addreszz Account Index Frofile HS5 Bode B3l HS2 B53 H34
Vork Account 192, 166, 120. 100 00 200 123456 Sahuang 00:08:82:E2:08:08  Account? Frofilal Circular Lice 1 Line 1
Vork Account 192, 168, 200. 200 200 300 123456 Sqhuang 00:00:82:E2:08:[€  Accountd Frofile2 Cixculay Lice 1 Line 2

Example VII

Allocate Device

Users could allocate the SIP accounts to the devices during adding SIP accounts, editing SIP accounts, or importing a batch of SIP accounts to the GDMS

platform. Each SIP account can be allocated to multiple devices.

Edit Account

Users could edit the SIP account information and allocated devices on the Edit Account configuration page.

1. Click onthe # button for the SIP account you want to modify.



sIP account = Edit Account (UCM)

account Acive @D

Account Name test
* SIP User ID
SIP Authentication ID
SIP Authentication Password et
Name
Voicemail Access Number
Outbound Proxy
¥ SIP Server 192.168.5.72(UDP) (192.168.5.72:5090)

Add Server
Assign Device

Add

Cancel Save

Edit Account
2. Click on the Save button to finalize changes. All associated devices will receive the updated account information.

3. Click onthe @ button to unallocated devices from the account. The SIP account will be removed from unassigned devices.

o

o If the device is offline at the time, its SIP account information will be updated when it is online again.

o If the SIP server is synchronized from the UCM server, it cannot be edited, and it can only be assigned to the device.

Batch Modify SIP Server of SIP Accounts

Users can batch modify the SIP server of the SIP accounts, e.g. Modify the SIP protocol of the SIP server from UDP to TCP.

1. On the “SIP Account” interface, select the SIP accounts that need to be modified.

© The user can select the SIP accounts by searching the items. E.g. If the user wants to modify the SIP server for 250 SIP accounts, the user can set the page to

display 250 SIP accounts at once from 10 SIP accounts per page and select all SIP accounts on the page.

2. Click on the “Modify SIP Server” button at the top of the interface.

3. Select the target SIP server, which can be searched by the server name.

Modify Server

O After the device modified the server, it will be immediately delivered to the bound device.

* S|P Server

Cancel Save

Modify SIP Server




4. After clicking the “OK” button, the SIP server corresponding to the SIP accounts will be modified immediately. Then, the updated account information

will be assigned to the corresponding VOIP devices.

If the SIP accounts are synchronized from UCM device, the SIP accounts information will be synchronized after the SIP server is modified.

Delete Account

To delete SIP accounts on GDMS, click on the @ button for a single account or the Delete button in the top-left corner for multiple accounts. Associated

devices will automatically remove deleted SIP account information.

Users could delete 1 single SIP account or a batch of SIP accounts on th
&) cGpDMs
SIP Account
| Delate ‘ | Modify SIP Servel
[ -] User 1D Account Name Display Name
Default
1002 0 Iripavoeg opdIg
1006 1006 =ila ziti
L volP Account
0 1008 samir fatin
SIP Account L.
004 004 Zogog TEgavog
1011 1011 -
1000 1000 —
] 0 Togog TEQavog
1009 1009 —
1008 1008 —
1007 1007 -

e GDMS platform:

All Accounts From A
SIP Serve
UCME30Z_LAB(UDP) (192.168.5.

UCMG302_LABITLS) (c0742d0a8

UCME302_LABITLS) (c07430028c04-10671.b.go

UCME30Z_LABITLS) (c074ac0a8

UCM6302_LABITLS) (0743008

UCME302_LABI(TLS) (c074aa0a8

UCM6302_LABITLS) (c074ad0al

UCME30Z_LABIUDP) (192.168.5,

UCME302_LAB(UDP) (192.168.5.

UCME302_LAB(UDP) (192.168.5.

167:5060)

c04.10671.p.gd...

£94-10671.p.gd...

c94-10671.b.gd...

£04-10671.2.gd

c84-10671 b.gd...

149:5060) UCM

149:5060),UCM.

14850600, UCM.

Delete Account

0 Plan & Service ‘D AbdelGnamri ~

Date M Oy
021/11/16 08:37 # 0O
2021/11/11611:00 O
2 11 2 “ 1
2021/11416 09:58 F o
20211112 “ 1

11 41 F o
2021/11/16 08:38 # T
20 2 @ O
2 2 ]
2021710424 = O

© if the SIP account is synchronized from UCM server, this will only delete the data in GDMS platform, and the data in UCM server will not be deleted.

Export Account

Users can export all existing SIP accounts in GDMS to a file by clicking on the Export Account button in the top-right corner of the SIP Account page.

Edit SIP Server

Users can edit SIP server information by clicking on the

O ifthe SIP server is synchronized from UCM server, it cannot be edited.

Delete SIP Server

@ button for the desired SIP server. Changes to the server will affect all associated SIP accounts.

Users can delete selected SIP servers by selecting them in the SIP server list and clicking on the Delete button in the top left corner of the SIP Server page.

Delete the selected 2 SIP Account?



Delete SIP Server

© if the SIP server is synchronized from UCM server, this will only delete the data in GDMS platform, and the data in UCM server will not be deleted.

VolIP Device Management

The Device page shows all the associated VOIP devices. Users can view the information and status of the devices, the allocated account information, etc.
GDMS platform supports to allow users to configure parameters, upgrade firmware, reboot/factory reset devices, view device details, device diagnostics, and

other operations.

@ GDMS Q@ world ~ € Plan & Service - ._.o rjyao ~
VolIP Device Import Device Expart Device
© Dashboard Refresh List All Types All Models Filter ~
ERRCIRIN IR MAC Address SIN Device Name Device Madel Firmware Version Account Status Site Name Push Configuration Last Config Time Options @
Default
co 20EZ3SRKA1165DA2  WPS10_test sz wPB10 109M Default Enabled Not configured S = (@]
5 Overview
® Co: 1 — GRP2602 1.03.18 Defaule Enabled Mot configured S & 2]
ccount
00 207GL57JA0ED3141 DP75X_te DP752 10139 Default Enabled 26/11/2021 15:40 Sa = ©
(9 pevice Management
co: 20EZ4AGBL602776A8 rzhang Hizh GRP2604 024150 Default Enabled Nat configured ‘f',g, @ D
VoIP Device
co GRP250TWHMYSN GRP2601W GRP2601 04540 Default Enabled Not configured 5o = ©
00 1 HT818_testmy.. HTB18 10312 Default Enabled 19/11/2021 1208 Sa & (@]
®Co ® 20EZAUTM103E6331  2123213@@E@ GRP2604 1.000® Registra na Default Enabled €3 Provisioning S & o
13
Toa7 @
[EELLEE  English (GMT-+08:00) Beljing, Ch

VoIP Device Management

Status Description

The device is offline. The current account status is the last reported status before the device is offline.

Status « The device is online.

Indicator
« The device network penetration (NAT) is abnormal, the GDMS server cannot connect to the device, but the device can periodically

obtain the configuration.

Normal: The allocated accounts from the GDMS platform to the devices are registered successfully, and all accounts can be used

normally.

When an account is registered normally, the extension number will be displayed.

Abnormal: Some of the device’s allocated accounts are unregistered. This may be due to the following reasons:
Account

Status o The account is not activated.
o The account registration credentials are incorrect.

o The account was modified on the device.

No Account: GDMS platform does not allocate any account to the device.



Status

Last Config

Time

Call Status

HS Status

Operation

Sorting

Custom Display
Option

Search

Description

Synchronizing: If the account and device parameters were modified, the changes will immediately be pushed to the device. This status

will be shown while this is happening.

Date/Time: The date and time of the last successful provisioning.

Idle: The SIP account is in an idle state.

Busy: The SIP account is on a call.

The SIP account is configured on the handset.

The SIP account is not configured on the handset.

VolP Device Management

Description

Click on the sorting buttons to sort the list by various columns in ascending/descending order.

Click onthe @ button on the top right corner of the list to select the columns to show and/or hide.

In addition to being able to search for devices with the search bar near the top-right corner of the page, users can further refine search

results by clicking on the Filter button by specifying account status, device status, site, city, and firmware version.

Operation Instructions

Refresh List All Models Filter ~

All Cities All Account Status All Device Status All Firmware Version

Search Devices

Add VolP Device

To add a new device to GDMS, click on the Add Device button. The following window will appear:



Add Device

Device Name

* MAC Address ‘ ‘ :

*SIN
* Site Default

Sync Configuration () f enabled, when the device goes online, its loca

configuration and SIP accounts will be synced to GDMS.

@ GDMS mobile app supports convenient features such as adding devices via bar code scanning and morel
Learn More

Add VolP Device

(Optional) This option is used to set the name of the device so that the users could identify this device. The maximum number of the
Device Name
input characters is up to 64.

(Required) This option is used to enter the MAC address of the device. (Locate the MAC address on the MAC tag of the unit, which is
MAC
on the underside of the device, or on the package)

(Required) This option is used to enter the serial number of the device. (Locate the Serial Number on the MAC tag of the unit, which is
Serial Number
on the underside of the device, or on the package)

Select Site (Required) This option is used to set which site this device belongs to. The default setting is “Default” site.

Sync Configuration If enabled, when the device goes online, its local configuration and SIP accounts will be synced to GDMS.

Add VolP Device

o

o Users could click on the “Save” button to save the configuration.
o Each device can only be associated with only one GDMS account.

o Users can use the search bar on the Device page to find added devices via device name, MAC address, and sites.

Batch Import VVolP Devices

Users can import multiple devices by uploading a file. Click on the Import Devices button on the Device page to get started. The following window will

appear:



Import Device

@) Please use the following templates to create compatible imports.  Device Template

Click or drag and drop file here to upload

Cancel

Import VOIP Device

1. Click on the 4] Device Template | button to download the template. Users must follow the instructions to enter the required information.

Instructions:

1. Fields marked with * are required and cannot be empty.

2. MAC Address: Valid characters are 0-9, A-Z, hyphenz (-), and colons (:) (e.g. 00-15-B5-1A4-2B-3C, 00:15:65:1a:2h:3c, 0015651aZB3c,
atc. ). If users want to assign accounts to multiple devices, they muster the MAC addresses in multiple lines.

3. Serial Mumber: Required if users want to add new devices to GDNS. Only alphanumeric characters allowed.

4, Device Name: The maximum allowed number of characters is 64 characters.

5. Site Name format: lst Level Site/2nd Level Site/.../New Site. Users must enter the names starting from the lst Level Site. If the
higher level sites do not exist, they will be created automatically. If no higher level site name is entered, this site name will be
used by default to fill in missing site names. The maximum allowed number of characters is 64 characters.

+#MAC address +SN Device Name Site Name

Import VolP Device Template

2. The template will have the following fields:

Users need to fill in the MAC address of the device in this field (Required). For instance, 000B82E21234, and it supports to fill “:” and

MAC Address

“-” characters in this field.
SN Users need to fill in the serial number of the device in this field (Required).

This option is used to set the name of the device so that the users could identify this device (Optional). The maximum number of the
Device Name

input characters is up to 64.

Enter the site to assign this device to (Required). If the site is under more than one level, all site levels must be included in the site name
Site Name (e.g. first_level/second level/.../new_site). If the site level does not exist, it will be automatically created. Maximum character limit is

64.

Import VolP Device Template

3. Users can drag the file to the pop-up window, or they can click the upload button to select a file from their PC to import.

4. Once the file is imported into GDMS, the result window will appear. If any data failed to import successfully, users can export the problematic data, re-

edit, and attempt to import them into GDMS again.



5. The user can choose to sync the devices’ configuration by enabling “Sync Configuration”. Once that is enabled, the local configuration and SIP accounts

will be synchronized to the GDMS.

o

o If an existing device on GDMS is imported, the device’s existing information will be replaced with the newly imported information.

o Ifadevice’s MAC address and serial number are invalid, the import will fail.

Configure SIP Account (Non-DP Devices)

Users can configure SIP accounts for each device from the Device page.

1. In the devices list, click on the icon [ corresponding to the account to access the Account configuration page.

2. After clicking the button, users will see the Account configuration page as the figure shows below:

Device List - Account Configuration (00:0B:82:FAES:4F)

Account User ID Server Name Server Address
Accountl 6112 EpaEa) 192.168.93.0
Account2 0.0.00
Account3 0.0.0.0
Accountd 0.0.0.0

Cancel Save and Apply

Configure SIP Account
3. On this Account Configuration page, users can select the SIP accounts created on the SIP Account page to assign to the device.
4. Users could also select to replace the existing SIP account with a specific account or delete the existing accounts.

5. Click on the Save and Apply button. The accounts will then be assigned to the device.

(1]

o |f a device is offline during the account assignment, GDMS will synchronize any changes to it the next time it goes online.

o Settings configured via other means (e.g. endpoint device web portals, Zero Config provisioning, etc.) will not be synchronized to GDMS.

Configure SIP Account/Line (DP Devices)

Users could configure SIP accounts and lines for DP devices. GDMS platform supports to allow users to view the existing SIP accounts for current devices

and edit/delete the accounts.

1. In the devices list, click on the icon  [@ corresponding to the account to access the Account configuration page.

2. After clicking the button, users will see the figure as shown below:



Device List - Account/Line Configuration (rjyao-dp 00:0B:82:E5:8C:CD)

Account Configuration Line Configuration

Account User ID Server Name Server Address * Profile HS Mode

Accountl 4039 192.168.126.16 192.168.126.167 Prafile1 HS1

Account2 | 0.00.0 Profilel Circular
4044 (Assigned) 192.168.126.16 {192.168.126.167)

Account3 Circular
4045 (Assigned) 192.168.126.16 {192.168.126.167)

Accountd 4046 (Unasslgned) 192.168.126.16 {(192.168.126.167) Circular
4047 (Assigned) 192.168.126.16 (192.168 126.167)

Accounts ) Circular
4048 {Unassigned) 192.168.126.16 {192.168.126.167)

Accounts 4039 (Unassigned) 192.168.126.16 {192.168.126.167) circular
4040 {Assigned) 192.168.126.16 {192.168.126.167)

Account? anan m e e 8P AR AR A AR AER AN AT Circular

Accountg 0.000 Profilel Circular

Accounrd 0000 Praofile1 Circular

Accountin 0.000 Profile1 Circular

Cancel Save and Apply

Configure SIP Account for DP Devices

User ID Allocated: This SIP account has already been allocated to other devices; Unallocated: This SIP account has not been allocated to any device.

Profile Different SIP servers cannot be set to the same profile.

HS Mode If this field is not filled, the default setting is “Circular’” mode.

Configure SIP Account for DP Devices

3. To configure the lines for each HS mode, click on the Line Configuration tab.

Device List - Account/Line Configuration (rjyao-dp 00:0B:82:E5:8C:CD)

Account Configuration Line Configuration
Line1 Line2 Line3 Line4d Line5 Lineg Line7 Lineg Lineg Line10
HS1 4039 None None None None None None None None None
Hs2 None None None None None None None None None None
HS3 None None None None None None None None None None
HS4 None None None None None None None None Nane None
HS5 None None None None None None None None None None

Cancel Save and Apply

Line Configuration

O set up a line account for each handset and select the SIP accounts from the configured accounts in the device

4. Select the desired SIP accounts to use for each line and handset.

5. Click on the button Save and Apply to allocate the SIP accounts or lines to the devices.

i

o If a device is offline during the account assignment, GDMS will synchronize any changes to it the next time it goes online.



o Settings configured via other means (e.g. endpoint device web portals, Zero Config provisioning, etc.) will not be synchronized to GDMS.

o For device-specific configuration rules, please refer to the DP device user guide.

Device Parameters Configuration

Users can modify the configuration parameters for a single device.

1. In the device list, click on the s button to go to the Device Parameters Configuration page, as shown in the figure below:

Ey Mode! - Set Parameters (GRP2615) Switch to Text Editor
account () serrings Nertwork Settings System Serings Phone Setrings cantacts Resource
Accountl (] Select All ‘ Reser settings
Advanced Settings (1] @ Security Settings
Only Accept SIP Requests from Known
Call Settings =2 SRR ‘
JBIVers
SIP Serings
Allow SIP Reset

Intercom Settings

Value-added Service Allow Unsalicited REFER
Feature Codes Authenticate Incoming INVITE
Codec Settings 1

Check Domain Certificates
Audio Setings

Applications Check SIP User 1D for Incoming INVITE
Validate Certification Chain

Validate Incoming SIP Messages

Force BLF Call-pickup by Prefix

BLF Call-pickup Prefix

¢ Advanced Features

Device Parameter Configuration

Clicking on the Select All button will select every option on the current page. Clicking on it again will deselect all the options.

Q

Q

Clicking on the Reset Settings button will restore all settings on the current page to default values.

(o]

Clicking on the button O following the account, users can copy and paste the current account configuration to other accounts.

When users try to configure the device wallpaper or screensaver image, users can select a picture from the resources list, or upload the local picture to

Q

GDMS and configure it to the device.

Wallpaper Server Path R &

Wallpaper Source Download w

Ringtone Configuration

2. Modify the desired settings on the page or click on the Switch to GUI Editor to configure device settings via text editing (i.e. p-values).



Device List - Set Parameters (00:0B:82:E2:08:D8)

Users can edit template parameters by adding text formatted in key=value. Different parameters must be on separate lines. Examples:
7812=1

7830=60

If the parameter's value has multiple lines, please use <<>> to enclose the value. Example here

#ppsENework Settings - Ethernet Settings# 444
8=0

count - SIP Setting
31=1
32=60
81=2
FHEEEEPNONE Sellings - General Setlings####4#
39=50040

Edit Configuration File
o The format requirement is key=value. The key can be either a P-value or an alias.
o Users can enter the latest parameters and values of a device in the text editor even if the GDMS configuration page does not display the configuration

options.

3. Click on the Save and Apply button to finalize changes. Only settings that are checked will be pushed to the device.

o

o If the device is not connected to the GDMS platform currently, the device cannot be synchronized with the GDMS platform.
o When the device is connected to the GDMS platform, the allocated accounts will be synchronized on the device immediately.

o The SIP accounts which are configured manually on the device will not be synchronized to the GDMS platform. For the configuration rules, please refer to

the User Guide of the devices.

MPK Stickers Printing

Certian Grandstream IP phones have a MPK sticker placement (GRP2604, GRP2634, GRP2636, GXP2130, GXP2160) to label the MPKSs as the user desires.

GDMS offers a way to print the stickers when configuring the devices.

You can select whether to pring the background color, whether to display the border, or whether to print repeatedly on the A4 paper.



Print MPK Sticker

] T I ASO 4 LAl Ve A

Repealn AL paper

Cangel Pring

Print MPK Sticker

When the user prints MPK sticker repeatedly on an A4 paper, it will be displayed as following.

Call Me None CalMe None Cal Me None Call Me None
Park1000 None Park1000 None Park1000 None Park1000 None
None None None None None None None None
None None None None None None None None
View None View None View None View None
Call Me None Cal Me None Cal Me None Call Me None
Park1000 None Park1000 None Park1000 None Park1000 None
None None None None None None None None
None None None None None None None None
View None View None View None View None
Call Me None CallMe None Cal Me None Call Me None
Park1000 None Park1000 None Park1000 None Park1000 None
None None None None None None None Nooe
None Nane None None None None None None
View None View None View None View None
Call Me None CallMe None Cal Me None Call Me None
Park1000 None Park1000 None Park1000 None Park1000 None
None None None None None None None None
None None None None None None None None
View None View None View None View None

Multiple MPK Stickers

If you want to print on the native sticker provided with the IP phone unit. Please refer to the following video:

https://v.youku.com/v_show/id_XNDc3MDczOTIwOA==.html

Upgrade The Firmware


https://v.youku.com/v_show/id_XNDc3MDczOTIwOA%3D%3D.html

You can select the firmware path from the existing firmware resource list or directly upload your firmware file by clicking the “Upload” button following the

option. Please refer to the screenshot below.

VoI Device — Set Parameters (22:22:22:21:AAA3 22:22:22:21:AA:A3) Swatch 1o Text Edstor
Account o Phone Setungs Network Seqings System Setungs Maintenance o Applications o Value.added Service Resources

Upgrade Settings (4] Reset Setting

Systemn Diagnosis

° Firmware
t rad
pRrade
Firmware Sesver Part ntps/Awww gdms. cloud/uemravoip/device/setParamad=1392103 . B
201904 15(2019.04 15) Custom Firmware
TIWare f L f
20.19.0416(2019.04 16) Custom Firmware
T erva
GXV3370(20.1812.17) Custom Firmware
T e Prel
GXV3370(1.0.1 45) Custom Firmmware
Firmware File Postfix GXV (20.19.03.07-1) Custom Firmware
o Config File: Config File
Config Upgrade via HTTPS
jv} fig Serve ! fm grandsiream comv/gs R &

“ Feedback English (GMT-08:00) Beijing. Ch

Upgrade Settings — Firmware

Configure Resource Files

Users can configure custom ringtones and languages for devices (Supported models: GXP/DP series).

1. On the Device list, click on the & button to go to the Device Parameters Configuration = Resource Configuration page, as shown in the figure

below:

Q@ world ~ [ OrderHisory M yowul122

Device Management > Set Parameters (C0: Miaia )

Account Settings Maintenance Netwaork Settings System Settings Phone Settings Contacts Resources
Account1 u]} m Reset Setting |
Advanced Settings © Security Settings
Call Settings Accept Incoming SIP from Proxy Only
SIP Sertings

Allows SIP Reset

niercom Seings

[ pevice Management

Allow Unsolicited REFER
Value-added service
VolP Device

Feature Codes Authenticate Incoming INVITE

Codec Settings
Check Domain Certificate

Audio Settings
Check SIP User ID for Incoming INVIT
Applications Check SIP User ID for Inc g INVITE
validate Cer te Chain

BLF Call-pickup Prefix H

¢ Advanced Features

Special Feature

English (GMT) Coordinated Univ

Resource Configuration
2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the resources for each ringtone index.
3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. Click on the “Save and Apply” button, the device will download the selected resources from the firmware path.



€ For each device model, the size and duration of each ringtone are different. If the duration and size exceed the limit, the system will intercept the resource file to

the maximum limit automatically.

Synchronize Device Local Configuration
Before the device is configured, the user can synchronize the device’s local configuration to the GDMS server.

1. Select a specific device, click icon  © and select the option “Synchronize Device Local Configuration”.

2. Click “OK” to confirm synchronization on the pop-up window. Then, the GDMS server will synchronize all the account configurations and parameters of

the current device to the GDMS server.

3. Enable Sync SIP Account if you wish to have your SIP accounts synchronized to the GDMS.

o

o If the device’s parameter configuration conflicts with the server’s configuration, the device’s local configuration prevails.
o If the account on the device does not exist on the GDMS server, the SIP account and server are automatically created on the GDMS server.

o This option can be turned on only for the devices which are online.

Disable Push Configuration

If the user does not want to push any configuration to the device through the GDMS server, please follow the steps below:

1. Select a specific device, click icon  © and select the option “Disable Push Configuration”.

2. Click “OK” to confirm the operation, the account configuration or parameters will not be pushed to the device through the GDMS server anymore,

including the scheduled tasks. The configuration that has not been pushed to the device will not be pushed to the device anymore.

€ if the user wants to resume pushing the configuration or parameters to the device, the user can click “Enable Push Configuration” option to operate in the GDMS

Server.

View VolIP Device Details

Clickonthe @ button to view a specific device’s system information and account status.



Device Model = Firmware Version Account Status Site Name Push Configuration = Last Config Time < Options

GRP2603 1.03383 Default Enabled Not configured s B8 3
GXV3450 1.0.1.13 Default Enabled Not | @ Device Details
E] Operation Logs
WP825 1.0.11.22 Default Enabled Not
Task History
HT801 1.0436 Default Enabled Not o/ Edit Device
GRP2601 1.0.3.57 Default Enabled 202; & Authorization Management
[3] Transfer Device
GRP2613 10593 Default Enabled Not
¥ Disabled Push Configuration
€ Sync Device Local Configuration

C# Remote Access to Web Ul
Cii Remote Access to Device Interface
() Reboot Device

O Factory Reset

View VolIP Device Details

System Information

The device details include System information, Network information, Account status, etc.

volP Device - Device Details (C074AD224D32 C0:74:AD:22:4D:32)

System Information Account Status
Last Restart Time  07/12/2021 01:26AM (Reboot via device)
Hardware Version GRP2601PV1_3A
Software Version 0.4.4.14
MAC Address  C0:74:AD:22:4D:32
S/N 20EZ41KL30224D32

OpenVPNE& P 10.10.1.6

o 1Pv4

Address Type Statc
IPvd Address  192.168.126.192
Subnet 255255.2550
Default Gareway 192.168.126.1
DNS5 Server 1 192.168.121.118

DNS Server 2
< IPve

IPv6 Address Type v

VolIP Device Details

€ The information in this page is obtained from the device in real-time. If the device is offline, the details page will be inaccessible.

Account Status



VolP Device ~ Device Details (C0:74:AD:27:76:65)

System Information Account Status Energy Saving Inform
Account User D Server Name Server Address Account Status
Accountl (Local) 1008 192.168.5.142 192.168.5.142

english - (GMT=01:00)Casablanc

Device Details

Energy Saving Inform (GRP Series Only)

If you are viewing the detail of a GRP series IP phone, an additional tab will appear Energy Saving Inform. This tab contains information about your GRP
device power usage. It provides information about which Energy Saving Mode has been configured on your device, the percentage of the energy saved,

whether Deep Energy Saving has been enabled, and information about when the Energy Saving has been enabled with all the related information of how much

energy has been saved and how long the phone has been operational under energy saving mode.



VolP Device ~ Device Details (C0:74:AD:27:76:65)

System Information Account Status

Energy Saving Inform

Energy Saving Mode Optimized

Energy Saving Percentage 32.

Deep Energy Saving Status

00%

Last Energy Saving Info  2022/12/30 15:51

Energy Saving Amount 1540mWwWh

Edit VVolP Device

Phone Usage Duration 189065

® Deep Energy Saving Duration 182525

Energy Saving Inform

Users could edit the Device name and which site the device belongs to.

1. In the device list, click on the button

Device List

MAC Address
® 00-0B:82:9A:8F-2C
® C0:74:AD-01:B4:80
® C0:74:AD:05:C6:6C
® C0:74:AD:05:D4:82
® (C0:74:AD:01:B5:00
® C0-74-AD:05:C4:C0
@ 00-0B:82:E5:8C:CD
® 00:0B:82:FAE5:4F
@ 00:0B:82:FA-E5:50

® 00-0B:82:FA-ES5:52

Total 260

# Feedback English
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@ which is following the device, and select Edit Device to access the device editing page.

Device Name <

000B829A8F2C

00-:0B:82:E5:8C:..

Refresh List

Model =

GXvV3370

GRP2614

GRP2614

GRP2614

GRP2614

GRP2614

DP750

GXP2140

GXP2140

GXP2140

Firmware Version Public IP Private IP

201981

01112

192.168.126 215 192.168.126 215

192.168.200 27 192.168.200.27

?14-—-?6)

Edit VoIP Device Option

2. Users will see the device editing page as the figure shows below:

All Models

No Account

No Account

NO Account

No Account

Nor

NO Account

mal v

No Account

Account Status Site Name

default

default

default

default

default

default

0-00

default

default

default

Last Config Time <

2019/11/07 14:21

o] Prowsmmng

O Provisioning

© Provisioning

T Provisioning

G Provisioning

2019/11/01 09:09

Not configured

Not configured

Nor configured

Filter v
Options ]
HBBEO
Device Details
Edit Device

Operarion Logs

Task History

Reboot Device

Facrory Reset

Transfer Device

&
&
S
&

@

@
)
@

B O
B O
B O
B O

10/page



Edit Device

MAC Address 00:0B:82:E5:8C:CS

Device Name DP750

Cancel Save

Edit VolP Device

3. Click on the Save button to apply the changes on the GDMS platform.

View VoIP Device Operation Logs

Users could view all operation logs for a specific device on the GDMS platform.

1. On the Device List, select the menu button © following the specific device, and click on the “Operation Log” button.

2. Access to the Operation Log menu of the device, the menu includes the operation logs of device SIP account configuration, updating configuration

parameters, device rebooting, device upgrading/downgrading, device factory reset, device diagnostics, etc.

Note:

Users could only view the device operation logs for the last 30 days.

Device List -~ Operation Logs (000BB29ABF2C 00:0B:82:9A:8F:2C)

All Levels All Operauons Filter ~
Username Log Contents Level Operating Time b
Grandstream Configure Account High 2019/11/07 14:20
Grandstream Reboat Device (Immediate Task) High 2019/11/07 14:20
Grandstream Ping/Traceroute High 2019/11/07 14:01
Grandstream Ping/Traceroute High 2019/11/07 13:59
Grandstream Configure Account High 2019/11/07 13:59
Grandstream Configure Accaunt High 2019/11/07 13:57
Grandstream Configure Account High 2019/11/07 13:56
Grandstream Configure Account High 2019/11/07 1355
Grandstream Configure Account High 2019/11/07 13.52
Grandstream Configure Account High 2019/11/07 13:50
Total 224 2 |3/|4) =23 > 10/page

View VolP Device Operation Logs

View VoIP Device Task History

Users could view all task histories in the sub-system for a specific device on the GDMS platform, including immediate tasks and timed tasks.

1. On the Device List, select the menu button @ following the specific device, and click on the “Task History” button.

2. Access the Task management page, and search for all tasks of the specific device.



&) GDMs

Task
© Dashboard
. . ,
& Urganizatior Task Name
Default Organization
5454
m
Efbug

Firmware Upgrade

Task Type

Upgrade Firmware

Update Config: CFG

Update Config: Group

Update Config: Model

Update Config: Group

Update Config: Model

Update Config: Model

Upgrade Firmware

Update Config: Madel

Reboot Device

All Statuses

Task Time

Immediate (09/05/2022 10:16AM)

Immediate (29/04/2022 06:36AM)

Immediate (29/04/2022 06:35AM)

Immediate (29/04/2022 06:31AM)

Immediate (29/04/2022 02:21AM)

Immediate (29/04/2022 02:20AM)

27/04/2022 04:00PM ~ 29/04/2022 03:59PM

24/04/2022 10:41AM ~ 25/04/2022 02:59AM

Immediate (18/04/2022 02:19AM)

30/12/2021 12:00AM ~ 31/12/2021 11:59PM

View VoIP Device Task History

Users could upgrade firmware for a batch of devices to a specific firmware version.

All Task Type

Creator

yxxuull

yaxuu1l

yxuull

22

yxxuu1122

yxxuu1122

yoxuu1122

yexuull

yxuull

yxxuul11?2

yxxuu

All Types

Ongoing

@ world ~ € OrderHistory M yxxuu1122

Run Time

29/04/2022 06:36AM

29/04/2022 06:31AM

 Feedback =L

1. In the device list, check multiple devices, and then click on the button Upgrade Firmware on the top of the Device page.

Add Task

Filter

Options

©® ®© © @ ®© © @& 0 © ©

[ ——— = [

(GMT) Coordinated Univ

* Firmware Version

Task Time @

Upgrade Firmware

mmediate Scheduled

Cancel Save

Upgrade Firmware

2. Users need to select the firmware version to upgrade to.

3. Task Time: Select when to start the firmware upgrade. Users can choose to upgrade immediately or to schedule the firmware upgrade for a specific time.

4. Click on the Save button to create the task. Users can check the status of the upgrade by navigating to the Task Management page.

o

o Users cannot batch upgrade different device models or models on different firmware.

o If the desired firmware is not available, users will need to contact their GDMS administrator.

Site Assignment

Users could edit the site of a batch of devices on the GDMS platform. The default site is “default”.

1. Select the desired devices and click on the Site Assignment button.



Site Assignment X

* Site default

T p: A device can be assigned to only one site

Cancel Save

Site Assignment

2. Select the site to assign the selected devices.

3. Click on the Save button, and all selected devices will be transferred to the selected site.

O Each device can only be allocated to one single site.

Move Device

Users can move devices to other organizations.

1. Select the desired devices and click on More = Move Device.

Move Device

* Organization  Client Company A

* Clone SIP Account and Server €@ Yes NO

Move Device

2. Select the target organization where to transfer the device.

3. The user needs to select whether to clone the SIP account and server which have been configured in the devices. If the user selects “No”, only the device
data are transferred to the new organization, and the configured SIP accounts become empty after moving the devices.
Assign RPS

To assign an RPS to the devices, please click on and pick an RPS from the list, then select the devices to configure with the selected
RPS.



Device Managemeni RPS Management (Default)

Select Devices All (Including newly added devices in the future) © SelectDe

All Modets Selected Device: 0

~ MAC Address Device Name Model MAC Address Device Name Model
® 00:0B:B2BE.74.E3 HTa02 HTB802

CO:74:AD:27:76:65 — GRP2803
® C0:74AD:AB03:28 — GXV3450

CO:74:-AD:BT BFEC WP825 WPE25

CO-74:AD:22-4D:4A GRP2601 GRP2501

00-0B-82-FB:4E-3A GRPreset GRP2613

Total £ n 10/page
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Assign RPS

If no RPS has been created, please refer to RPS Management section.

Remote Access to Device Web Ul
On the GDMS platform interface, even though the VVolP device is under the internal network, the user can remote access the VOIP device Web Ul through the

external network for viewing data and configuration.

@ This function is only supported in GRP260x starting from firmware version 1.0.3.x and above, GXW450X starting from firmware version 1.0.1.6 and above, and

UCM6300 series starting from firmware version 1.0.11.8 and above.

1. Goto the VolP Device interface, click the “More” settings for a VoIP device - Remote access to Device Web Ul, as the screenshot shows below:

VolP Device Add Device Expart Device
Refresh List All Models Filter ~

MAC Address Device Name Device Madel Firmware Version Public IP Private IP Account Status Site Name Last Config Time Optians @
00:0B:82:A4:74:14 GVC3220C_ymh. GV(C3220 302175 192.168.125.174 192168125.174 Default 07/14/2021 0%:10AM Se @ ©
® C0:74:AD:23:AB-00 GAC2570_myhu_.  GXV3380 — 192.168.131.107 — Default Not configured Se ©@ (&)
® (0:74AD:22:4D:32 C074AD224D32 GRP2601 044140 192.168.126.192 192.168.126.192 Default 07/13/2021 08:14AM 5 & [©]
00:0B:82:A4:77:C7 GRP2604_myhu_..  GRP2604 09340 @ 192.168.131.147 192.168.131.147 Default (@ Device Details
E] Operation Logs
CO:74:AD:27-76:A8 GRP260X rzhang . GRP2604 017130 192 168131 128 192 168 131.128 Default
Task History
® CO:74AD:23:A7:4C GRP2601W_myn... GRP2601 01290 192.168.131.118 192.168.131.118 Default €4 Edit Device
® CO74:AD:22:4E-17 GRP2601_jylu_test  GRP2601 02055 @ 192.168.126.157 192.168.126.157 Default & Authorization Management
Transfer Device
Total 7 n ¥ Disabled Push Configuration

5 Synchronize Device Local Configuration
() reboor Device

O Factory Reset

CF Remote Access To VoIP

Cii Rernote Viewing Device

VoIP Device List

2. Go to the Web Ul, and log in to the VVoIP device through the username and password. As the screenshot shows below:



Welcome to GRP2603P

VolP Device Web Interface

Remote Access to Device Interface

The user can remote access Grandstream devices using the GDMS. This can be performed even if the device is behind a NAT router, and the user will be able

to view the screen of the device.

© This function is only supported in GRP260x firmware version 1.0.3.x and above.

1. Goto VolP Device interface, click the “More” settings for a VoIP device - Remote access to Device Interface, as the screenshot shows below:

VolIP Device Add Device Export Device
sh Lis All Models Filter ~
MAC Address Device Name Device Model Firmware Version Public IP Private IP Account Status Site Name Last Config Time Options
00:0B:82:A4:74:1A GVC3220C_ymh...  GVC3220 30.21.7.5 192.168.125.174 192.168.125.174 Default 07/14/2021 09:10AM S @ (&)
® C0:74:AD:23:AB:00 GAC2570_myhu GXv3380 - 192.168.131.107 - Default Not configured e 13 (]
® C074AD224D:32 CO74AD224D32 GRP2601 04414@ 192 168.126.192 192.168.126.192 Default 07/13/2021 08:14AM H B8O
00:0B:B2:A4:77:C7 GRP2604_myhu_.. GRP2604 0.9.3.40 @ 192.168.131.147 192.168.131.147 Default @ Device Details
[E operation Logs
CO:74:AD:27-76:A8 GRP260X_rzhang.. GRP2604 017.13@ 192.168.131.128 192.168.131.128 Default
Task History
® C0:74:AD:23:A7:4C GRP260TW_myh...  GRP2601 0129@ 192.168.131.118 192.168.131.118 Default @) Edit Device
® CO-74:AD:22:4E17 GRP2601 _Jylu_test  GRP2601 02055 @ 192.168.126.157 192.168.126.157 Default & Authorization Management

VolIP Device List

[3] Transfer Device

# Disabled Push Configuration

£ Synchronize Device Local Canfiguration
) Reboot Device

& Factory Reset

Cf Remote Access To VoIP

2. Enter the virtual device interface, the user can control the virtual buttons on the device and the LCD screen, as the screenshot shows below:



L C A Notsecure 192.168.126.166//lcdhtml o~ % O &

GRANDSTREAM

o
[100t

ChERED

o
100
- o

Virtual Device Interface

Reboot VolIP Device

Users could reboot one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More = Reboot Device.

Reboot Device X

Task Time @ Immediate Scheduled

Reboot Device
2. Task Time: Select when to start the device reboot. Users can choose to reboot immediately or schedule the reboot for a specific time.

3. Click on the Save button to create the task. Users can check the status of the reboot by navigating to the Task Management page.

Factory Reset

Users could factory reset one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More - Factory Reset.

Factory Reset X

Task Time @ Immediate Scheduled

Factory Reset



2. Task Time: Select when to factory reset the device. Users can choose to factory reset the device immediately or to schedule the factory reset for a specific

time.

3. Click on the Save button to create the task. Users can check the status of the reboot by navigating to the Task Management page.

(1) Factory resetting a device will erase all existing settings on it such as accounts, call history, contacts, etc. The device will synchronize with GDMS the next time it

goes online after the factory reset.

Delete VolP Device

Users could delete one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More = Delete.

Upgrade Firmware I [ Site Assignment ‘ [ More ~ ] [ Refresh List All Models Filter ~
B MACAddress | Delete odel Firmware Version Public IP Private IP Account Status  Site Name Last Config Time Options @
® 00:0B:82:9A:8F:2C 1 RebootDevice  xv3370 201981 192.168.126.215  192.168.126.215 default 2019/11/07 14:21 o © (@]

Factory Reset
B * CO:74:AD:01:B4:80 | RP2614 - - — bnorma default < Provisioning o ©3 ©
Transfer Device
B * CO74AD05:C6:6C - GRP2614 — — — lo Account default > Provisioning s B (]
B CO74:AD:05:D4:82 — GRP2614 — — — 0 Account default < Provisioning S B o
B * CO:74:AD:01:B5:00 - GRP2614 - - - 0 Account default &3 Provisioning 5 © o
® CO:74:AD:05:C4:C0 - GRP2614 - - - \o Account default 4 Provisioning Sa @ (o]
® 00:0B:82:E5:8C:CD 00:0B:82.E5:8C-.. DP750 01112 192.168.200.27 192.168.200.27 0-00 2019/11/01 09:09 o =2 O
® 00:0B:82:FAE5:4F — GXP2140 — - - {0 Account default Not configured S @ O
® 00.0B.8ZFAES:50 — GXP2140 — — — Normal v default Not configured 5o 22 Q
® 00.0BB2.FAES 52 — GXP2140 — — — Jo Account default Not configured S B (8]
Toral 260 2//3 [a =~ |26 > 10/page

Delete Device

2. Click on the OK button on the pop-up window to confirm deleting the devices, and the selected devices will be deleted immediately from the GDMS

platform. The scheduled tasks involving the deleted devices will be canceled too.

Delete the 2 selected device(s)?

Delete Device Prompt

Export VolP Device

To export the entire device list, click on the button in the top-right corner of the device list page. The exported list includes all device and

account information.

Manage Device via GDMS Support

If the user’s device is abnormal and wants Grandstream Support to troubleshoot the problem, the user can enable to manage the device through GDMS

Support.



After the authorization is assigned, Grandstream Support can diagnose the device and assign parameters to the device.

1. On the VoIP Device list, click the “More” button © following the device and select to access the “Authorization Management” interface, as the

screenshot shows below:

Authorize GDMS Support to manage this device (
CO:74AD & mam )?

If you need authorization, please configure the
authorization duration. After authorization, the support can
check and configure the device.

Authorized Duration (minutes)

Grant SSH Access

Please provide the device's web portal login info, or provide
the info to technical support.

Cancel Authorization

Authorization Management
2. Enter the authorization duration, which can be set between 1 to 9999 minutes, according to the time required for problem troubleshooting.
3. Tick “Grant SSH Access” box to grant access using SSH, then enter the username and password of the VVoIP endpoint device SSH information.

4. Once the user clicks the “Authorization” button, Grandstream Support can only manage the device within the authorization period. Once the authorization

period ends, Grandstream Support cannot manage the device.
Stop Authorizing Manually

1. When the problem is confirmed, the user can end authorization manually. The user can click the “More” button © following the device, and select to

access the “Authorization Management” interface, as the screenshot shows below:

Authorization Management

You have authorized GDMS Support to manage this device.

Authorization Time 2021/01/18 02:54-2021/01/18 03:54

Stop Authorizing

Stop Authorizing Manually

2. The user can click the “Stop Authorizing” button to stop managing the device immediately, and then Grandstream Support cannot manage the device.

UCMRC SYSTEM

Dashboard

Device Statistics

The Device Statistics page provides an overview of the following information:



Total Devices

[e]

(o]

Alert Management

VolP Device Status

Q

Q

VolIP Device Type

o

UCM Real-time Status

&) coMms
Dashboard
© Dashboard Device Statistics Call Staristics Device List
&5 Organizatior Total
Default

UCM Device @ Online 0 « Offiine 1
VoIP Device 2
Total Extensions 14

VolIP Device Status

@® Online 0
Offline

Restricted Network

UCM Real-time Status

Toca 1 1 ]

UCMRC Dashboard

Module Description

0 World ~ ‘G emea_test

All Devices

Alerts B

Leve

&

® Device(s) ( C0:74:AD:7D:B3:7A ) offline for over S minutes

® Device ( C0:74:AD:7D:B3:7A ) is back to online
® Device(s) ( CO:

® Device ( C0:74:AD:7D:83:7A ) is back to online

® Device(s) ( C0:74:AD:7D:B3:7A ) affline for over S minutes

VoIP Device Type

Device Resource Usage Current Ca Current Meetings SIP Extension 5tatus

@ Audio Device

Connected Interface runk UCMRC Plan

Enterprise

AD:7D:B3:7A ) offline for over 5 minutes

Date

2022/09/26 02:15PM

2022/09/22 06:25PM

Local: —
Cloud: 2.06GB/10.00GB

)/page
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o UCM Device: Display the number of all UCM devices in the enterprise.

Total o VOIP Device: Display the number of VVolP devices that use the UCM extensions in the enterprise.

o Total Extensions: Display the number of extensions reported by all UCM devices in the enterprise.

Alert Display the latest 5 high and medium-level alert messages of the UCM devices in the GDMS platform.

Display the number of devices that are currently online, offline, and network restricted:

o Online: The network connection between the device and the GDMS platform is normal.

VolP Device Status

o Offline: The device is disconnected from the GDMS platform.

o Network Restricted: The network connection between the device and the GDMS platform is abnormal.

Display the number of devices in each category: audio and video.

VoIP Device Type

o Video devices: GXV series

o Audio devices: GRP series, DP series, GXP series, and WP series



Module Description

Display the real-time status of all UCM devices in the current GDMS platform:

o Device: Display the MAC address of the device.

o Resource Usage: Display the usage of CPU and memory.

o Current Calls: Display the number of current calls and the remote calls.

o Current Meetings: Display the number of ongoing meetings.

o SIP Extension Status: Display the number of the extensions which have been registered and unregistered.

UCM Real-time _ _
o Connected Interface: Display the names of the connected interfaces.

Status
o Trunk: Display the number of total trunks, the number of trunks in idle/busy/abnormal state, and the number of trunks that

are unmonitored.
o UCMRC Plan: Display the status of the UCMRC plans which are valid, almost expired, and expired.

o Storage Space: Display the storage space details of UCM local and cloud space usage.

Note:

Only UCM devices firmware version 1.0.11.X or higher version support displaying the real-time status.

UCMRC Dashboard Labels

UCM Device Statistics

When clicking one of the UCM devices added to the GDMS platform, the user will see an overview of the following information, Extension Status, VolP

Device Status, Sever Address, Call Statistics, Alerts, UCM Device Status, and Number of Registered Users.

Dvevice Details (UCMEI0J-2 CO: TEAD:45:3E-40)

Ovmriew Swustisvcs Repart System Inforrration Pien Informacon

Extension Status VoIP Device Status Server Address

Call Statistics 20230714+ 2023/07/20 Nerts ©

UCM Device Status e —— Number of Registered Usérs

Call Statistics

The Call Statistics module displays all UCM devices’ call statistics information in the current system.



The user can select up to 3 UCM devices at one time to view the call statistics information in the latest 7/30 days.

The call statistics information contents include the number of total calls, the number of total remote calls, and the number of maximum concurrent remote

calls.
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Call Statistics

Device List

The Device List module displays all devices listed in the UCMRC system of the current enterprise account, including the VoIP devices and PBX devices.

Users can search devices by the MAC addresses of the devices.

&) GDMs T 1 : CM R - 1 @ world ~ € OrderHistory M yowul122 +
Dashboard
© Dashboard Device Statistics «Call Quality Device List
ation All Types All Models All Device Status Fllter
C Address Device Name Device Mode Firmware Version Organization

L 4.4 ! C074AD.22.4D.32 GRP2601 1.0313 yllua Organization
22:22:22°F, 23 — UCMe301 — Defau ZUTgRF zation
12:12 2:12:12 ucm UCME202 Default Organization
CO.74AD:41 6369 CO74:AD 416369 GXWa243 - Default Organization
CO74:AD11:50:00 UCME308 — Default Organization
12:33:33:33:33:33 GRP2604 - Default Organization
2 - UCME304 - Default Organization

AT BF CO74AD23ATEF GXW4200 354 ylluo Organization

yxxuflig! 18 GXV3380 - Default Organizatic

C0:74:AD:23:94:96 UCME302 A EREE ‘

4 Feedback English {GMT) Coordinated Univ

Device List

Overview

The Overview module displays the overview information of each organization, including the Device Statistics and Call Statistics.

Device Statistics

This module displays the same information in the UCMRC system = Dashboard - Device Statistics.

Call Statistics



This module displays the same information in the UCMRC system - Dashboard - Call Statistics.

Extension

The module displays the extension information of all UCM devices in the selected organization.

ent free Beta service M Remotet ect will be extended until mid-june Q@ world @DrderHls[ory d:' Tjyao

Extension i r M devices that have nc | Fix Now | Export Extensior

uUserip ACCOUNt Name Display Name Emall SIP Server Date Modified Options @1
Default

1010 1010 - - duwei(UDP) (192.168.129.94.5060) 12/05/2022 05:38PM s @

1009 1009 - - duwel(UDP) (192.168.129.94.5060) 12/05/2022 05:58FM Fg ﬂ
L, extension

1008 1008 duwei(UDP) (192 168 129 94-5060) 12/05/2022 05:58PM F. _E-

1007 1007 — — duwei(UDP)(192.168.129.94:5060) 12/05/2022 05:58PM ]

1006 1008 — — duwei(UDP) (192.168.129.94:5060) 12/05/2022 05:58PM ?8 ﬁ

1005 1005 — - duwel(UDP) (192.168.129.94:5060) 12/05/2022 05:58PM a0

1004 1004 - - duwei(UDP) (192.168.129.94:5060) 12/05/2022 05:58PM Fﬂ ﬁ

1003 1003 - - duwei(UDP) (192.168.129.94.5060) 12/05/2022 05:38PM s @

1002 1002 — — duwei(UDP) (192.168.129.94:5060) 12/05/2022 05:58FM F2 )

1001 1001 - - duwei(UDP) (192168 129 94-5060) 12/05/2022 05:58PM F- ﬁ

1000 1000 — — duwei(UDP) (192.168.129.94:5060) 12/05/2022 05:58PM s @ ‘

otal 11 B S0/page
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Extension Management Interface

If the extensions in the UCM device have not been synchronized to the GDMS platform yet, the user can click to view the UCM devices which have not

synchronized the extensions and the corresponding reasons on the GDMS platform. Please see the screenshot below:

UCM der Unsynchronized reason: Ktensions

1. Extension syncing 1s not enabled
2. Device Offline

Device
3. No extension added

0008-82-A46E.BF (enfagadipadfoenfagacfs . Other
€074 AD-0ABE 54 (5456.) Otner
CO-74:AD:2A:48:3 Other
CO-74:AD-29:66:00 Premium plan nat used

C0:74:AD:45:4E:44 Other

otal 5 B

UCM Devices That Have Not Synced Extensions

O Note

o |f the user has not purchased a UCMRC plan with the corresponding feature, the user cannot synchronize the extensions in the UCM device to the GDMS

platform account.

o If the user has purchased a UCMRC plan which contains the extension synchronization feature, the user needs to access the UCM device management

platform to enable the “SIP Extension Synchronization” feature.

Edit Extension in UCM Web Ul

The user can click [ button to access the UCM device Web Ul to edit the extensions. As the screenshot shows below:



3008 3006 — — 00:0B:82:A4:6C:4B(TLS) (192.168.129.73:5061...  2021/20/10 03:27PM ?@ T|j

Edit Extension in UCM Web Ul

0 If the UCM device is currently offline, the user cannot access to the UCM device Web UI.

Assign Account
The user can click & button to assign accounts to the VVolP devices in the current system.

&) cbDMs Q ria ervices | @ world v M emea_test -

Exension - Assign account

Account Name Bonnie MacFarlan

Default

(5 Overview

SIP Authentication ID

L Extension

SIP Authentication Password -
UCM Device
Name
Voicemail Access Numbe
Outbound Proxy

Extension Email

Assign Device

Add

# Feedback English (GMT+01:00) Casablanci

Assign Account

o

o Users cannot edit SIP User ID, Authentication 1D, Authentication Password, Display Name, VVoicemail Access Number, and Email options.

o The SIP servers are synchronized from the UCM devices and the remote service addresses of the UCM devices. The SIP Server field cannot be edited.

o The devices that can be assigned are the same as the devices in the VoIP system.

Delete Account

Users can delete one or multiple extensions in this module.

1. Select an extension to delete, click @ button or Helere | button to delete the extension. The user can select to delete one extension or select

multiple extensions to batch delete the extensions.

2. Click on the “OK” button, the deleted extensions will be disassociated from the corresponding UCM devices.



Delete the SIP account "3006"?

The associated devices will be removed after deleting the

account

Delete Account

Modify SIP Server

Users can modify the SIP server of one or multiple extensions in this module.

1. Select the extension that the user wants to modify the SIP server.

2. Click on | Maodify SIP Server | button and select the new preferred SIP server.

3. Click on the “OK” button to apply the changes. Once the SIP server is modified, the new SIP server settings will be assigned to the associated device.

Modify SIP Server

0 When the SIP server address is modified, the new SIP server address will be assigned to the corresponding devices

¥ SIP Server

123(1232)
c074ad0aBede a gdms cloud(TLS) (cOT4ad0ase% a. gdms cloud 5061)
00:06:82-44:6C 4B(TLS) (192.168.129.73:50861)

00:0B:82:-A4:6C-4B(TCP) (192.168.129.73:5060)

00:0B:82-A4:6C-4B(TLS) (000032a46c4D.a.gdms.cloud:5061)

00:0B:82-A4:6C-4B(UDP) (192.168.129.73:5060)

192.168.126.118(TLS) (192.168.126.118:5061)

Modify SIP Server

Export Extension

Users can click the “Export Extension” button on the right upper corner of the Extension module to export the extensions in the current enterprise in the

GDMS platform.

€  Users cannot add extensions in this module, and all extensions are synchronized from UCM devices.



UCM Device Management

The UCM Device menu shows all associated UCM devices. Users can view the firmware version numbers, IP addresses, plans, and other information of the

UCM devices. It also allows users to access the device, upgrade firmware, reboot the devices remotely, etc.

@

[==]
=]

Status

GDMS (] Q wori & emea_test
All Types All Models Filter
MAC Address Device Model Firmware Version Flan P Address Site Name prion:
® CO:74AD7D:B3TA UCME301 1.0.17.8 192 168 5.99-S060(TCP) - Enterprise Fuple e ucM_demo BOE O
Private IP: 192.168.5.99 -
UCM Device
[9 voip Device
English (GMT+01.00) Casablanc:
UCM Device Management Interface
Description

Status indicator

Firmware version too

low

Plan expiring

Operation

Sorting

Custom Display

Option

Search

The device is offline.

- The device is online.

« The device network penetration (NAT) is abnormal, the GDMS server cannot connect to the device, but the device can

periodically execute

® This icon indicates device firmware version too low and the device cannot be used normally with GDMS.

== This indicator means the plan is expiring soon or already expired.

Table 17: UCM Device Management

Description

Click on the sorting buttons to sort the list by various columns in ascending/descending order.

Click onthe @ button on the top right corner of the list to select the columns to show and/or hide.

In addition to being able to search for devices with the search bar near the top-right corner of the page, users can further refine search

results by clicking on the Filter button by specifying device status, site, city, and firmware version.

Table 18: Operation Instructions

All Models

All Cities All Device Status

Search Devices

Filter ~

All Firmware Version



Add UCM Device

To add a new UCM device to the GDMS platform, users can click on the Add Device button. Please see the screenshot below:

Add Device (To Default Organization)
Device Name
* MAC Address l J :
* Initial Password

* Site
Select from existing sites

Enable Cloud Storage for UCM

Add UCM Device

(Optional) This option is used to set the name of the device so that the users could identify this device. The maximum number of the

Device Name

input characters is up to 64.

(Required) This option is used to enter the MAC address of the device. (Locate the MAC address on the MAC tag of the unit, which
MAC Address is on the underside of the device, or on the package. Or the address can be viewed on the UCM Web GUI - System Status >

System Information = Network interface (LAN MAC address).

(Required) This option is used to enter the Initial Password of the device. The original password can be viewed on the UCM’s case
Initial Password
or LCD.

(Required) This option is used to set which site this device belongs to. The newly created site name is the same as the name of the
Select Site
UCM device, as the first level site. The user can also select another site.

Enable Cloud Storage
After enabling the option, the recording files and chats will be stored to the GDMS if the UCM device has the paid UCMRC plan.
for UCM

Table 19: Add UCM Device

o Currently, users can only add UCM63xx and OEM devices to the GDMS platform.

o When the device is added to the GDMS platform successfully, the SIP accounts in UCM63xx will be synchronized to the GDMS platform by default. If the

user wants to turn off the synchronization function, please refer to the UCM63xx RemoteConnect Guide for details.
o Users could click on the “Save” button to save the configuration.
o Each device can only be associated with only one GDMS account.

o Users can use the search bar on the Device page to find added devices via device name, MAC address, and sites.



After clicking the “Save” button, the device will be added to the GDMS platform successfully, and the user can apply for a UCMRC advanced plan free trial

for this device

Added device successfully! You can now start using UCMRC service!
Communicate anywhere with remote Be alerted by events in real-time
calling

Remotely access and manage your Back up and recover data at any time
devices

P Endpoint Remate Calls / Wave App Remote Calls

Learn more about avallable plans

Apply premium plan free trial ]

Never show again

Added Device Successfully

0 Notes

o Each UCM device only can apply for a UCMRC advanced plan free trial once for 3 months. If the user purchased a UCMRC plan before or applied for a

UCMRC plan free trial before, the user cannot apply for another free trial anymore.

o If the user has not applied for a UCMRC plan free trial before, the user can apply for it on the “UCM Devices” list.

Batch Import UCM Devices

Users can import multiple devices by uploading a file. Click on the Import Devices button on the Device page to get started. The following window will

appear:

Import Device (To Default Organization)

Click or drag and drop file here to upload

(Y Device Template

Cancel OK

Import UCM Device

o Click on the 4 Device Template | button to download the template. Users must follow the instructions to enter the required information.




o The template will have the following fields:

Users need to fill in the MAC address of the device in this field (Required). For instance,
MAC Address
000B82E21234, and it supports to fill “:”” and “-” characters in this field.

Users need to fill in the original password of the device in this field (Required). The original
Original Password
password can be viewed on the UCM’s case or LCD.

This option is used to set the name of the device so that the users could identify this device

Device Name
(Optional). The maximum number of the input characters is up to 64.
Enter the site to assign this device to (Required). If the site is under more than one level, all site levels must be included in the site name
(e.g. first level/second level/.../new_site).

Site Name

If the site level does not exist, it will be automatically created. The maximum character

limit is 64.

Table 20: Import UCM Device Template

o Users can drag the file to the pop-up window, or they can click the upload button to select a file from their PC to import.

o Once the file is imported into GDMS, the result window will appear. If any data failed to import successfully, users can export the problematic data, re-

edit, and attempt to import them into GDMS again.

(i)

o Currently, users can only add UCM®63xx devices to the GDMS platform.

o When the device is added to the GDMS platform successfully, the SIP accounts in UCM63xx will be synchronized to the GDMS platform by default.
o |f the user wants to turn off the synchronization function, please refer to the UCM63xx RemoteConnect Guide for details.

o If an existing device on GDMS is imported, the device’s existing information will be replaced with the newly imported information.

o If a device’s MAC address and serial number are invalid, the import will fail.

View UCM Device Details

Clickonthe © button to view a specific device’s system information.

UCM Device [ Export Device
Refresn List All Types All Models Filter ~
All Cities Online All Firmware Version
MAC Address Device Model Firmware Version Server Address Plan IP Addrass Site Name QOptions
® 00:0B82.A46C48 Public IP- 192.168.129.73
(0] testaaa.a.gdms.cloud:5061 i -82-A4-6C- =3} o
T, UCM6302 00158 ® e a.gdms.cloud:5061(TLS) Enterprise Privare IP- 192168129 73 00:0B82A46C48 T3 O [ O
[ Edit Device
® 00-0B-82.A4 6EBF UCME302 00416 ® Enterprise Public IP- — 000k
6Gebfagadfgadfoebfagadfgadfenfagadfgadfte - = L Private IP: — = UCMRC Settings
28 Custom Wave Logo

£ Back up UCM Data

& Authorization Management
[E) Operation Logs

[® Task History

® Upgrade Firmware

() Reboot Device

i Delete Device

View UCM Device Details



In the UCMRC system, the user can quickly view all SIP server addresses in the Device List. For a certain SIP server address, the user can quickly view the

advanced settings of the SIP server, including all advanced settings of the SIP server in the VoIP system.

The device details include System information, Network information, etc.

Q@ world v © order History ' riyae ~

sl All Types all Models Filter ~
% Organization
i i MAC Address device Mode Firmw version Plan Server Address ite Name Jption:
Default
Enterprise
C0:74:AD-45-4E-44 UCMB301 P Default o8 0
00:0B:82:A4:6E-B3 | Host - Enterprise
- — UCME302 10155 L 000b82a46eb3-11645.2 gdms.cloud:5061(.. *++  Default &30
oud-5061(TLS) =% [
3 UCM Device
C0:74:AD:0A-BE:9A [ Spare . Business . 1 o
- UCME308 1.0119 000b82ad6en3- @ (2]
192.168.129.209:5061(TLS) =%
Enterprise Expired
C0:74:AD:29:6B:00 UCME308 — = r _- — Default (OS]
Business .
CO.74:AD 24 4834 UCME304 - - Default @& O
® D0:0B:E2:A4:6C:4B
UCME302 00158 Enterprise testaaa.a.gdms.cloud:5061(TLS) - ooosB2Ad6Ca8 T @ @ O

® 00:0B:82:A4:6EBF

Enterprise
sbfagadfzadfoebfagadfzadfeanfapadfzadf ending

— 000BS2A46EBF B0 E O

UCME302 00416 Q0
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UCM Device Details

The device details include System information, Network information, etc.

Q world © ordertistory 4 nyao

Device Details (<script>test</script> 00:0B:82:A4:6C:4B)

Overview Staristics Report System information Plan Information
MR St =] Storage Space: 314.59KB/109.99GB
Default
Extension Status VolP Device Status Server Address
€9 SiF ce
4
@ Oniine 9
® Registered 4 0
5 UCM Device Offline 0
work
t 0
Call Statistics 2022/04/09 - 2022/04/15 Alerts

English - (GMT-08:00) Beijing, Ch m
UCM Device Details

€ The information on this page is obtained from the device in real-time. If the device is offline, the details page will be inaccessible.

View Device Plan

Select the plan for a specific UCM device to view the plan of the device, expiration date, currently used cloud storage space, and total cloud storage space.



9 World - @ Order History ,_.O rjyao ~

UCM Device imporc Devee NI
All Types All Madels Filter ~
MAC Addres: Device Mode! Firmware Version Server Address Plar Site Name Optic
Default
C0:74:AD:2EB2.C6
- : UCM6E302 10151 <074ad2eh2c6.0.gdms.cloud.5061(TLS) = Enterprise Default Ol S
C074:AD:45-4E:44 UCM6301 - - 074 ) , 0] ©
c074ad! ms.cloud:5061 (SIP Configuration Guide
5 UCM Device 00:08:82-A46E-B [Tom
e uCME302 10155 000DS2ad6ebd.11|  StoragE Space 03/10.00GB @& o0
T - 64
C0:74:AD:0A:8E:9A Spare
L,_, ) o UCM6308 10119 000082a462b3-11 Device Plan UCM RemoteConnect - Enterprise (12/05/2024 expires) & OS]
Cloud IM Service (12/05/2024 expires) #u
€0:74:AD:29:68:00 UCM6308 - - - @& o0
Open Beta |ﬁ::l
C0:74:AD:2A:4B:3A UCMG304 — — Default Q& O
® 00:0B:82:44:6C:48
- ‘ b UCM6302 01151 @ restaaax.a.gdms.cloud:5061(TLS) - Enterprise 00-08:82446C48 T3 @ (2]
2 A4 BEBI - Enterprise ‘
adfea HEME302 00416 @ — 5 000BE2ALERF T3 © @ O ﬂ

English (GMT-08:00) Beijing. Ch
View UCM Device Plan

This is used to configure Wave phones so that Wave users can connect to the UCM server and make calls at any time, anywhere on any

network.
Access . ) ]
If the user wants to configure the remote service address on the terminals for remote calls, the user can enable the button
Server
| @
and obtain the remote service address.
Refer to the current storage space used by the UCM device, and the total storage space of the UCM device. If there is not enough space, the
backup files cannot be stored.
Storage
Space

The used storage space contains:
— | Used storage space by cloud storage (excluding the space allocated to the Cloud IM service)

— The maximum storage space allocated to the Cloud 1M service

Device Plan  Refer to the current plan and add-on plan of the device. If the plan has expired, the user can only use the Basic plan as the current plan.

After adding the device to the GDMS platform, the user can apply for a UCMRC advanced plan free trial for 3 months by clicking the button @ .

&) coms Q world v Ordertistory 42 yxxuul122
d Device Mode Firmware version Plan server Address Site Name Options

C074:AD:11:2431 UCME302 o test 0@ 0

CO:74:AD:11:23:48 Bas »

- e UCM6302 = ! = 00:08:82:94:95:10 0@ 0

C0:74:AD:2A:4B:46 UCME304 = Business - (XD = defaultt [ONSNC)
Bas

C0.74:AD:23:94:96 UCM6302 - Base~ O - defaultl O®0
Business

00:08:82:9A:95:10 UCM6308 - Business - ([RIR) = 00:08:82:94:95:10 oO® 0
Business

CO:74:AD:38:61:D2 UCMBE301 _ Snpen m —_ @ E] o

4 UCME301 - - @ L?_] @)

Apply for Free Trial

1. After the paid plan expires, it will be downgraded to the “Basic” plan and the UCM630x device will permanently stay on the Basic plan until the user

decides to upgrade it.



On the UCM Device -> Plan -> Expand the drop-down menu, users can view the information of “Device Original Plan” displayed on the interface. Please see

the screenshot below:

2. After the paid plan expires, the user can go to the “My Plans” menu and move the cursor to the corresponding tip, the user will see the notification “After

the previous plan expires, your UCM device can always use the Basic plan for free.”

We also updated the option “Order History” on the right upper corner to “My Plans”.

& cspDMs Q worid v € mypians &® yowunzz -

My Plans

UCM RemoteConnect

UCMB301 (C0:74:AD:38:61:D2)
_— f 24/02/2022 01/04/2023 Expired [0 =]
UCM RemoteConnect
UCMB202 (C0:74:AD-1B47.73)
8 o . . 21/02/2022 01/04/2023 1 Trial [OBR=]
rrent : ' )
UCM RemoteConnect UCMB301 (CO:74:AD-30.24:98)
I 17/02/2022 01/04/2023 1 Tral [OBA=~]
User Cloud Storage Space )
o ) - 16/02/2022 01/04/2023 Active [0)]
UCM RemoteConnect UCMB301 (C0:74:AD-29-88:80) N
; 01/12/2021 01/04/2023 Expired [OBR=]
eta aniza efault Organizal
UCM RemateConnect UCMB202 (C0:74:AD-06:96:70D)
e 7 ' 06/09/2021 01/04/2023 [0 =™
Grandstream o
UCM RemoteConnect UCMB301 (C0:74:AD:38:60:56]
I N ! S ! 0700742021 01/04/2023 Expired [OBR=]
o 2 : anizal
UCM RemoreConnect UCMB301 (C0:74.AD-38.60:50) i
I . R B 07/07/2021 01/04/2023 o=
o ' fe bty After the previous plan expires, your UCM deavice
can always use the Basic plan for free.
UCM RemoteConnect UCMB301 (C0:74:AD:38:60:48) 5
R A 07/07/2021 01/04/2023 Expired o=}
Total 153 |l 3|[a][=16]> 10fpage
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3. If the user cannot contact the dealer in the process of purchasing the plan, the user can click the “Help” button and fill in the relevant information. Then, we

will send an email to the authorized distributor and the authorized distributor will contact the user as soon as possible.

4. Then, a form will appear for the user to fill in the necessary information.



; UCM RemoteConnect

Please fill in the UCM RemoteConnect plan you prefer to purchase and the contact information.

Device MAC Address C0:74:AD:45:3E:40

UCM RemoteConnect Plan

* Company Name
¥ Your Name

* Phone Number
“ Email Address
Job Title

Describe the problem

o When the plan has expired, the user can only use the Basic plan as the current plan, some functions will be unavailable.
o When the plan has expired, the files exceeding the storage space will be deleted after 7 days. Please download the backup file in advance or renew the plan.
o When the plan has expired, the UCM custom address will be deleted after 7 days.

o If the user has purchased a UCMRC plan before or applied for a free trial before, the user cannot apply for another UCMRC plan free trial anymore. The
duration of the free trial is 3 months. When the free trial expires and the user has never purchased any plan for the UCM device, the plan of the UCM device

will be downgraded to the Basic plan.

Remote Access to UCM Web Ul

On the GDMS platform interface, even though the UCM is under the internal network, the user can remotely access the UCM Web Ul through the external

network for viewing data and configuration.

Prerequisite: UCM device firmware version must be later than 1.0.15.1.

1. Go to Device Management > UCM Device interface, click on the button 23 of the specific UCM device, as the screenshot shows below:

UCM
List

2. Go to the UCM Web Ul, and log in to the UCM device through the username and password, as the screenshot shows below:



g GRANDSTREAM

Welcome to the UCM6302

3. After logging in, the user can operate this UCM remotely by accessing the UCM device under the local network, as the screenshot shows below:

Y

27%

7%

37MB ® Spe: 476MB
1707 . e 3877

UCM Home Page

Notes:

o Users do not need to configure the external network for UCM devices and access the UCM devices with encryption through the GDMS platform.

However, the network environment of the UCM devices is allowed access through external networks.

o Users can assign permission that remote access to UCM Web Ul without entering a password. Once the permission is assigned, the user can remotely

access the UCM Web Ul through the GDMS platform without entering the UCM password.

UCM RemoteConnect

Plan Plan Settings Integrated Customer Service SDK Ul Customization Statistics
SIP Extension Sync:
Media NAT Traversal Service:
CDR Stored in GDMS Cloud:
Alert Events Syn

Remote Password Free Access

Enable Remote Password Eree

Arrace
ALLCESS.




Remote Password Access

UCM Device Diagnosis

On the UCM Device list, users can click the Diagnosis button @ following the UCM device to diagnose the UCM device, including UCMRC Connection,

Ping/Traceroute, Syslog, Capture Trace, Network Diagnostics, and System Status.

] Test UCM6308 1.0.8.8 Platinum (Beta) Delivere 192.168.126.147 Default % (@]

® C0:74:AD:3C:C1:22 | Host v

UCM Device Diagnosis

If the UCM device which is using the UCMRC services has any problems, the user can diagnose the UCM device and troubleshoot the problems remotely.

The user can try to fix the problems based on the suggestions and click on the “Feedback” button to send the logs and descriptions to our technical support.

Q@ world ~ @ order History  # rjyao

Diggnostcs ~ Diagnostics Details

UCMRC Connectior Ping/Traceroute Syslog Capture Trace Network Diagnostics System Status

Click to diagnose UCMRC service connection status of the device

Start Diagnosing
= Diagnostics Log
0o @
Device Name
“script>test</script
00-0B:82-A4:6C:4B
ublic 1P
192.168.129.73
Private IP
192.168.129.73

UCMes02

evice Category
PBX Device

% Feedback English (GMT+08-00] Beljing, Ch

Diagnostic Details

View Statistics
Daily Report
Prerequisite: The UCM plan contains permission for this function.

The UCM device collects the data report of the day and sends it to the GDMS user or the configured email box.

Please refer to the screenshot below for the daily report email:



Statistics Time

Device

Time Zone

Firmware Version

Running Time

Storage Space

Cloud Storage Space

UCM Statistics Report

2022/05/29

UCM Device MAC
Device Time Zone
Software Version
Run Time

Device Storage
Cloud Storage
Total Calls
Remote Total

Max Concurrent

NMumber of Calls by Type

Max Allowed UCMRC Registrations

Max Allowed Local Registrations

00:0B:82:A4:6C:4B
Etc/GMT-8
0.1.1511

12days 14:6:27
718.04MB/23.11GB

0B/59.99GB

Audio Call

Access Control Call
Multimedia Meetings
Surveillance Camera Call

Video Call

GXP2160
GXP2200
GXV3240

Wave Web

UCM Statistics Report

The time of sending the data is displayed according to the local time zone of the UCM device.

The MAC address of the UCM device is counted.

The local time zone of the UCM device.

The current firmware version number.

The running time displays the deadline for reporting the data.

By the reporting data time, it displays the usage of the local storage space of the device. If the usage reaches 80%, the indicator

will be marked in red.

By the reporting data time, it displays the cloud storage space usage of the device. If the usage reaches 80%, the indicator will

be marked in red.



Total Calls The total number of calls on the reported day.

Total Remote Calls The total number of calls made by the remote users on the reported day.
Max Remote Sessions The maximum number of concurrent remote calls on the reported day.
Call Type Statistics The distribution of all call types on the reported day.

Max Allowed UCMRC
The maximum number of remote registered extensions on the reported day.
Registrations

Max Local UCMRC
The maximum number of local registered extensions on the reported day.

Registrations

Max Time Per Remote The maximum call duration of the single remote call on the reported day. If the maximum call duration of the single remote call
Call/Meeting reaches 90% of the plan limitation, the value will be marked in red.

Aggregate Time for Remote The total remote call duration on the reported day. If the total remote call duration reaches 90% of the plan limitation, the value
Calls/Meetings will be marked in read.

(i ]

o Some data are only available for data statistics in the premium plan.

o The daily report sending time is according to the 0 a.m. of the UCM local time zone.

View Statistics Report (Last 30 days)

Prerequisite: The UCM plan contains permission for this function.

1. Go to the Device Management - UCM Device interface, click on the button  © of the specific UCM device, and select the “Statistics Report” menu.

2. Users can only view the statistics report for the last 30 days. The reports will be sorted by the local time zone of the UCM devices, as the screenshot

shows below:

UCM Device = Device Details (<script>test</script> 00:08:82:A4:6C:4B)

Overview Statistics Report System Informarion Plan Information

‘ [ Email Narification Settings

Statistics Time Software Version Running Time Device Storage Cloud Storage  Total Calls Total Remote Calls Max Remote Sessions M?w_mm ALERCS R Call Type ]
UCMRC registration local registration

2022/05/30 0.1.15.11 13days 14:6:32 718.44MB/23.. 0B/59.99GB 0 0 Q 0 4 E E
2022/05/29 0.1.15.11 12days 14:6:27 718.04MB/23. 0B/592.99GB 0 0 0 0 =) &
2022/05/28 0.1.15.11 11days 14:6:18 717 64MB/23 0B/59.99GB 0 0 0 0 4 a E
2022/05727 0.1.15.1 10days 14:6:18 T17.24MB/23... 0B/52.99GB 8 0 Q 0 AE E
2022/05/26 0.1.15.11 9days 14:6:14 716.81MB/23 0B/59.99GB 12 0 0 0 4 a ﬁ
2022/05/24 0.1.15.11 Tdays 14:6:8 716.01MB/23 .. 0B/592.99GB 10 0 ] 0 4 E E
2022/05/23 0.1.15.11 6days 14:6:4 715.60MB/23.... 0B/59.99GB 7 0 0 0 +B B
2022/05115 0.1.15.11 2days 15:1:3 915.67MB/23 ... 0B/592.99GB 0 0 1] E
2022/05/14 0.1.15.11 1days 15:1:3 915.27MB/23. DBE/592.99GB [ 0 o =
2022/05/13 0.1.15.11 Odays 15:1:3 914.87MB/23.. 0B/59.99GB 14 0 0 @

Total 13 n 2 2 10/page

View UCM Device Statistics Report

3. Click onthe button ;= to view the type and amount of the connected device on the current day to the UCM device:



Number and device of bound extension account X

1.GXV3240
2.GXV3370
3 Wave/webrtc_chrome

A Wave/webrtc_firefox

View Connected Devices Type/Amount

4. Click on button

@ to view the call type statistics of the current day:

Number of calls by type X
1.Audio Call 10
2 Audio Conference 0
3Video Call 26
4 Video Conference 0

View Call Type Statistics

5. Click on button to view chart statistics of the number/type of calls in the last 7 days or last 30 days, as the screenshot shows

below:

Mar Coriiarenn Barmots e

Set Daily Report Receiving Mailbox

Prerequisite: The UCM plan contains permission for this function.

GDMS platform will send a daily report email of the UCM device every day. Click on the button

View Call Statistics Chart

B Email Notification Settings

Statistics Report interface to configure the email-receiving mailbox, as the screenshot shows below:

on the UCM Device =2



Email Notification Settings

Daily Email Motification Q

Time Zone (GMT) Coordinated Universal Time
* Send Time 08:00

Repeating @ Daily
Every Monday
Per month 23Day

Per month Fourth Maonday
* Receiving Email Address

© Add Email Address

Daily Email

Notification

Time Zone

Send Time

Repeating

Receiving Email

Address

Set Daily Report Receiving Mailbox

This is used to configure whether the user wants to send the daily report to the mailbox every day. If not, no mail notification will be

sent, and users can view the statistics report on the GDMS platform.

This is used to set the time zone of the daily report.

This is used to set the sending time of the daily report.

This is used to set the repeating sending time of the statistical report. Once this configuration is set, the statistical report will be sent to

the configured email box periodically.

Supports entering any email address. Users can click “Add Email Address” to add multiple email addresses to receive the daily

report.

Table 22: Set Daily Report Receiving Mailbox

View Operation Logs

Prerequisite: The UCM plan contains permission for this function.

Users can view all operation logs on the GDMS platform for the UCM devices.

1. On the UCM Device List, select the menu button @ following the specific device, and click on the “Operation Log” button.

2. Operation logs include Remote accessing UCM Web Ul logs, restarting logs, and firmware upgrading logs.

€  users could only view the device operation logs for the last 30 days.



PEX Device - Operation Logs (00:0B:82:DB:8E:17 00:0B:82:DB-8E:17)

All Levels All Operations Filter ~

Username % Log Contents Level £ Operating Time % 1)

Grandstream Cancel/Stop "Reboot Device" Immediate task: 11 Medium 2020/07/13 11:37
Grandstream Add "Reboot Device" Immediate task: 11 High 2020/07/13 11:36
Grandstream log.pbx_device_add Medium 2020/07/10 19:50
Toral 3 B 10/page

View UCM Device Operation Logs

Custom Remote Access Domain Name

Remote Access Domain Name is used to configure the Wave application so that Wave application can connect to the UCM server and make calls at any time,

anywhere under any network environment.
Prerequisite: The UCM plan contains permission for this function.
You can also customize your domain to access Wave Web RTC page/ UCM portal.

1. Go to Device Management - UCM Device interface, click the Edit Device option for the specific UCM device, and access to the “Device Edit” menu.

2. If the user wants to configure this address on the soft terminals for remote calls, the user can click the button [ @ and customize the remote domain

address. Please see the screenshot below:

Edit Device

MAC Address 00:0B:82:A4:6C:4B
Device Name | <script>test</script>
*5ite  00:0B:82:A4:6C:4B

Remarks

Access server @ @D

Zone Los Angeles

Default Server Address 000b82ad6c4b.a gdms.cloud

‘—-r Switch to Custom Domain

* Custom Server Address = testaaa agdms.cloud €

Save

Device Edit Menu

3. Click on the “Personal URL” field, and enter the preferred URL, such as {yourdomain}.zoneb.gdms.cloud

* Custom server address zoneb.gdms.cloud €

Custom UCM Remote Access Domain Name



4. If the plan has a custom domain name function, the user can click on the “Custom Domain” option and enter the server address with the private domain

name, and the user also needs to enter the custom certificate of the domain name.

9 Note

The custom address needs to be resolved to the existing default server address (e.g. xxxxxxxx.zonea.gdms.cloud), otherwise the custom address cannot be

recognized, and Wave users cannot connect to the UCM device through the custom address.

* Custom server address [ x ]

* Private secret key

* Public secret key certificate

Certificate chain

Enter Private Domain Name and Certificate

5. If the user needs to modify the information, the user can click on the button €@ to add a new custom server address.

6. Click on the “Save” button to apply the settings. Then, both the default server address and the new custom server address can be used.

© if the user modifies the custom server address, the phones or Wave applications that use the previous custom server address need to be re-configured with the new

custom server address. Otherwise, the service cannot be used normally.

Synchronize UCM Device Alert to GDMS

Only the advanced UCM Remote Control plans support synchronizing UCM device alerts to the GDMS platform. For UCM Remote Control plans details,

please refer to our official website.

1. Users need to enable UCM alert notifications on the management platform of the UCM device. For details, please refer to the UCM User Guide on the

UCM product page.
2. The alerts generated in the UCM device will be synchronized to the GDMS platform.

3. Users can view all UCM alert notifications in the GDMS platform, and set the alert notification methods: Email Notification, Message Notification, or

SMS Notification.

Reboot Device

Users can reboot UCM devices from GDMS instantly or set up a schedule to reboot the UCM devices.

1. Select a UCM device from the GDMS -> Device > UCM Device page, and click on “Reboot Device”. Or select multiple UCM devices by clicking

More = Reboot Device.

2. The users can select to reboot the device immediately or set up a schedule to reboot the device. For a scheduled reboot, please select the start and end

times of the task. Reboot will be performed during this period.



NS
A

Reboot Device

Tip: The device in the call will restart after the call ends

Task Time Immediate © Scheduled
* Task Name
*RunTime (&  2020-07-13 12:05 - 2020-07-13 23:59

Cancel Save

Reboot UCM on GDMS

3. After saving the reboot configuration, users can view the status of this task from the GDMS - Task page.

O i the task is failed, the GDMS platform will send the system notification to the user.

Upgrade Firmware

Prerequisite: The UCM plan contains permission for this function.

Upgrading UCM firmware via GDMS is supported. Please note there must have UCM official firmware or customized firmware available on the GDMS

platform first.

1. Select a UCM device from GDMS - Device - UCM Device and click on “Upgrade Firmware” as shown in the below picture. Users can also select

multiple UCM devices and then click on “Upgrade Firmware” to perform a batch upgrade for all selected UCMs.

Refresh List All Types All Models Fller ~
MAC Address Device Model < Eirmware Version Plan Server Address Site Name Options
Enterprise -
CO:74:AD:45:4E-44 LICME301 - ‘p - Default @ O
P 5 Edit Device
00-08:82:A4:6E-B9 [ Host - T
. SEE——— UCMe302 10155 P 000b82346e09-11645 & gdms. doud 5061( .. ~~  Def
B Pend adye
CO:74:AD:0A-BE:94A [ Spare Buginess
» (Spa UCMe308 10119 000bB2ad6eb9. 11645 a gdms. doud S061(... co:
B N6 Pending Delbve
& Authorization Management
e ’ R Enterprise Expired
CO:74:AD:29:6B-00 UCME308 - — Def

E) operation Logs

Task History
Business |
CO:74.AD:2A 4834 UCME304 - — Def I

(® upgrade firmware

() Reboot Device

UCMB302 001580 Enterprise estaaa a gams cloud S061(TLS) == 00f _ _
(est</Script> B Delete Device

® 00:0B:82:A4:6C.48

® 00-08:82:A4-6E BF Enterprise -
» UCME302 0.0416 @ : - 000BE2ALEESF - IO O]

sebfagadigadféebfagadigadfitenfagadfgadfi

Total 7 . 10/page

UCM Devices Listed in GDMS

2. Select upgrade immediately or set up a schedule to perform the upgrade. For scheduled upgrades, please select the start and end times of the task.

Upgrade will be performed during this period.



Upgrade Firmware

* Firmware Version

Task Time Immediate © Scheduled
* Task Name
* Run Time 2020-07-1312:10 - 2020-07-13 23:59

Cancel

Save

Upgrade Firmware Configuration on GDMS

3. Save the configuration. Then the users can view the task status under the GDMS Task page.

O if the task is failed, the GDMS platform will send the system notification to the user.

Edit Device

Users could edit the UCM Device name and which site the device belongs to.

1. In the device list, click on the button

UCM Device
Refresh List All Types
MAC Address Device Model % Firmware Version Plan
Enterprise
C0.74:AD:45:4E44 UCM6E301 — e
00:08:82:A4:6E:B9 [ Host ~ | Enterprise
2 — UcM6302 1.0155
HE Pending Delive
CO:74:AD:0A:BE:9A [ Spare ~ Business
(spare +J UCM6308 1.0.11.9
8#96;' ending Deliver
Enterprise
C0.74:AD.29.6B.00 UCM6308 - 'rp m
Pending Deliver
Business
C0:74:AD2A4B:3A ucMe6304 - T
Shiling Dalve
® 00:08:82:A4:6C:48
> UcMe302 0.0.15.80 Enterprise
<script>rest</script>
® 00:08:82:A4:6E-BF Enterprise
UucMe302 004160
6ebfagadfgadféebfagadfgadféebfagadfgadfe Pending Delivery
Total 7

Edit UCM Device Option

2. Users will see the device editing page as the figure shows below:

[ to Edit Device to access the device editing page.

All Models

Server Address

000D82246eb%-11645.a.gdms.cloud.5061(... =

000D82246eb%-11645 a gdms.cloud S061(... =

testaaa.a gdms cloud:5061(TLS) ==

Export Device

Filter v~

Site Name Options =

Default

OS]

& Edit Device

Def.

con

& Authorization Management
Det E] operation Logs

Task History
Def ® Upgrade Firmware

(D Reboort Device

00«
T7 Delete Device

000B82A46EBF

B oOom O

10/page




Edit Device

MAC Address 00:0B:82:A4:6C:4B
Device Name <sCript=test</script=
* Sjte 00:0B:82-A4:6C:4B

Remarks

Access Server ()

Zone | Los Angeles

Default Server Address 000b82ad6c4b.a.gdms.cloud

‘—Tr Switch to Custom Domain

* Custom Server Address | testaaa agdms.cloud €

Edit Device

3. Users can modify the GDMS server region by clicking on the drop-down menu of the “Zone” option. When the device is online for the first time, the

GDMS platform system will set the region based on the nearest region to the device automatically.

4. If the plan has the custom server address function, the user can click “Personal URL”; If the plan has permission to custom private domain name

function, the user can click on the “Custom Domain” option to configure it.

5. Click on the “Save” button to apply the changes on the GDMS platform.

O After modifying the GDMS server region, the GDMS platform system will generate a new Access Server address, and the Wave users and the phones which are

not connected to the GDMS platform need to be configured with the new Access Server address manually. If the user is using the Custom Domain, the user does

not need to update the address.

UCMRC Settings

Prerequisite: The user has the corresponding UCMRC plan including this function.
The user can remotely access the PBX device to set the plan of the UCMRC service.

1. In the UCM Device list, the user can select the UCM device which the user prefers to access and click = button to set the UCM device.



UCM Device

C0.74:AD 45:4E 44

00.08:82°A4 6E:83

5 UCM Device

CO:74:AD.0A8E.9A | Spare

CO74:AD 29:68:00

CO74:AD:2A 4B 3A

® 00:0B:82:A4.6C.4B
st

® 00.0B:82:A4 6E:BF
bfagadfg

All Types

UCM6301 _ Enterprise

UCM6302 10155 Enterprise

UCM6308 1.0119 Busir

UCM6308 — Enterprise - CREY
c Business

UCM6304 —

UCM6302 00158 @ Enterprise

UCM6302 00416® Enterprise

UCMRC Settings Interface

All Models

000b82346€09-11645 a gdms.cloud:5061

testasa.a.gdms.cloud:5061(TLS) -

2. After clicking the UCMRC Settings button, the user will be directed to the UCM Web Ul remotely.

Q@ world ~ € Order History ‘0 rjyao
o |
Filter
i
n 7 Edit De

@® Upgrade Firmware

oef O Reboot Device

@ Delete Device

0008:82A46C48 Ty @ (8]

D0OB82A46EBF

B O0/dEO

4 Feedback English (GMT-08:00) Beijing, Ch m

3. The user will be directed to the UCM Web Ul - UCM RemoteConnect - Plan Settings interface. As the screenshot shows below:

Apply Changes

& UCM6308

RemoteConnect
Plan Plan Settings
General
Media NAT Tr
Ale
e Log

%= RemoteConnect

| Passwordless Remote Access

vordless Remote Acce

Passwordless Remote Access Account: admin

Custom Enterprise Logo

jenworks, Inc. 2022, All Rights Reserved

Plan Settings for UCMRC

Prerequisite: The user has the corresponding UCMRC plan including this function.

The user can remotely access the UCM device Web Ul to customize the enterprise logo.

1. In the UCM Device list, the user can select the UCM device which the user prefers to customize the logo and click £ - button to access the UCM Web

Ul.



Q World ~ e Plan & Service ~ B ryao~
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MAC Address Device Model Firmware Version Plan Server Address Site Name Options

Basic (Beta
CO74:AD:2A4B:3A UCMB304 — N \I( o - Default 080
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[ 28 Custom Wave Logo J
74:AD:0ABE9A Platinum (Beta) i N
CU'_d_AE pagESA UCM6308 10119 192.168.131.187:5061(TLS) -~ o7 Backup UCM Data

fing D
£ authorization Management
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Custom Enterprise Logo Interface
2. After clicking the custom logo button, the user will be directed to the UCM device Web UI.

3. The user will be directed to the UCM Web Ul - UCM RemoteConnect - Custom Logo to customize the enterprise logo. As the screenshot shows

below:

& UCMme308

RemoteConnect

) R . ; _— . ; Cancel
Plar Plan Settings Integrated Customer Service Enterprise Ul customization Statistics GDMS Cloud Storage Space m

Preview: UCM Login
Company Name B

g GRANDSTREAM

Itis recommended to not use blue, black, and white for the logo

LOGO 1and LOGO 2 are recommended to be in PNG format and
cannat exces d 2MB in file size

LOGO 1 80~80gx
Ta RemoteConnect I 2

Upload

| LOGD 2 256x54px

Upload

| LOGO 3 54xB4px (ico)

Custom Logo

Back up UCM Data

Prerequisite: The user has the corresponding UCMRC plan including this function.

The user can remotely access the UCM device to enable the UCM data backup function.

1. On the UCM Devices list, the user can select the UCM device, click the button to access the UCM Web Ul, and set the UCM data backup function
for the GDMS platform account.



9 World - EJ Order History ‘0 rjyao ~

oo ==

All Types All Madels Filter
&% Organizatio
All Cities Online All Firmvare Version
Default
MAC Address Device Model Firmware Version Plar Site Name Options
® 00-08:82:A46C 4B
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28 Custom Wave Logo

Back up UCM Data

£ authorizaton Management
[E) Operation Logs

Task History

(@ Upgrade Firmware

(D Reboot Device

O Delete Device

et
Back up UCM Data

2. After clicking the UCM data backup button, the user will be directed to the UCM device Web UlI.

3. The user will be directed to the UCM Web Ul UCM RemoteConnect a Plan SettingsaStorage & Backup interface and set to back up the UCM data to the

GDMS platform account. Please see the screenshot below:

& UCme308

RemoteConnect

>lan Plan Settings ntegrated Customer Service Enterprise Ul customization statistics GDMS Cloud Storage Space nee

General
A AT Tr
Ale
= RemoteConnect | storage & Backup
I (<]
GO
i
‘ Passwordless Remote Access
wordless Remote Acces

Passwordless Remote Access Account: admin

etworks, Inc. 2022, All Rights Reserved H

Storage & Backup
Batch Modify Sites

Users could edit the site of a batch of UCM devices on the GDMS platform. The default site is “default”.

1. Select the desired devices and click on the ”’Site Assignment” button.

Site Assignment

* Site default

Site Assignment

2. Select the site to assign the selected devices.



3. Click on the” Save* button, and all selected devices will be transferred to the selected site.

© Each device can only be allocated to one single site.

View/Disassociate Host/Spare UCM Device

Prerequisite: The user has the corresponding UCMRC plan including this function.

Users can view Host/Spare UCM devices in the UCM devices list, the Host/Spare icon will be marked following the MAC address, and users can view the

corresponding MAC address of the Host/Spare devices.

When the Host/Spare association is established, and once the Host UCM server is down, the Spare UCM device can still get connected through the Host UCM

device’s UCMRC domain name.

The user can click “Remove Relationship” to remove the UCMRC Host/Spare relationship. However, the local Host/Spare relationship configuration in the

UCM devices is still retained. If the user also wants to remove this relationship, the user needs to go to the UCM management platform to disassociate the

relationship.
&) cbmMs © Plangservice~ M ryao v
UCM Device m Export Device
resh List ‘ All Models Fllter ~
MAC Address Device Name Device Mode! Firmware Version Plan Plan Delivery Status Public IP Site Name Options
® C0:74:AD:3C:C1:22 (Fost + ) Test UCM6308 1088 Platinum (Beta) 192.168.126.147 Default - Qo0
® C0:74:AD:0A'BE:9E [Spare ) - UCMG308 1088 open sera - [RED (0} 192.168.126.204 Default % Q o
co:74:4F _HostDevice: CO-74:AD-3C:C1:22 (Test) UCMB302 — open Beta - [EIED - Default (@)
CO74AD45:3FF4 UCMB302 Open Beta Default (9]
® 00:08.82 A4 6E BF 000B82A46EBF  UCMB302 004.16® Platinum (Beta) 192.168.121.135 Default %@ Qo0
View Host/Spare UCM Device
O Note

o If the user only purchases one UCMRC plan which contains the HA service for one of the UCM devices, the HA features for the UCM devices cannot be used

normally.

o To ensure that the UCM devices can be used normally under the HA mode, the user needs to purchase two UCMRC plans with the same specifications and

both plans contain the HA service.

Delete Device

Users could delete one UCM device or a batch of UCM devices on the GDMS platform.

1. Select the desired devices and click on More = Delete.

2. Select a UCM device from GDMS - Device - UCM Device and click on “Delete Device”. Users can also select multiple UCM devices and then click

on More - Delete to perform a batch delete for all selected UCMs.

3. Click on the” OK* button on the pop-up window to confirm deleting the devices, and the selected devices will be deleted immediately from the GDMS

platform. The timing tasks involving the deleted devices will be canceled either.



Delete the 3 selected device(s)?

The device cannot be managed after deleting it.

Delete Device Prompt

Export Device

To export the entire device list, click on the button in the top-right corner of the device list page. The exported list includes all device

information.

Configure Parameter For Device

GDMS platform administrator can configure the parameters of UCM RemoteConnect for the device remotely. Once the device has been configured following

the methods below, the device can use the UCM RemoteConnect functions.
Method 1:

1. GDMS platform administrator can go to VolP Account - SIP Account interface, select the SIP accounts which will be assigned to the device, and click

on the edit button [# to access the account editing interface:

@ GDMS © Plan&services @ world M emea_test ~

SIP Account = Edit Account (UCM)

© Dashboard
Account Name Mary-Beth Gaskil

] anizatior
«» Organization

C SIP User ID
Default
SIP Authentication ID
5L volP Account SIP Authentication Password N
SIP Account Name

Server

Voicemall Access Number

[ Device Management

Outbound Proxy

5 Donce Tempice: SIPServer | 192.168.5.99(UDP) (192.168.5.99:5060)
Add Server
Assign Device | UCM_demo GRP2603 C0:74:AD-35:E5:E0 (GRP26(
Account? 192.168.5.99(UDP) (192.16 [x ]
Add
Cancel m

# Feedback English (GMT+01:00) Casablanc:

Edit Account
2. Click Add Server option and select the external network server address reported by the UCM RemoteConnect.
3. Assign the SIP server to the device and enter the device MAC address and Account index, then select the SIP server of the UCM RemoteConnect.

4. Click to save and apply the changes for UCM RemoteConnect for the device.

Method 2:

Users can select multiple SIP accounts, click the “Modify SIP Server” option on the top of the interface, and then select the server address of UCM

RemoteConnect to modify the SIP server address (internal network) to the server address of UCM RemoteConnect for a batch of devices.



Modify SIP Server

© When the SIP server address is modified, the new SIP server address will be assigned to the corresponding devices

* SIP Server UCMRC A (c074ad06de05-10985.zonea.gdms.cloud)

Cancel

Modify SIP Server Address

When the user configures the server address of UCM RemoteConnect for the device, the following settings will be assigned to the device automatically to ensure

the UCM RemoteConnect service can be used successfully:

o SIP Protocol — TLS

o STUN server setting will be changed to the TURN server address of UCM RemoteConnect.

When the UCM RemoteConnect account is deleted from the device, the STUN server setting will be removed automatically from the device.

Storage

View Backup File

For backup files generated from UCM manually or automatically, they can be stored in GDMS cloud storage. On the GDMS platform, users can view all

backup files.

1. Go to the UCM Backup page, all backup files available for connected UCM devices will be displayed. The file type includes CDR files, config files, etc.

O only displays all the backup files of the UCM devices under the current organization. Users can switch the organization to view the backup files of the UCM

devices under other organizations.

2. Click the searching box at the top of the interface to search the backup files by device MAC address, backup file type, and device model.
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o |f the storage space of the UCM device is insufficient, the backup file cannot be stored. Please clear the storage space or renew the plan to get more storage

space.

o Users can subscribe to the email notifications so that the alert message will be sent to the configured email box by default when the device storage space is

insufficient.

Upload Backup File

Users can upload the backup file and recover the backup file on UCM.

1. Go to the UCM Backup page, and click on the “Upload File” button in the right upper corner to access the interface:



Upload File

Click or drag and drop file here to upload

* MAC Address
* File Name

File Type Config Files

Cancel

Upload File

Click to select the backup file from the local PC or drag the backup file to this field to upload the backup file. The backup file can be the

File

configuration file of the device.
MAC Enter the MAC address of the UCM device for uploading this backup file.
Address

Note: The UCM device must be in the current organization, otherwise, the backup file cannot be uploaded.

File Name Enter the name of the backup file.

File Type Enter the file type of the backup file so that the UCM device can obtain the backup file accordingly by the file type.

2. Click the OK button to upload the backup file.

€ 1 the UCM device does not have enough storage space, the backup file cannot be uploaded. The user can clean up the cloud storage space file for this UCM or

purchase an additional plan.

Download Backup File

1. On the "UCM Backup* page, click the button & following the backup file to download the file.

2. Download the files locally.

o

o Users can view the backup files and restore the UCM device quickly without downloading.
o Users can download the backup file manually and restore the UCM device.

o Users can download the files in batches by selecting them on the Ul and then click “Download”



Restore UCM Backup File Remotely

Users can restore backup files for UCM devices remotely through the GDMS platform.

1. On the “UCM Backup” interface, select a UCM backup file and click the “Restore” button ~ © to restore the UCM device.

Device ™ configuration will be restored according to
this backup file?

£ the recovery perioc

Restore Backup File Remotely
2. Once the user clicks the “OK” button, the UCM backup file will be assigned to the UCM device to restore the UCM device.

3. It may take several minutes to restore the backup file for the UCM device. The user can refresh the interface to view the results next to the MAC address

of the UCM device on the interface. As the screenshot shows below:

© : Restored successfully. The user can leave the cursor on the icon to view the last restoring time.

® : Restored failed. The user can leave the cursor on the icon to view the last restoring operation time.

&) GbMs @ Planaservice~ M ryao v
UCM Backup (Used space 52.73MB)
All Models All File Types
MAC address Device Name File Type Flle Name Flle Size File URL Address Backup Time < QOptions @
CO:74:AD:0ABE: UCME308_myhu_test Config Files hmy_backup_2021112_..  22.83MB hop//www.gdms.cloud/a...  2021/01/12 08:45 0O &L F @

Restore backup file successhully (2021/01/12 09:23) | _
00:08:82:A4:6C:4B [ = Config Files backup_20201202 0752.. 14.80MB nup://www.gdms.cloud/a...  2020/12/03 07:08 O L EH @
€0:74:AD-0A-BE'9E %) CO-74-AD-0A-BEE Config Files backup_ 20201202 0752  14.B0MB hitp:/fwww gdms cloud/a..  2020/12/02 07:53 O A F @
CO:74:AD-.0A:BE.9E CO:-74:AD:0A8E9E CDR Records cdr_2020_11 8.33KB nhup://www.gdms.cloud/a...  2020/11/30 18:30 O L EFH T
00-0B:82-A4:6C-4B - Config Files RBAEAEABIsadT I .- 316.008 hitp#/www gdms cloud/a..  2020/11/04 02:02 0O &AFH @ o

UCM Backup
00:08:82:A4:6C:48 — Config Files MEEATF AMISa0TH.. 316008 hip/fwww.gdms.cloud/a...  2020/11/04 01:56 O LAH T o
00-0B:82-A4:6C48 - Config Files RBIERER WsadiTH 316008 hitp:#/www gdms cloud/a..  2020/11/04 01:56 0O &AHFH @9
00.0B.82.A4:6C.48 — Config Files m 0B hitp:/fwww.gdms.cloud/a..  2020/11/03 03.22 O A EFH B S
00:0B:82:A4:6C:48 — Config Files 20130312075518 66 50KB hup:/fwww gdms cloud/a...  2020/11/03 02:53 [0/ A r AN D)
00-0B 82-A4:6C-48 - Config Files pcap 83 00KB http:#/www gdms cloud/a..  2020/10/29 11:00 O AEFE T D
Toral 11 2 [ 10/page
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View Results

Delete Backup File

If the user wants to clean up the storage space of the UCM device, the user can delete the backup files in the UCM device.

1. On the” UCM Backup* page, click the button @ following the resource file to delete the backup file. Users can also select multiple backup files and

click the Delete button on the top of the page to batch delete the backup files.



2. When the user confirms to delete, the selected files will be deleted from the GDMS platform.

Note

To delete multiple files at once, please select them by then click on “Delete”.

A Please note that when the backup file is deleted, it cannot be restored.

Convert Configuration File

If the user has upgraded the UCM device model, the user can use this function to convert the configuration file of UCM62xx/UCM65xXx to the configuration

file of UCMG63xx.

1. Go to the UCMRC System -> Storage interface, the user can click the “Convert Config File” button to access the conversion interface, as the

screenshot shows below:

Convert Config File

* The converted backup will be saved to the selected device's cloud storage

Cancel

Convert Config File
2. The user can click to upload or drag the configuration file of UCM62xx/UCMG65xXx to the uploading area.
3. Select the target model to be converted, which means the model of your new UCM device.
4. Select the converted configuration file and save it to the cloud storage space of the new UCM device.

5. The converting duration will last for several minutes. When the conversion is done, the user can download the converted configuration file on the UCM
Backup interface. Or the user can click to download the converted configuration file directly to the local PC. The user can also restore the configuration

file in the new UCM device directly.



Convert Config File

Converted file successfully

The file GSU_backup_2021512_tar has been stored in the carresponding device's backup file.
You can also click to download

Converted File Successfully

O The original configuration file format needs to be a .tar file, and the file size limit is 10GB.

VolIP Device

This module displays all VVolP devices in the current organization.

For more details, please refer to the VolP System ->VolP Device module.

Call Statistics

Statistics Overview

The interface below displays the call quality reported by the device on the GDMS platform.

Prerequisites: The device must use the SIP account in the UCM server which has the UCM RemoteConnect service so that the device can report the call
quality to the GDMS platform. This function is only supported for certain UCM RemoteConnect plans. To check which plans support this feature please refer

to the RemoteConnect website: https://ucmrc.gdms.cloud/home

&) spMs B3 Plan & services | Q world ~ M emea_test -
Call Quality

2022/09/12 202210111 Endpoint Call Quality Reporting @ D)

Total Call Quality Call Type
1
Total VolP Devices n
era
Total Calls ad
0 ge MOS — e Pac te — 0
verage Jitce Average Delay udio Cal Video Cal _ Audio _ Video
Conference Conference
All Models All Call Qualities All Call Types
Packet Loss Rate after  Actual Network
MAC Address Device Name Call Quality SIP Account Average |itter N _ MOS-LQ MQ5-CQ Round Trip Delay
Compensation Packer Loss Rate
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https://ucmrc.gdms.cloud/home

Module

Total VolP

Devices

Total Calls

Call Quality

Call Type

9 Note

Statistics Overview

Description

Display the number of VVoIP devices reported by the current organization (only display the statistics report for the current filter time)

Display the number of calls reported by the current organization (only display the statistics report for the current filter time)

Display the call quality ratio and average values for the reported call history by the current organization (only display the statistics

report for the current filter time)

Display the call types for the reported call history by the current organization (only display the statistics report for the current filter

time)

Table 23: Statistics Overview

o The user needs to purchase the advanced UCMRC plan which contains this service before using the features. If the phone which has been associated with the

GDMS platform has registered the extension which was synchronized from the UCM device to the GDMS platform (assigned through the GDMS platform),

the phone will report the call quality to the GDMS platform (the audio will not be collected).

o Supported models: HT8XX, GXV33XX, and GRP260X series.

Call Quality Record

GDMS platform displays all reported call quality records on the Call Quality interface.

Please see the screenshot below:

MAC Address

CO:74AD:22:4D:32

Total 1

&

All Models All Call Qualities All Call Types [ call Statistics
Device Name Call Quality SIP Account Average |itter Packet Loss Rate MOS-LQ MOS-CQ Round Trip Delay
I Bad 4002 27.00ms 0.00% 44 44 100.00ms
n 10/page

Call Quality Record

1. GDMS platform supports filtering call quality records by date.

202011714 - 2020/11/20

Filter by Date

2. GDMS platform supports search call quality records by site, device model, call quality, and call type.

3. GDMS platform supports to search of call quality records by device MAC address, device name, and SIP Account.

4. Click the Call Statistics button to view the statistical report of the filtered call quality records.



Total VoIP Devices: 1 Total Calls: 1
Call Quality
Very Good 0%
Good 0%
General 0%
Bad 100%
L
Average MOS 4.4 Average packet loss rate 0.00%
Average jitter 27.00ms Average delay 100.00ms
Call Type
1
1
0
Audio Call Video Call Audio Video
Conference Conference

Call Quality Record Report

Enable/Disable Call Quality Reporting

Users can enable/disable reporting call quality on the GDMS platform. If the user does not want to view the call quality report, the user can disable this

function on the GDMS platform.

On the Call Quality interface, the user can click Phone reports the call quality button  pnone reports the call quality ‘:) to disable reporting call

quality. When this function is disabled, the devices under the current organization will no longer report the call quality to the GDMS platform.

) GDMSs ) Plan ¢ € Q@ world ~ M emea_test ~

Call Quality

2022/0912 - 202211011 |Endpam[(a\lOua\irfﬁepomng CI

Total Call Quality Call Type
Default
o _ p— 1
L Overview Total VoIP Davicas very Goo 0%
h Good 0%
= 0
General 0%
L Bad y
Total Calls .
0 Average MOS — Average Packe e —
Average |iter — Average Delay — Audio Ca video Call Audio Vide:
- - N Conference Conference
All Models All Call Qualities All Call Types
. Packet Loss Rate after Actual Network .
MAC Address Device Name Call Quality SIP Account Average Jitter MOS-LQ MOS-CQ Round Trip Delay =
° Compensation Packet Loss Rate
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Enable/Disable Call Quality Reporting



DEVICE CONFIGURATION

The Device Configuration page allows users to create templates that can be used to provision devices of the same model or in the same group. Additionally,

users can upload configuration files for individual devices and manage them individually.

O users can only manage the devices in the current organization of the current system.

By Model

Users could customize the configuration template and classify the templates by device model and site. Users could also configure a batch of devices on the

GDMS platform, which means users could create a configuration template for all same models of devices or create multiple templates for different sites.

Automatic Configuration Push

When a device is added to GDMS for the first time, it will automatically obtain and use the configuration template for its model.

Manual Configuration Push

To manually push the configuration to specific device models, clickonthe 4> button of the desired models.

& sDMs € Plan & services | Q@ World ~ M emea_test -
oy
All Models
Name Mode Associated Site Description Last Updared Options B
GRP2614 GRP2614 All Sites — 2022/10/11 05:52PM B pH#H L
GXP2130 GXP2130 None — 2022/10/11 05:47PM B A L
GXV3380 GXV3380 All Sites - 2022/10/11 05:51PM B2 2 &
Total n pag

% Device Template

By Model
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Manual Configuration Push

If a device’s setting has not been modified in the Device Management - Device = Set Parameters page, GDMS will automatically update the device with the

template settings created in the Device Configuration page.

Example:

For GXV3370 devices, all sites are using the same configuration template, and all the devices under site A— D will acquire the same configuration template —

GXV3370 Config Template.xml.

For DP720 devices, different sites have different configuration templates. The DP720 in site A will acquire the DP720 configuration file — Config Template

-1.xml; the DP720 in site B will acquire the DP720 configuration file — Config Template -2.xml.



GXV3370 DP720

Config Template.xml Config Template-1.xmi
Site A Site A
Site B Config Template-2.xml
Site B
Site C

Config Template-3.xmi
Site D

Site C

Site D

Example — GXV3370

Add Template

To add a configuration template for a specific device model, click on the Add Template button in the By Model page and enter the following information:

Add Model Template

* Model GXV3380

* Auto Provision to Devices in @ All Sites selectsie MNone

@) This template is automatically pushed only when the device under
the site is connecting to GDMS for the first time.

Remember current selection

Description

Add Template

Name Enter the name of the template. This name must be unique and has a maximum character limit of 64.
Model Select the device model of the template.
Select Site Select the site for which the template will be used.

e All Sites: All devices in all sites will use this template.



e Select Site: All devices in the selected sites will use this template. Multiple sites can be selected.

e None: GDMS platform will not allocate the template to any device. The user could allocate the template to the device manually.

Description Users could input the descriptions of the template and the purpose.

Add Template

Once complete, users will be redirected to the Set Parameters page to modify the device settings of the template.

o

o For the new associated device, when the device first time connects to the GDMS platform, it will acquire the configuration template according to the device

model and site automatically. Users do not need to push the configuration template manually.

o Devices already on GDMS will not automatically obtain the settings from newly added configuration templates. Users will need to update these devices

manually.

O i the GDMS platform has the model configuration template for the current device, and the user does not modify the configuration parameters from the Device
Management - Device - Set Parameters menu, the GDMS platform will push the default model configuration template to the device when the device is online.

Otherwise, if the user updates the device configuration on the “Set Parameters” menu on the GDMS platform and pushes it to the device, the device will use this

configuration as the default configuration.

Set Parameters

Users can configure model-specific settings when editing model templates.

1. To configure these model-specific settings, click onthe & of the desired template.

By Model - Set Parameters (GRP2615)

Account 0 Settings Network Settings System Settings Phone Settings Contacts Resource
Account! D_] Select All Reset settings
Advanced Settings Q ¢ Security Settings
Only Accept SIP Requests from Known
Call Settings ¥ a q

Servers

SIP Settings
Allow SIP Reset

Intercom Settings

value-added service Allow Unsolicited REFER

Feature Codes Authenticate Incoming INVITE

Codec Settings

m

Check Domain Certificates
Audio Settings
Applications Check SIP User ID for Incoming INVITE

Validate Certification Chain

Validate Incoming SIP Messages

Force BLF Call-pickup by Prefix

BLF Call-pickup Prefix

¢ Advanced Features

Set Parameters

2. Clicking on the Select All button will select every option on the current page. Clicking on it again will deselect all the options.

3. Clicking on the Reset Settings button will restore all settings on the current page to default values.



4. Clicking on the button ;) following the account, users can copy and paste the current account configuration to other accounts.

5. When users try to configure the device wallpaper or screensaver image, users can select a picture from the resources list, or upload the local picture to

GDMS and configure it to the device.

Wallpaper Server Path R &

Wallpaper Source Download ‘

Ringtone Configuration

6. Modify the desired settings on the page or click on the Switch to Text Editor to configure device settings via text editing (e.g. p-values). The key can be

either a P-value or an alias.

7. After setting the parameters, the user can click the “Save” button to save the changes. The user can select to apply the template configuration to all same
model devices on the corresponding site. The user can click the option “Provision to Selected Devices” to select the devices to which the user wants to

push the parameters to. The user can also click the button “Apply All” to push the parameters to all devices.

Saved successfully

Apply the template configuration to all devices of the same model
within the corresponding site?

Cancel Provision selected devices Apply All

Saved Parameters Successfully

o The available settings for each model template are different. For more details on acceptable configuration values, please refer to the user guide for each device

model.

o When the user adds a new model configuration template in the GDMS platform, the GDMS platform will not push the template to the existing devices in the

GDMS platform, and the GDMS platform will only push the newly added template automatically to the new associated devices in the system.

o When the settings of a template are modified, the changes will not be automatically applied to related devices. Users will need to manually push the

configuration to devices.
o For the newly added devices, the devices will acquire the updated configuration template automatically.
o |f a scheduled task involves a modified template, the task will use the template settings at the time of scheduling, not the newly modified settings.

o Users can use the Search function to find the needed parameter.

Configure Resource Files

Users can configure custom ringtones and language for devices (Supported models: GXP/DP series).

1. To configure these model-specific settings, click on the button s of the desired template to go to the Parameters Configuration = Resource

Configuration page, as shown in the figure below:



&% Grendstream

£y Model - Set Parameters (GRP2615)

Account Settings Network Settings System Settings Phane Settings Conracts Resource o

Custom Ringtone 0 Select All ‘ Reset settings

Language Pack
= Ringtone 1 Ring-USA [

Ringlone 2

Ringtone 3 ‘G‘)

& Template

(PEIRVRRN]

By Model

Ring-hz
Groug RINg-UsA
Ring-sz
Test
Test2

Ring-test

444444444

Resource Configuration
2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the resources for each ringtone index.

3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. After clicking the “Save” button, the device of this model will download the resource file from the firmware path once the device is connected to the

GDMS platform for the first time.

5. Or, users can click the “Push” button to push the template of the model to the device. Then, the device will download the resource file from the firmware

path.

© For cach device model, the size and duration of each ringtone are different. If the duration and size exceed the limit, the system will intercept the resource file to

the maximum limit automatically.

Push Update

Users could push the configuration template to the device manually.

1. Select a specific configuration template, and click on the button £ following the template.

Push Configuration Update

Run Device @ Select device Enter MAC Address
Selected Device: 1
~  MAC Address Device Name User ID MAC Address Device Name User ID
00:0B:82:F5:52:84 GRP2614 — 00:0B:82:F5:52:84 GRP2614 —
Total 1 n 10/page Total 1 n 10/page

Cancel Update Now Schedule Config Update

Push Configuration File

2. Users could select any device in this device model to push the configuration template, the device will be updated with the configuration template.

3. Users can either push the configuration template immediately or schedule the configuration push for a specified time. If the latter is selected, users will

need to enter a name and time for the scheduled push.



Schedule Config Update

* Task Name

* Run Time 2019-04-04 14:55

Schedule Config Update

4. Click on the Save button to finalize the task. Users can check the task status on the Task Management page.

Edit Template

To edit the configuration template’s name, site, and description, click onthe = button for the desired template.

Edit Model Template X

@) This template is automatically pushed only when the device under the site is connected to GDMS for the first time.

* Name GRP_template
* Model
* Auto Provision to Devices in €@ All Sites Select Site None

Description

Cancel Save

Edit Model Template

Download Model Template Configuration

To download the configuration template of a device model, click onthe &, button for the desired template.

DP All DP750 All Sites test 2019/01/09 07:47 82 2 & El

Download Configuration Template

Copy Model Template

On the main page of the Model Template, the user can copy one or multiple templates and apply them to a different organization, this allows the user to copy

the configuration easily across many organizations.

To copy a template, please tick the box on the left side of the template name, then select Copy Template




Copy Template X

* Target Organization = Default

* Auto Provision to Devices in All Sites © SelectSite None

) This template is automatically pushed only when the device under
the site is connecting to GDMS for the first time.

Remember current selection

Copy Template

o Target Organization: Select the organization to which you want to copy the template to.

o Auto Provision to Devices in: You can select “All Sites”, “Select Sites”, or “None”. The rules are the same as those for creating model template.

After the templates have been copied successfully, the templates will be added to the “By Model” page of the selected organization, and the templates name

will be “Original Template Name Copy”.

Delete Model Template

To delete configuration templates from GDMS, select the desired templates and click on the Delete button in the top left corner of the By Model page.

(i) template saved at the time of scheduling. A scheduled task will not fail due to deleted templates.

Delete the 1 selected model templates(s)?

Delete Template

By Site

Users can customize device templates based on sites. The users will be able to configure devices based on the sites to which they have been assigned to.



@ GDMS O o EU Region - AbdelGhomri

o

Default
Home Template home - 2022/12/30 09:21 =

81 Device Template
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Device Template: By Site

Add Site Template

To add a template, please click Add Site Template

Add Site Template
ame Aain Office
Auto Provision to Devices in Default
Description Template for the |P phones located in the main office

Add Site Template
o Name: Enter the name of the template.
o Auto Provision to Devices in: Choose the site on which the template will be applied to.
o Description: Enter a description for the template.

#: Use this button to edit the information related to the template.

@ Use this button to change the configuration of the template.



By Group

Users could customize the configuration template by group. Users could configure a group and update the configuration template by group. For example, users
could classify a batch of devices into a group and configure/manage the devices in the group. Users could push the configuration template to the group

members on the GDMS platform.
Users could view the group configuration template, and the devices list in each group.

Users could modify the configuration parameters, push the configuration to the devices, edit the group and members, and download the configuration template

" Grandstream
By Group Add Group Template
All Types
Default Organization
Group Name Type Group Description Device Number Last Updated tic
GRP GRP Series GRP 0 2019/10/29 14:00 8 24 &L
GXP GXP Series 0 2019/09/27 20:40 8 A2 MU L
&) Yevice
GVC GVC Series GVC3210 10 2019/09/19 18:54 8 A2 F L
81 Template
ATA HT Series - 20 2019/09/05 10:35 S A2 HF &
HZ-Department 1 General Series - 2® 2019/02/28 17:05 8 2 MH L
By Group
HZ-Department 3 General Series zzz 10 2019/04/26 10:19 8 A H L
By Group

Users could add a group at any time on the GDMS platform.

1. Click on the Add Group button at the top right of the By Group page.

By Group - Add Group Template

Group Name
Type

Description

Cancel m

Add Group

Group Name Enter the name of the group to easily identify it. Names must be unique and have a maximum character limit of 64.



Users need to select the type:

o Audio phone series: This is used to configure the common configuration parameters of the GXP and GRP series.
o DP series: Use the configuration template for the DP7xx series.

o HT series: Use the configuration template for the HT8xx series.

Type
o GRP series: Use the configuration template for the GRP series.
o GXP series: Use the configuration template for the GXP21xx series.
o GXV series: Use the configuration template for the GXV33xx series.
o GVC series: Use the configuration template for GVC3210.
Description Enter the detailed description and purpose of the configuration template.

Add Group

2. Once complete, users will be redirected to the device selection page to add devices to the group. Users can either select devices from the list or manually

enter the MAC addresses of the devices. Selected devices will be moved to the Selected Device list on the right of the page.

gy Group - Add Group Template

Run Device @ Selectdevice Enter MAC Address
All Models Selected Device: 2

B~ MAC Address Device Name Model User ID MAC Address Device Name Model User ID

B 00:0B:B29ABFF7 GRP2614 GRP2614 @ 00:08:82:£9:95:4C GXV3370 GXV3370 I}

B 000B:82E954C GXV3370 GXV3370 ] 00.0B:82 9A8FF7 GRP2614 GRP2614 I
00-0B:82:F9-AE-66 nli GRP2614 e Total 2 n 10/page
D0:0B:82.E3:62.7C — GXP2135 —

00:08:82 E2-08-D8 - GXV3370 -
00:08:82:9A:8F:FD ~I@H5%" & GRP2614 —
00-08:82 D0:55:A0 GXV3370 GXV3370 ]
00:08:82:E2:07:80 GXV3370 GXV3370 ]
00-08:82 E3-06-8E wpB20iR & WP820 -
00:08:82:D3:97:70 ymyhu-wp820: WP820 —

Total 109 2 [allall— nll>» \0/page

Cancel Prev m

Finish Adding Group
3. Users could click on the “Prev” button to go back to the group configuration page to re-edit the group information.

4. Click on the Save button to complete the group member selection. Users will then be redirected to the Set Parameters page.

€  Users need to set the parameters of the configuration template for the newly added group.

Set Parameters
Users could set the unique parameters of the devices in the group in the configuration template to push the unique parameters to the devices in the group.
Select a specific group, and click on the button &3 to access the group member parameters configuration page.

o Clicking on the Select All button will select every option on the current page. Clicking on it again will deselect all the options.
o Clicking on the Reset Settings button will restore all settings on the current page to default values.

o Clicking onthe button 0 following the account, users can copy and paste the current account configuration to other accounts.



o When users try to configure the device wallpaper or screensaver image, users can select a picture from the resources list, or upload the local picture to

GDMS and configure it to the device.

Wallpaper Source Download ‘

Ringtone Configuration

o Modify the desired settings on the page or click on the Edit Configuration File to configure device settings via text editing (i.e. p-values). The key can be

either a P-value or an alias.

i

o The available settings for each model template are different. For more details on acceptable configuration values, please refer to the user guide for each device

model.

o When the user adds a new model configuration template in the GDMS platform, the GDMS platform will not push the template to the existing devices in the

GDMS platform, and the GDMS platform will only push the newly added template automatically to the new associated devices in the system.

o When the settings of a template are modified, the changes will not be automatically applied to related devices. Users will need to manually push the

configuration to devices.
o For the newly added devices, the devices will acquire the updated configuration template automatically.

o If a scheduled task involves a modified template, the task will use the template settings at the time of scheduling, not the newly modified settings.

Configure Resource Files

Users can configure custom ringtones and language for devices (Supported models: GXP/DP series).

1. Select a specific group, and click on the button & to access the group member parameters configuration page.

@ GDMS ‘) Grandstream
By Gr Set Parameters (GXP) Switch to Text Editor
Account Network Settings System Settings Phone Settings Settings Contacts Resource 0
Default Organization
Language Pack
Ringtone 1 Ring-sz ]
Ringrone
@ Template = Ringtone 3 Ring-USA D

testtesttest

123411

By Group

12311111
Ring-hz
Ring-sz

Test

Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the resources for each ringtone index.
3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. After clicking the “Save” button, the configured parameters and resources will be saved in the system. When the user clicks the “Push” button to push the

template to the device, the device will download the resource file from the firmware path.



© For each device model, the size and duration of each ringtone are different. If the duration and size exceed the limit, the system will intercept the resource file to

the maximum limit automatically.

Push Update

Users could push the group configuration template to the device manually.

1. Click onthe & button for the desired group.

Push Configuration Update

“Run Device @ Selectdevice Enter MAC Address
All Models Selected Device: 1
B -~ MAC Address Device Name Model UserID MAC Address Device Name Model UserID
00:0B:82:F5:52:84 GRP2614 GRP2614 — 00:0B:82:F5:52:84 GRP2614 GRP2614 —
00:0B:82:D00:44:C0 GXV3370 GXV3370 (o Total | n 10/page
Total 2 n 10/page

Cancel Update Now Schedule Config Update

Push Update

2. In addition to being able to push the configuration template to all or select members of the group, users can also push it to non-members.

3. Users can either push the configuration template immediately or schedule the configuration push for a specified time. If the latter is selected, users will

need to enter a name and time for the scheduled push.

4. Click on the Save button to finalize the task. Users can check the task status on the Task Management page.

Edit Group Template

Users could edit the group name, descriptions, and group members.

1. Click onthe = button for the desired group.

2019/01/17 03:29 @ é lil

HZ-Department 1 Non-DP Series — 2 @

Figure 138: Edit Group

2. Modify the desired settings and click on the Save button to finalize changes.

© New members of an existing group will not automatically obtain the group configuration template. The template must be manually pushed to the new member

devices.

Download Group Template Configuration

Users can download the group configuration template by clicking onthe &, button for the desired group.

HZ-Department 1 Non-DP Series - 2® 2019/01/17 03:29 S 2@

Download Configuration File

Copy Group Template



On the main page of the Group Template, the user can copy one or multiple templates and apply them to a different organization, this allows the user to copy

the configuration easily across many organizations.

To copy a template, please tick the box on the left side of the template name, then select | Copy Template

Copy Template

Target Organization Demo

Copy Group Template

Select the organization to which you want to copy the template to by selecting the organization name from the “Target Organization” list.

Delete Group Template

Users can delete groups by selecting the desired groups and clicking on the Delete button in the top-left corner of the By Group page.

O The existing timing tasks involving the group configuration template will be reserved, and the timing task will be executed with the original group configuration

template.

By CFG
Users can import configuration files for specific devices. Settings in these uploaded files will be used for their specified device.

.0 Grandstream v

weso
All Models
MAC Address Device Name Model Firmware Version File Name File Size Last Updated Options
00.0B.82.D0:45.50 — — — 000B82D04550.xml 1KB 2019/08/15 14.04 ﬁ i,
00:0B:82:F3:AE-66 — — — 000BB2FIAEEE XM 5.67 KB 2019/06/26 10:13 po i,
otal 2 n 10/page
By CFG

Upload CFG File

Users could upload the custom configuration file to the GDMS platform and push the custom configuration file to the device.

1. Click on the Import Configuration File button at the top-right corner of the By CFG page. The following window will appear:



Import Configuration File X

Click or drag and drop file here to upload

Cancel OFk

Upload CFG File

2. Drag and drop the file to the window or click on the upload icon to select a file from your PC.

O The uploaded file must be named as the device’s MAC address (e.g. 000b82afd0b0.xml).

3. Click on the OK button to finalize the import.

4. The following window will appear asking the user to either push the configuration to the specified device immediately or to cancel the configuration

push.
Device (00:0B:82:9A:8F:F7) configuration imported
successfully
Finalize Import
(i)

o Only XML file format is supported for the uploaded custom configuration file.

o |f the file name does not meet MAC address format requirements, the import will fail. When uploading another configuration file for an existing device, the

previous configuration file will be overwritten

Push Update
Click onthe & button for the desired device to manually push the configuration to it.

00:0B:82:E5:8C:C9 DP750 1063 000B82E58CC9.xml 41.79 KB 2019/01/24 11:41

Push Update

Download Configuration File

Clickonthe &, button for the desired device to get its configuration file.

[«



Delete CFG File

To delete uploaded configuration files from GDMS, select the desired devices in the list and click on the Delete button at the top left of the By CFG page.

RPS MANAGEMENT

RPS (Redirection & Provision Server) allows creating and pushing configuration to many Grandstream devices, this reduces the time and effort spent on
configuring the devices manually, which improves the deployment process greatly and lessens the frequency of mistakes that occur when configuring the

device manually.
The user can create instances of RPS (Redirection and Provisioning Server).

To configure this option, the user needs to create an RPS server by providing the IP address or FQDN domain of the server, then select the protocol used for

upgrading.

Add RPS (Redirection & Provision Server)

Server Name Sewer1|

Please select the options that the RPS will provision

] Config Server Patl fm.grandstream. com/gs

Config Server Password
Always Authenticate Before Challenge
Config File Prefix

Config File Postfix

Camue' -

Add Redirection & Provision Server

Server Name Enter the server name.

Select the protocol used for configuration upgrade.

o TFTP
. . HTTP
Config Upgrade Via ¢
e HTTPS
o FTP

e FTPS

Config Sever Path Enter configuration server path.



Config Server Username Enter the username to authenticate into the server.

Config Server Password Enter the password to authenticate into the server.

Always Authenticate
Only applies to HTTP/HTTPS. If enabled, the phone will send credentials before being challenged by the server.

Before Challenge
Config File Prefix If configured, only the configuration file with the matching encrypted prefix will be downloaded and flashed into the phone.
Config File Postfix If configured, only the configuration file with the matching encrypted postfix will be downloaded and flashed into the phone.

To assign a specific RPS to an organization, click on the three dots and add an organization as indicated in the figure below.

Server Name Upgrade Via Config Server Patt Number of Organizations Updated Time Options

Serverl HTTPS fm.grandstream.com/gs 0" 2023/03/29 09:09AM ]

- l © ~dd Organiza rra—

When an RPS is edited, the new RPS will be automatically delivered to the associated devices. If an RPS has been deleted, it only deletes the association

between the RPS and the device. The RPS configuration will not be deleted from the device.

SITE MANAGEMENT

Site Management allows users to organize their devices by sites and categories.

@ world € order History ﬂ:' rjyao

Default

Default (12)
000BB2AAGEBF (1) MAC Address Device Name Accou
00:08:82:44:6C 4B (1)

00:08:82:ED-31:41 DP75X_te DP752
1(0)
(AP EA LY 00:08:82:A4:6E:B3 #E UCME302 —
gangwang (0)
ucM™ (@) CO:74:AD.27:76:48 rzhang Hiz GRP2604
UCM3S (0)

CO:74AD:2EB2:CH duwei UCM6302 —
UCMG308_test_mynu (o)

CO74:AD 23:A7 44 GRP2601W GRP2601

® CO74:AD;3E63:31 2123213000 GRP2604

C0:74:AD-24:48:34 - UCME304 _

€0 -74:AD 29:68:00 - UCMA308 -

CO74ADASAE 44 - UCME301 -

00:05:82:A4:68 €1 - GRP2603 ‘

% Feedback [EESIEIEO) (GMT~08:00) Beijing, Ch

Site Management

Add Site

Users could add a site at any time on the GDMS platform.

1. Click on the Add Site button at the top right of the Site Management page. To quickly add a sub-site under a specific site, click on the @ button next

to the desired site. Users can create a total of 7 different levels of sites.



Add Site

* Name
Parent Site
Description
7
Cancel
Add Site

Site Name Enter a name for the site to easily identify it. Sites on the same level cannot have the same name.
Superior Site The parent level of the site. This field can be left blank if the created site is a top-level site.
Site Description Enter the descriptions of the site.

Table 26: Add Site

2. Once the site is created, users can then assign devices to it.

Batch Import Sites

Users could import a batch of sites into the GDMS platform.

1. Click on the Import Site button at the top right corner of the Site Management page. The following window will appear:

Import Site

Click or drag and drop file here to upload

4] Site Template

Cancel

Import Site

2. Click on the Download button to get a template that will be used to import site information.



Instructions:

1. Fields marked with * are required and cannot be empty.

2. Site Name format: 1st Level Site/2nd Level Site/.../New Site. Users must enter
the names starting from the 1lst Level Site. If the higher level sites do not
exist, they will be created automatically. If no higher level site name is
entered, this site name will be used by default to fill in missing site names.

3. Site Name maximum character limit is 64 characters.

4. Site Description maximum character limit is 256 characters.

#Site Name Description

-] Gy U1 > O DD

Site Template

Enter the name of the site. If the site is the child of another site, users must enter the entire path (e.g. top-level site/second level site/third level

Site Name

site/...new site name).
Descripti

Enter the descriptions of the site.
on

Table 27: Site Template Options

3. Once the template is filled out, drag, and drop the file to the upload window or select the file from your PC. Click on the Import button to confirm the

import.

4. When the Excel file is imported into the GDMS platform successfully, the GDMS platform will prompt the execution result. If there is data that failed to

be imported, the user could export the failed data and re-edit the Excel file.

O iran imported site has the same name as another site on the specified level, the import will fail.

Edit Site

Users could edit the information of the site on the GDMS platform.

1. Click onthe () button next to the desired site.

China Office @ @

2. Edit the desired fields and click on the Save button to finalize changes.



Edit Site

* Name Grandstream
Parent Site

Description | Level1l

Cancel Save

Edit Site

Delete Site

To remove a site from GDMS, click on the button next to the desired site.

€ i the selected site has devices assigned to it, the site cannot be deleted unless the devices are assigned to another site beforehand.

View Devices

To view all the devices under a specific site, click on the desired site in the Site Management list.

@ GDMS ‘0 Grandstream ~
GXV3370
default (225)
Support Office (4) MAC Address Device Name Model Account Status
sales office (10)
® 00:08:82:69:95:4C GXV3370 GXV3370
snqu_test1 (0)
Dec3 (0) ® 00:08:82:00:55:A0 GXV3370 GXV3370
rjyao (1)
GXV3370 (3) ® 00:08:82:€2:07:80 GXV3370 GXV3370
DP750 (4)
HZ Office (0) Tonal:3 [} 1ipage

Am Office {0)
China Office (0)
Sz Office (1)

ylluo_site (10)

View Devices

Transfer Site

Users can select devices on a site and move them to another site by clicking on the Move button.

Move

* Site

Transfer Site

Clicking on the Save button will finalize the move to the specified site.



TASK MANAGEMENT

The Task Management page displays all queued and completed tasks in GDMS such as configuration pushes, firmware upgrades, reboots, and factory resets.

Users can add, edit, and delete tasks from this page.

© Users can only manage the devices in the current organization of the current system. If the user does not have the permissions on the device, the user cannot

manage tasks on the device.

Add Task

To add a task to GDMS, click on the Add Task button.

Add Task
me @ Immediate Scheduled interval
Upgrade Firmware
10« er Py & 10 eviCe Sequential Upgrade
are Range All Versions
e Select Device Enter MAC Address
Add Task
Task Name Enter the name of the task.

e Immediate: The task will be run immediately. If the task is not run after 5 minutes, GDMS will automatically close it.

e Scheduled: Schedule the task to run at a specified time. The task will end at the specified end time, even if there are still devices queued
up to run the task.

e Interval: Users could configure the recurring tasks such as daily, weekly, monthly, Nth week of each month, and perform a certain task.

Task Time Specify the start date and time when the task will start, then specify the Duration of the task. If a device goes online during the duration

of the task, the scheduled task will be performed as soon as the device goes online. If the device goes online after the task's duration, the
task will not performed on that specific device.

e Permanent: This option applies only when the task type is Firmware Upgrade. Every time a corresponding device is added, the device

will be upgraded. This is a reoccurrent task.

e Reboot Device: VOIP device and UCM device.
e Factory Reset: VOIP device only.

Task Type e Upgrade Firmware: Users will need to select the device model and firmware version to upgrade to. VoIP device and UCM device.
e Update Config: Model: Select the model template that will be used for the configuration update push. VVOIP device only.

e Update Config: Group: Select the group template that will be used for the configuration update push. VOIP device only.



Upgrade
Method

Current
Firmware

Range

Target

Device(s)

Click on the

This option is available only when Upgrade Firmware is selected as the Task Type.

e Sequential Upgrade: Devices are upgraded one by one in a sequence. Recommended to minimize network traffic.
e Concurrent Upgrade: All devices are upgraded simultaneously. This option may cause heavy network traffic. To ensure network quality,

the user can also limit the maximum number of concurrent devices, such as upgrading 10 devices at the same time.

2

This option is available only when Firmware Upgrade is selected as the Task Type. Devices will be upgraded only if they meet certain

requirements:

e All: Upgrade all devices regardless of their current firmware version.
e Specific Firmware Version: Upgrade devices on the specified firmware version.
e Firmware Version Range: For the selected devices, only the devices in a specified firmware version range (Lowest firmware version < x

< Highest firmware version) will be upgraded.

e All devices of this model.
e Select Device.

e Enter MAC Address.

Table 28: Add Task

Save button to finalize the task creation. Users can view this task in the Task Management list.

Task Name Task Type Task Time Creator Status Run Time Operation a8
Immediate Task Upgrade Firmware Immediate yxxul123 Success 2019/03/25 07:06 (O]
1 Reboot Device 2019/03/20 12:00 ~ 2019/03/21 12:00 yoxu123 Cancelled — @
Immediate Task Update Config: Model Immediate yxxu123 imeout — O]
Immediate Task Update Config: CFG Immediate o123 Failed — @
Immediate Task Update Config: CFG Immediate yxxu123 Failed — o
Immediate Task Upgrade Firmware Immediate yxxu123 Success 2019/02/21 03114 @
222 Reboot Device Immediate yxxul123 Success 2019/02/19 02:51 (0]
222 Upgrade Firmware 2019/02/19 17:00 ~ 2019/02/20 17:00 VXU Success 2019/02/1917:00 G)

Task Management List

If there are multiple tasks for 1 device, they will be queued up to run in order of their configured start time.
If a device is offline, pending tasks associated with the device will be run the next time the device is offline.
Certain tasks and device setting changes can cause a device to reboot.

Firmware upgrade tasks may require more time to run due to the size of some firmware files.

The latest configuration files or firmware will be generated for each cycle of the recurring tasks, and the system will collect all devices of this specific model,

then execute the corresponding task.

If the task is created in a specific sub-system, the user can view the task only in the corresponding sub-system, and other sub-system users cannot view it.

View Task Status

Users can see the status of all completed and pending tasks by looking at the Status column.



9 World - EJ Order History ‘0 rjyao ~

1 v C O 1|

All Statuses All Task Type All Types Filter
Task Type Task Time Creator Status Run Time Oprions

[+ L] 3 Reboat Device 301 22 03-03PM ~ 30/12/2022 04-03PM Jyac — @

3 ey e Reboot Device 14/06/2022 10:44AM ~ 14/06/2022 11:44AM rjyao Scheduled - @ @ & G)

& rest Update Config: Modsl 02/06/2022 11:14AM ~ 02/06/2022 12:14PM riyac Scheduled — [0 CHLINO]
[ L bt 54 Reboot Device 10/05/2022 10:44AM ~ 10/05/2022 11:44AM riyao ©
63 test Update Config: Model 05/05/2022 11:14AM ~ 05/05/2022 12:14PM riyao - (0]
- Reboot Device Immediate (22/04/2022 11:11AM) riyao — @
QPR Reboot Device 12/04/2022 10:44AM ~ 12/04/2022 11.44AM riyae e 12/04/2022 10:46AM @
Upgrade Firmware Immediate (08/04/2022 05:00PM) rjyaoc @
£ rest Update Config: Model 07/04/2022 12.14PM ~ 07/04/2022 01:14PM rjyao — @
G 66 Reboot Device 22 02:00AM ~ 26/03/2022 03:00AM riyao Fé — ©

1ol 161 B::: -7 10/page

ﬂ
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View Task Status
Pending The task has not been executed yet.

Executing The task is currently in progress.

Success The task has been completed successfully.

Failed The task has failed.

Canceled The task was canceled.

Timeout The task was not executed when it arrives at the ending time.

Ended The task was ended before it could be completed. Some of the involved devices may not have run the task before it ended.

Task Status Description

To view more details about a task, click onthe @ button for the desired task. Users can view the task status of each device involved.

Task Details

Task Type Factory Reset Task Time Immediate Task

Failed 0 / Toral 1 All Results
MAC Address Device Name  Model Device Status ~ Run Time Run Result
00:0B:82:D0:44:C0 GXV3370 GXV3370 2018/12/27 15:57 Success

Total 1 n 10/page

Task Status

Pending Executed The task has not been run yet.



Executing The task is currently ongoing.

Success The task has been completed successfully.
Failed The task has failed. A failure reason will be shown.
Timeout The task has been sent to the device, but the device has not responded yet.

Success (Timeout) The task has been completed successfully for this device, but it was completed later than the specified time.

Canceled The task has been canceled before the starting time.

Ended The task was ended before it could be completed. Some of the involved devices may not have run the task before it ended.

Table 30: Task Status Detailed Description

Users could re-create tasks for the executed failed devices or all devices. If the user re-creates tasks for certain devices, all attributes of the task and all

executed devices information will be logged on the “Re-create Task” page.

Start Scheduled Tasks

Users can start pending scheduled tasks immediately by clicking onthe @ button.

Cancel Pending Tasks

To cancel a pending task, click on the ® button for the desired task. The task status will be changed to Cancelled. To run the task again after it is completed,

click on Task Details = Run Again for the desired task.

If the task is recurring, users could select whether to cancel the entire recurring task or just cancel the single task.

End Task

To stop a running task, click onthe @ button to immediately end it.

If the device has already executed the task (e.g. Reboot Device), the device will finish the task; if the device does not start to execute the task, the device will

not execute the task anymore.

Search Task

Users can search for specific tasks by using the search bar and filters at the top-right of the top right corner of the Task Management page.



-

All Status All Task Type All Types Filter ~
Task Name Task Type Task Time = Creator Status Run Time options @
2 yow Reboot Device 2019/11/30 20:11 ~ 2019/11/30 22:11 yxxu123 Scheduled — [ONCRLANO]
5 -factory reset..- Factory Reset 2019/10/01 12:19 ~ 2019/10/01 1319 yxxu123 Scheduled — [OCRCARO]
3 upgrade cycle1111 Upgrade Firmware 2019/09/11 13:50 ~ 2019/09/11 14:50 sqhuang Scheduled - [ONONELANO]
3 cyde26 Reboot Device 2019/08/29 18:33 ~ 2019/08/29 20:33 yaxul23 Timeout — @
2 cyde Reboot Device 2019/08/29 18:23 ~ 2019/08/29 19:23 YXXU success 2019/08/29 18:54 @
cehsi0l Upgrade Firmware 2019/08/29 08:00 ~ 2019/08/31 07:59 yxxul Qangoing 2019/08/29 08:00 @ @
63 TASK Reboot Device 2019/08/28 19:13 ~ 2019/08/28 21:13 yxxu123 ancelled — @
2 cycle Reboor Device 2019/08/28 18:23 ~ 2019/08/28 19.23 yaxu alled - @
63 cycle26 Reboot Device 2019/08/28 14:17 ~ 2019/08/28 1617 yxxul23 T — ®
2223 Upgrade Firmware 2019/08/28 08:00 ~ 2019/08/31 07.59 yxxul Qngoing — @ @
Total 1140 2 3| 4 - 114 > 10/page

Search Task

Delete Task

Users can delete tasks at any time. Select one or more tasks and click on the Delete button at the top of the page to delete them.

O when deleting ongoing tasks, GDMS will automatically suspend and delete them. Any changes made before the task was suspended cannot be undone.

DEVICE DIAGNOSTICS

Device Diagnostics allows users to check devices on GDMS for issues, view device information, obtain network captures and Syslog, and conduct traceroutes.

(i) Support to diagnose VolP devices and UCM devices.

The user can view the diagnosis status of the device in the current organization of the current system. If the user does not have the relevant permissions, the

user cannot diagnose the corresponding device.

Start Diagnostics

To start diagnosing a device, users can do one of the following:

1. Enter the device’s MAC address and click on the Start Diagnostics button.

2. Click onthe 5] button for the desired device in the list to diagnose the device.



Diagnaostics
< Diagnostics

= Diagnastics Activity

MAC Addre: Device Name Model 3 Optians

31/05/2022 02:01PM ® 00-08:82°A4:6C 4B <script>test</script> UCME302 rjyao m
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Device Diagnostics

To view the diagnostic details of a device, click on the @ button for the desired device.

Diagnostics Details

UCMRC Connection Ping/Traceroute Syslog Capture Trace Network Diagnostics System Status

Click to diagnose UCMRC service connection stat
Start Diagnosing

©Diagnostics Log

o @

Device Name
<sCript>est</scripe>

AC Address
00:0B-82:A4-6C 48

192.168.129.73
Private IP

192.168.120.73
UCMs302

Device Category
PBX Device

View M

English (GMT-+08.:00) Beijing, Tn

View Diagnostics Details

(i)

o If the device is offline, users cannot diagnose this device on the GDMS platform.

o Devices that are currently being diagnosed by a user cannot be diagnosed by other users.

View Device Details

Click on the button on the right of the Device Diagnostics page to view information about the device.



Q World ~ € Plan&senice ~ M rjyao ~
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UCMRC Connection Ping/Traceroute Syslog Capuwre Trace Network Diagnostics System Status
Click to diagnose UCMRC service connection status of the device
<Diagnastic Log
Time User Options
[ORE O]
28/12/2021 17-09 rjyao =
Device Name
= 28/12/2021 1154 rjyao &=
MAC Address
00:08:83:00:00:01 Total 2 B 10/page
Public IP
19216812960
Private IP
192.168.129.60
Model
UCMe301

Device Category
PBX Device

(%) Diagnostics
- E View More

English -~ (GMT=08:00) Beijing, Ch

View Device Details

On the Diagnostics Details page, users can quickly perform operations on the devices, including restarting the devices, factory reset the devices, updating the

configuration, and upgrading the devices. Users can also view the detailed information of the device, including device name, MAC address, public/private IP

address, device model, and device type on this page.

Click on the button |- next to the diagnosis record to view the specific diagnosis result of the device.

UCMRC Connection
# UCMRC SIP Channel
Connected successfully

# UCMRC WebSocket Channel
Connected successfully

# Penetration Service TURN
connected successfully

# Penetration Service STUN
Connected successfully

# GDMS STUN
Connected successfully

# GDMS Link
Connected successiully

# CloudiM

Please check if CloudIM is enabled

# UCM Bandwidth Speed Test
Uplink 5peed: 2.20 Mbps
Downlink Speed: 4 68 Mbps

Vew Diagnosis Result

9 Notes

o The UCM series and GXW45XX devices do not support to reset to factory and updating configuration file through the GDMS platform.
o In the diagnosis record, it only displays the diagnosis data of the device in the last 30 days.

o If the device is offline, the user still can view the diagnosis record of the device.

UCMRC Connection

Users can diagnose the current UCMRC connection status in the GDMS platform.

Click on the button “Start Diagnosis” and wait for the GDMS platform to diagnose the device. The GDMS platform will display the diagnosis result of the

UCMRC connection.



UCMRC Connection

# UCMRC SIP Channel
Connected successfully

# UCMRC WebSocket Channel
connected successfully

# Penetration Service TURN
Connected successfully

# Penetration Service STUN
Connected successfully

# GDMS STUN
Connected successiully

# GOMS Link
Connected successfully

# CloudiM
UCM CloudiM is not enabled
Please check if CloudIM is enabled

# UCM Bandwidth Speed Test
Uplink Speed: 2.20 Mbps
Downlink Speed: 468 Mbps

UCMRC Connection Diagnosis

If the UCM device which is using the UCMRC services has any problems, the user can diagnose the UCM device and troubleshoot the problems remotely.

The user can try to fix the problems based on the suggestions and click on the “Feedback” button to send the logs and descriptions to our technical support.

Note

It only displays the UCMRC connection diagnosis records of the device in the last 30 days.

Ping/Traceroute

Clicking on the Ping/Traceroute tab in the Device Diagnostics page will show the following:

Ping/Traceroute

2TN200 12:00

-— 192.168.121.118 ping 5Lanstcs —

10 packers mransmeced, 10 recedved, 0.0% packer loss,
ror minvavgimax = 17172 ms

Ping/Traceroute

o Ping: Checks the connection status and speed between the device and the target host. Results include packet loss information,

Operation . - . o
P maximum/minimum data packets size, and the round-trip time of the packets.

Method
o Traceroute: Displays the route and transit delays of packets from the device to the target host. Up to 30 hops can be monitored.



Target Host  Enter the IP address or hostname of the target host.

Table 31: Ping/Traceroute Options

Users could click on the “Start” button, wait for the GDMS system to diagnose the device, and the GDMS platform will print out the results of the diagnostics.

Each operation prints the diagnostics result once, and users could operate the diagnostics multiple times.

© 1o avoid canceling the ping/traceroute, do not leave the Ping/Traceroute page.

Syslog
The Syslog tool allows users to capture logs from a device.
1. To start a capture, click on the Start button on the Syslog page. At any time during the capture, users can clickonthe & button to download the Syslog.

2. Clicking on the End button will stop the capture, and the Syslog will be saved to GDMS.

3. Users can access these saved logs at any time.

Q world € Plan&service - B ryao -
Dizgnostcs > Diagnostics Details

UCMRC Connection Ping/Tracerouts syslog Caprure Trace Network Diagnostics Systerm Status

< Capture Log

e E3

< Device logs

25/12/2021 20:00 rjyao COTAADOABESE_20211225200034 zip 22 00B L

CD:74:AD:0ABE:SE
Public IP
192 168126 56
192.168.126.118
UCME308

Device Category
PBX Device

G/ Diagnostics

English (GMT+08:00) Beijing, Ch
Syslog

o

o An ongoing Syslog capture will end automatically after 7 days.

o For UCM devices, the Syslog download function is temporarily not available.

Capture Trace

The Capture Trace tool allows users to get a network packet capture of a device.

1. Click on the Start button to start the packet capture.

2. Click on the Stop button to end the packet capture.

3.Clickonthe # Dbutton to download the capture file.



Diggnostics -~ Diagnostics Details

UCMRC Connection Ping/Traceroute syslog Capture Trace Network Diagnostics System Status

o Capture Trace
Network captures cannat be longer than 5 minutes. The caprure will stop automancally upon exceeding tis limit.

©Device Trace Files

Default

v o

Creation Time User File Name File Size Options

Device Name
<scripr>teste/seript>

MAC Address
00-0B:82-A4'6C4B

Public IP
192168.129.73

Private IP
192168.129.73

Model
UCME302

Device Category
PBX Device

(3] Diagnostics M
View Maore

English (GMT+0800) Beijing, Ch

Capture Trace

o

o GDMS can only capture up to 5 minutes. An ongoing capture will end automatically after 5 minutes.

o Some models do not support capturing the trace file remotely.

Network Diagnostics

Users can perform network diagnostics on a specific device, including local network status, network packets loss rate and latency, uplink/downlink network

rates, etc.

1. Click the “Start Diagnostic” button to start network diagnosis.

Network Diagnostics
U DRUAUUAST RUMIING FRURIOU ALLFULTI WULIIVAST WIULIWWU  mELEIG. 1
RX packets:33203472 errors:0 dropped:0 overruns:0 frame:0
TX packets: 7600274 errors:0 dropped:0 overruns:0 carrier:0
col lisions:0 txqueuelen: 1000
RX bytes:4739921239 (4.4 GiB) TX bytes:1032359225 (984.5 MiB)
Interrupt:24

Link encap:Ethernet Hiladdr C2:74:AD:0A:8E:9F

inet addr:198.51.100.66 Boast:198.51.100.255 Mask:255. 255 255.0
inet6 addr: feB0::c074:adff:fela:8e97/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1492 Metric:1

RX packets:2442100 errors:0 dropped:0 overruns:0 frame:0

TX packets:2449063 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:213963438 (204.0 MiB) TX bytes:226827485 (216.3 MiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:24342551 errors:0 dropped:0 overruns:0 frame:0

TX packets:24342551 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:1950314906 (1.8 GiB) TX bytes:1950314906 (1.8 GiB)

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref  Use Iface
default 192.168.126.1  0.0.0.0 ue 0 0 0 eth0
192.168.126.0 * 255.255.255.0 U 0 0 0 eth0
198.51.100. 0 A 255.255.255.0 U 0 0 0 hbt0

# Packet loss / delay
10 packets transmitted. 10 received, 0.0% packet loss.
rtt min/avg/max = 219/231/244 ms

# Network Uplink Speed
547.24K8/S

# Network Downlink Speed
722. 65KB/$

Network Diagnostics

SSH Remote Capture

One of the diagnostic tools that the GDMS provides is the ability to perform a capture trace through SSH remotely.

0 Important Note

Please note that SSH Remote Capture is supported currently on the GRP260X IP phones only.



To access the SSH Remote Capture feature please navigate to Diagnostics tab, then click on the corresponding device on which you would like to enable

SSH Remote Capture. Then select “SSH Remote Access” tab.

Dizgnostucs - Diagnostic Details

Ping/Traceroute Syslog Capture Trace Network Diagnostics SSH Remote Access System Status

G ® & O

After starting remote access, the Wireshark tool can be used to capture packets to and from this

Device Name device's RemoteConnect address. (Number of Remote Registered Users)
GRP260x
MAC Address SSH Remote Access
C0:74:AD:35:E5:E0
Public IP
Private IP

192.168.5.120

Model

GRP2603

Device Category

Audio Device
# Feedback English (GMT+01:00) Casablanc
Enable SSH Remote Capture
Riggnost Diagnostic Details
Ping/Traceroute Sysiog Capture Trace Newwork Diagnostics SSH Remote Acoess System Status
& © # O
After starting remaotle access, the Wireshark (ool can be used [0 capture packers to and from this device’s RemoteConnect adadress. (N
GRP260x
CO.74:AD:35:E5:E0
Public IP
Remote Access Address
Expiration Time: 2023/07/21 1431
Private IP
152.1685.120
Mode
GRP2603
Device Category
Audio Device

SSH Remote Capture Enabled

After enabling Remote SSH Capture, a Remote Access Address will be displayed, the user can use the Remote Access Address to capture the ethernet packets
using a packet analyzer like Wireshark. For more information, refer to the following chapter: https://documentation.grandstream.com/knowledge-

base/grp260x-series-administration-guide/#remote-ssh-capture

System Status

Users can view the system status of a specific device through the GDMS platform to diagnose the device problems, including storage space, CPU, memory

information, etc.

1. Click the “Start to Get” button to get the system status from the device in real-time.


https://documentation.grandstream.com/knowledge-base/grp260x-series-administration-guide/#remote-ssh-capture
https://documentation.grandstream.com/knowledge-base/grp260x-series-administration-guide/#remote-ssh-capture

System Status

28/12/2021 18:44

# Storage

Filesystem 1K-blocks Used Available Usel Mounted on
dev/root 1515376 860320 560032 614
devtmpfs 0 1970188 0% /dev
tmofs 0 1970668 0% /dev/shm
tmpfs 7 1316 1969352 0% /tmp
tmofs 36 1970632 Q% /run
tmpfs 7 36 197032 0% /var
tmpfs 7 1912 76916 2% /etc
tmofs 78828 0 78828 0% /media
dev/mapper/dm-data 112796932 614460 106409624 1% /data
dev/mmob 1k0p8 1096576 2820 1038052 0% /update
dev/mmob 1k0p9 174535 82287 83237 50% /log
dev/mmob 1k0p10 999320 56836 873672 6% /ofe

# cPu
Nom: 1045328K used. 2896008K free. 39120K shrd. 93104K buff, 271260K cached
i sirq

CPU: 4 4% usr 2.9% sys 0.0% nio 92 6% idle 0.0% io 0.0% irq 0.0
Load average: 0.35 0.62 0.76 2/576 6732

# Memory

total use free sl
Men: 3941336 1040316 2901020
-/+ buffers/oache: 675952 3265384
Swap* 0 ] 0

hared buffers cached
39120 93104 271260

System Status

End Diagnostics

Click on the End Capture button on the Device Diagnostics page to end diagnostics for the device. All diagnostic processes will stop.

O Ssince GDMS does not allow multiple users to diagnose the same device simultaneously, please make sure that a diagnosis is properly ended by clicking on the End

Diagnostics button.

Diagnostics Records

Users can view the entire diagnostic history of all devices associated with the current account.

Diagnostics

© Diagnostics * MAC Address

©Diagnosis Activity
Time < MAC Address Device Name < Model User Diagnostic Status < Options 1]
2019/08/30 11:17 # 00:0B:82:E2:08:D8 = GXV3370 yxXU & Diagnosing ® O
2019/08/27 09:47 © 00-0B:82:FAES 52 — GXP2140 YXXUSUD O Diagnosing o
2019/08/27 09:42 # 00.0B:82:FAE5:52 - GXP2140 yxxu Completed (SN O)
2019/08/27 09:41 #00:0B:82:F9-E0:F4 - HT812 YXXU & Diagnosing ® O
2019/08/27 09:40 # 00:0B:82:F9-E0:F4 - HT812 yrxu Completed ®
2019/08/27 09:38 #00:0B:82.ED:62:2A — WP820 yxxu O Diagnosing @ C)
2019/08/26 18:13 # 00:0B:82-ED:62:2A - WP820 yXxu Completed Q o
2019/08/26 17-39 © 00:0B:82:D3:97:64 9764-wp820 WP820 yxxu Completed SNO)

Total 8 (1 ] 10/page

Diagnostics Records

1. If a device is currently being diagnosed, click onthe ~ ® button to continue diagnosing or the ¢ button to end it.

2. If a device has been diagnosed already, click on the & button to start another round of diagnosis or the  © button to view the results.
3. View the diagnostic history of a specific device by using the search bar on the top right of the Diagnostic Records page.

4. Users can delete records by selecting one or more items and clicking on the Delete button.



ALERT MANAGEMENT

GDMS has an alert system that will trigger when certain conditions are fulfilled. There are 3 alert levels: High, Medium, and Low.

Alert Notification Settings

Users can view and receive alert notifications in two ways: Message Notification and Email Notification.

Message Notification Settings

This displays the alert as a notification under the  # icon in the top right corner of the GDMS page.

1. To manage message alert notifications, click on the Message Notification Settings button on the top-right corner of

the Alert Management page.

Message Notification Settings

Organization Default
Subscriber emea_test

Notification time All day © Custom

9 20 AM — b 0 PM

@ Add Time

Alert Details VoIP ucm

Alert Details

<]

<

© Account Registration Failed

(<]

© Facrory Reser

© Reboot Device

(<]

© Failed to run task

Select Task Reboot Device Factory Reset

Upgrade Firmware Update Config: Model

Message Notification Settings

Organization Select the organization in question.

Alert Details
VolIP devices alert and UCM devices alert. Users can click Tab and select the alert contents, respectively.
(VolP | UCM)

Notification
Set the time for sending notifications. Only alerts that are generated during this time period will be sent as notifications.
Time



VolP

High Level:

e Account Registration Failed

Medium Level:

Alert Details
e Factory Reset

e Reboot Device
e Failed to Run Task

e Device Offline

UCM

Users can specify what alerts to receive. The following alert priority levels are available:

High Level:

e Device is back online

e Device Offline

e UCM cloud storage space is insufficient or full
e CPU Traffic Control

e Local Disk Usage

e Memory Usage

e Abnormal System Reboot

e System Crash

e Fail2ban Blocking

e SIP Peer Trunk Status

e Network Disk Status

e Remote Concurrent Calls Amount Exceeds Upper Limit

Alert Details
e External Disk Usage

TLS Certificate Expired

Remote Login

Network Port Traffic Alert

High-frequency Outbound Call

Flood Attack

e Outbound Trunk Call Duration Usage

e Outgoing Call Duration Limit Has been Reached
Medium Level:

e Failed to Run Task

e Modify Super Admin Password

e System Upgrade

e User Login Banned

Note: Only the UCM devices that have UCM RemoteConnect advanced plans can report the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be selected.



€ 1 a scheduled task fails to run, the alert notification will be sent only to the task creator.

2. When there are unread alerts, and a user subscribed to alerts logs in, the 82 icon will shake. Hovering over the icon will show the unread messages.

Clicking on these messages will show more details about the alerts.

‘9 s8 System Management yxxu123

Unread Messages Clear All

o 2 devices(s) have been factory
; reset

© 1 device(s) offline for more than 2019/03/
30 minutes

Unread Message lcon

Email Notification Settings

Alerts will be sent as emails to subscribers.

1. To manage email alert notifications, click on the button on the top-right corner of the Alert Management page.

Email Notification Settings X
Organization Default
Subscriber emea_test )
Notification time Allday @ Custom
9 ;. 00 AM — 6 ;| 00 PM
© Add Time
Alert Details VolP UcMm

Alert Details

© Account Registration Failed

@) Facrory Reset

] ) Reboor Device

@ Failed to run task

Select Task Reboot Device €3  Factory Reset €3

Upgrade Firmware €  Update Config: Model €3

Cancel Save

Email Notification Settings

Organization Select the organization in question.



Alert Details

(VoIP | UCM)

Notification

Time

VolP

Alert Details

UCM

Alert Details

VolIP devices alert and UCM devices alert. Users can click Tab and select the alert contents, respectively.

Set the time for sending notifications. Only alerts that are generated during this time period will be sent as notifications.

High Level:

e Account Registration Failed

Medium Level:

e Factory Reset
e Reboot Device
e Failed to Run Task

e Device Offline

Users can specify what alerts to receive. The following alert priority levels are available:

High Level:

e Device is back online

e Device Offline

e UCM cloud storage space is insufficient or full
e CPU Traffic Control

e Local Disk Usage

e Memory Usage

e Abnormal System Reboot

e System Crash

e Fail2ban Blocking

e SIP Peer Trunk Status

e Network Disk Status

e Remote Concurrent Calls Amount Exceeds Upper Limit

e External Disk Usage

TLS Certificate Expired

Remote Login

Network Port Traffic Alert

High-frequency Outbound Call
Flood Attack

e Outbound Trunk Call Duration Usage

e Outgoing Call Duration Limit Has been Reached
Medium Level:
e Failed to Run Task

e Modify Super Admin Password

e System Upgrade



e User Login Banned

Note: Only the UCM devices that have UCM RemoteConnect advanced plans can report the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be selected.

Table 33: Email Notification Settings

€ it a scheduled task fails to run, the alert notification will be sent only to the task creator.

2. When the subscriber receives the alarm notification, the GDMS platform will send an email to inform the subscriber. To avoid the alarm notification

emails disturbing the subscriber, the GDMS platform only can send one alarm notification email to the subscriber’s email box per hour.

) cDMS

Hi, Williamxu
GDMS currently has 2 unread alert(s). Please check your notifications. Click here for details:

Alert Details Alert Type Level Date

Device GXV3370 Test (00:0B:82:E9:A1:08)

_ _ A Device Registration Failed High 2019/03/25 00:29
registration failed

Device GXV3370_Test (00:0B:82:E9:A1:08)

Factory Reset Mediun 2019/03/25 00:28
Factory Reset actory Rese ledium

This is an automatically generated email. Please do not reply.

AboutUs | Contact Us

Copyright © 2019 Grandstream Networks, Inc. All rights reserved

Email Alert Notification

App Notification Settings

The alerts can be pushed to the subscribers through the App notifications.

1. The user can click the button to access the App notification settings interface.



App Notification Settings

Organization Default

Subscriber emea_test (0

Notification time All day © Custom
9 - 00 AN — 6 00 PM
@ ~dd Time
Alert Details VolP UcMm

Alert Details

© Account Registration Failed

© Factory Reset

) Reboort Device

© Failed to run task

Select Task Reboot Device €3  Factory Reset €3

Upgrade Firmware €3  Update Config: Model €
App Notification Settings
Organization Select the organization in question.

Alert Details
VolP devices alert and UCM devices alert. Users can click Tab and select the alert contents, respectively.
(VoIP | UCM)
Notification
Set the time for sending notifications. Only alerts that are generated during this time period will be sent as notifications.
Time
VolP
High Level:
e Account Registration Failed
Medium Level:
Alert Details
e Factory Reset
e Reboot Device
e Failed to Run Task
e Device Offline
UCM

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:



High Level:

e Device is back online

e Device Offline

e UCM cloud storage space is insufficient or full
e CPU Traffic Control

e Local Disk Usage

e Memory Usage

e Abnormal System Reboot

e System Crash

e Fail2ban Blocking

e SIP Peer Trunk Status

e Network Disk Status

e Remote Concurrent Calls Amount Exceeds Upper Limit

e External Disk Usage

TLS Certificate Expired

Remote Login

Network Port Traffic Alert

High-frequency Outbound Call
Flood Attack

e Outbound Trunk Call Duration Usage

e Outgoing Call Duration Limit Has been Reached

Medium Level:

e Failed to Run Task
e Modify Super Admin Password
e System Upgrade

e User Login Banned

Note: Only the UCM devices that have UCM RemoteConnect advanced plans can report the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be selected.

App Notification Settings

SMS Notification Settings

UCM devices that have UCM RemoteConnect service plan can use the SMS Notification function. This function is only supported by some of the UCM

RemoteConnect plans.

1. To manage email alert notifications, click on the button on the top-right corner of the Alert Management page.



SMS Notification Settings

@) UCM devices with advanced plan support SM5 notification function, only available in Mexico, USA, Canada.

Organization Default

Naotification time All day © Custom
12 |: 0-5¢ AM — 12 | 0-59 AM
o Add Time
Alert Details Alert Details

@ Device is back o online

@ Device Offline

0 Local Disk Usage

© Abnormal System Reboot

© Nerwork Disk Status

© Remote concurrent calls amount exceeds upper limit

© External Disk Status

Cancel Save

SMS Notification Settings

Organization Select the organization in question.
Alert Details
VolP devices alert and UCM devices alert. Users can click Tab and select the alert contents, respectively.
(VoIP | UCM)
Notification
Set the time for sending notifications. Only alerts that are generated during this time period will be sent as notifications.
Time
VolP

High Level:

e Account Registration Failed

Medium Level:

Alert Details
e Factory Reset

e Reboot Device
e Failed to Run Task

e Device Offline

UuCM

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:



High Level:

e Device is back online

e Device Offline

e UCM cloud storage space is insufficient or full
e CPU Traffic Control

e Local Disk Usage

e Memory Usage

e Abnormal System Reboot

e System Crash

e Fail2ban Blocking

e SIP Peer Trunk Status

e Network Disk Status

e Remote Concurrent Calls Amount Exceeds Upper Limit

e External Disk Usage

TLS Certificate Expired

Remote Login

Network Port Traffic Alert

High-frequency Outbound Call
Flood Attack

e Outbound Trunk Call Duration Usage

e Outgoing Call Duration Limit Has been Reached

Medium Level:

e Failed to Run Task
e Modify Super Admin Password
e System Upgrade

e User Login Banned

Note: Only the UCM devices that have UCM RemoteConnect advanced plans can report the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be selected.

Notification Settings

2. Click the Save button to apply the changes.

View Alert Notification

The Alert Management page shows all alerts that have been generated by GDMS.

€ Users can be limited by their privileges on the alerts they can view on the Alert Management page. Please refer to the User Management section for more details.



Alerts Email Notification Settings Message Notification Settings App Noatification Settings SMS Notification Settings

Mark All as Read ] ‘ Delete All ] All Types All Levels Ente /T e Filter ~
All Organizations All Systems
Alert Details Type Organization Level 5 Date < Options &3
® Reboot device GXV3350 ( C0:74:AD:0A:8C:70 ) Reboot Device Default Medium 2022/10/03 12:45PM ®
& Device(s) ( C0:74:AD:7D:B3:7A) offline for over 5 minutes Device Offline Default High 2022/09/26 02:15PM ®
@ [EM Device ( C0:74:AD:7D:B3:7A) is back to online Device is back to online Default High 2022/09/26 09:14AM ®
@ Device(s) ( C0:74:AD:7D:B3:7A) offline for over 5 minutes Device Offline Default High 2022/09/23 06:25PM ONG
® [E9 Device ( C0:74:AD:7D:B3:7A) is back to online Device is back to online Default High 2022/09/23 09:08AM (D
@ Device(s) ( C0:74:AD:7D:B3:7A) offline for over 5 minutes Device Offline Default High 2022/09/22 06:25PM (D
@ Device ( C0:74:AD:7D:B3:7A) is back to online Device is back to online Default High 2022/09/22 09:09AM (D
® [EW Device(s) ( C0:74:AD:7D:B3:7A) offline for over 5 minutes Device Offline Default High 2022/09/21 06:25PM ONG
@ Device ( C0:74:AD:7D:B3:7A) is back to online Device is back to online Default High 2022/09/21 05:06PM ON
[ Device(s) ( C0.74.AD.7D.B3.7A) offline for over 5 minutes Device Offline Default High 2022/09/21 01:15PM (D |‘2|
Total 36 n 2(|3|(4]]|? 10/page

# Feedback English (GMT+01:00) Casablanc:

View Alert Notification
o Search: Users can find specific alerts by using the filter and search features in the top right corner of the Alert Management page.

o Latest alarm notification: If the alarm notification includes a red dot at the beginning of the item, it means the alarm notification is an unread

notification. Users could click on the button Mark Al as Read  to mark all unread notifications as “Read.”

o View Details: Users could click on the button ® following the alert notification to view the alert notification details, and the red dot will disappear if
the user has viewed the alert notification details.

Note: When you clickon @, the following information will appear.

Alert Details

Alert Details Device UCM6&302-2 (C0:74:AD:45:3E:40 ) is back to online
Device Model UCM6302
Type Device is back to online
Level High

Date 2023-07-06 09:01

Device Alert Details

o Device Diagnostics: For the device which has a fault, the user could click on the option to access the Device Diagnostics page to diagnose the

device.
o Delete Alerts: Users can delete notifications by selecting one or more items and clicking on the Delete button.

o To display the device that has generated the event, the user can click on the hyperlinked MAC address to view more information about the device.



RESOURCE MANAGEMENT

Firmware Management

Custom Firmware

Users could upload the firmware of the devices to upgrade the associated devices on the GDMS platform.

It is recommended to download the device’s firmware from Grandstream Official website to avoid devices failure.

1. On the Custom Firmware page, click on the Upload Firmware button.

2. Either drag and drop the firmware file to the upload area or enter the firmware file path.

irmware > Upload Firmware

Jpload Method @ ad Filk File Path

Firmware

& Feedback English (GMT+08:00) Beijing, Ch

Custom Firmware

o Upload File: Upload the firmware file directly. Users could drag the firmware file to the uploading area or click on the uploading

Upgrade Path area to select the uploading firmware.

o Enter File Path: File path of the firmware. Please make sure that this file path can be accessed by your devices.

Firmware
This is used to identify the firmware file name. The limit is 1 — 64 characters.
Name
Version
Fill in the actual version number of the uploaded firmware.
Number
Supported
Select the supported device models of the firmware.
Model
Description Description of the firmware. The maximum character limit is 256.

Custom Firmware

3. Once the firmware is uploaded successfully, it will appear in the custom firmware list. Devices will be able to select the firmware when upgrading via

GDMS.



Firmware (Used space 414.47MB) Upload Firmware

Official Firmware Custom Firmware
All Models
Default

wersion Number supported Models st Update Description e Size Options
test 1001111111111 1111,GRP2604,G5C3625,GDS_tes,2612,G..  11/02/ 02:44PM — 3.66MB &
asdasdasd 1 GAC2570,2624W 10/01/2022 0S:35PM 1231 ] 2R3
1002 1002 GD5_test 29/12/2021 06:56FM K — w b
DP7SX_fw_1124 10139 DP750,DP752 25/11/2021 06:05PM — 26 58MB A} i‘
UCMB308_fw_1.0.0.9 ome UCME304,UCME308 24/11/2021 04:50PM - 384.23MB oS

Resources

Firmware

@ Feedback Englisn (GMT-03:00) Beijing, Cn

Finish Uploading Custom Firmware

Official Firmware

The official firmware page lists the latest official firmware for every supported device. This list is maintained and updated by Grandstream.

Firmware New Version Neotfication Settngs

© Dashboard Official Firmware Custom Firmware

& Organization All Models
Default

Firmware Name rersion Numper Supparted Models Last Updated Descriptio File 5ize Options

GRP2600-jhwang 10342 GRP2603,GRP2604 GRP2602 10/01/2022 11:22AM 111 34.04ME 3 i,
1 1 GRP2601,GXP2130 24/12/2021 D8-38PM - 24 47MB o &
UCM6E304_6308_1.0.10.4 UCMB304_6308_1.0.10.4 UCM&308 08/09/2021 10:30AM - - & i.
hitpftest com 12 HTB02, HTBO1.GXWA4216 HT813 20/10/2021 D3 59PM - - o &
1 1111 GRP2601 18/05/2021 10:38AM — _ o &
333333 3333333333 GRP2602 22/04/2021 01°53PM [BUG 1895311 GRP260x_Eve o &
WWWWW WA DP750,GRP2602,DP720 20/10/2021 05:28PM S AT BT A TAE - BN
9999999 99999 GRP2602 22/04/2021 11:458M 312.48M8 o &
1 1 test_voip,test_ucm 2/03/2021 D1 52PM 2 - oL
GRP260x 10135 GRP2602,GRP2601,GRP2603,GRP2604 01/02/2021 05:12PM — - 3 i‘

& Resources

Firmware

[ Feedback English (GMT~08:00) Bejjing, Ch

Official Firmware

€ Official firmware cannot be edited or deleted, and users can only download or push the firmware to upgrade the devices.

Firmware Update Notification Settings

Users can subscribe to firmware update email notifications to keep up to date with the latest firmware releases.

1. Click on the New Version Notification Settings button at the top of the Firmware page. The following window will appear:



New Version Notification Settings b
If a new firmware version is available on GDMS, please send an email to the following address:

[ -] Model
DP720
DP750
GRP2612
GRP2614
GXP1780

GXP2135
GXP2170
GXV3370
GXV3380
HT&01
WP820

Cancel

Firmware Update Notification Settings
2. Users can select the device models they want firmware update notifications for.

3. Click on the Save button to finalize changes.

Push Firmware Update

Using this feature, the user can push firmware updates to the devices directly; this can be performed for devices with various firmware version number, or the
if the user wants to upgrade devices which have a specific firmware version number, the user will be able to specify that version number or specify a range of

firmware versions to be upgraded.

1. Clickonthe 2 button for the desired firmware. The following window will appear:

Push Firmware Update

*Task Time @ Immediate Scheduled Permanent
* Current Firmware Range All Versions

* Target Device(s) @ All devices of this mode Select Devices Enter MAC Address

ncludes devices added in the future

Cancel Save

Push Firmware Upgrade

2. Select the devices to push the firmware to. Users can search for specific devices by entering in a MAC address or name or filter devices by specific sites.



3. Click on Update Now to immediately push the firmware upgrade to devices or Schedule Config Update.

4. Click on the Save button to create the task. Users can check the status of the firmware upgrade on the Task Management page.

Edit Custom Firmware File Info

Users could edit the custom firmware file name, firmware version, and other information on the GDMS platform. Click on the button # to access the

firmware editing page.

O if the firmware file is changed, existing scheduled tasks involving that firmware will still use the original file, not the newly uploaded file.

Download Firmware

Users can download firmware on GDMS by clicking onthe &, button.

© if a firmware on GDMS is using a configured file path, that path will be used when downloading it.

Delete Custom Firmware

Users can delete custom firmware by selecting them in the firmware list and clicking on the Delete button in the top-left corner of the list.

O ifafirmwareis deleted, scheduled tasks associated with it will continue as normal anyway. Once all associated scheduled tasks are completed, the firmware file

will automatically be removed from GDMS

Other Resources Management

Users can upload the resource files (such as ringtone files, wallpapers, language packs, etc.) to the GDMS platform so that users can configure or assign the

resource files to devices at any time.

Upload Resource

1. On Resource Management - Other Resources page, click on the resource files uploading button.

2. Users can drag or click to upload ringtone files, pictures, language packs, and other files, as the figure shows below:



Add Files

4

Click or drag and drop file here to upload

File Type Ring

Cancel

Custom Firmware

Users could drag the file to the uploading area or click on the uploading area to select the file.

Supported file format: gsrt/flac/gsm/ogg/wav/mp3/jpg/png/txt. If the user selects the file type as “Other,” the GDMS platform will not restrict

File

the file format.

File size limit: Bin file/Ringtone — 128K B; Picture/Language pack — 500KB; Other — 5MB.
File

This is used to identify the file name. The limit is 1 — 64 characters.
Name

File Type This is used to identify the file type, such as ringtone, picture, language pack, and Others.

Table 37: Custom Firmware

3. Click the “OK” button to save the file to the GDMS server.

The user can also choose to edit a file, this basically allows the user to upload a file and overwriting the existing one.

o

o When the resource file is uploaded to the GDMS server, users can configure the resource file for the device on the “Set Parameters” page.
o Only some specific models support configuring custom ringtones and language packs, and the supported file sizes are different.

o The new resource files will be loaded after the device is restarted.

View Resource List

Users can view all resources on Resource List under the enterprise, including the uploaded resources.

1. Users can go to Resources = Other Resources to view the resources list.

2. Users can also search the resources by resource type or file name on the resources list.



Other Resources (Used space 319.45KB) Create GUI Config File Upload File

All Types
File Name File Type File Size Updated Time File URL Address Options 3
ca-bundie Other 228.96KB 2022-09-19 12:23 https://eu.gdms.cloud/api/config/resources/do... O & @
ring2 Ringtone 26.94KB 2021-04-08 15:19  https://eu.gdms.cloud/api/config/resources/do... O & @
ring1 Ringtone 63.55KB 2021-04-08 15:18 https://eu.gdms_cloud/api/config/resources/do... l;_l_] é_, EJ/ '@'
Total 3 £ 10/page

Other Resources

Copy File URL

1. On Resource Management - Other Resources page, click the button 0 following the resource file to copy the resource URL.

2. Copy the file URL and paste it to another file download path.

Download Resource

1. On Resource Management - Other Resources page, click the button .+, following the resource file to download the resource.

2. Download the resource file locally.

Modify Resource

1. On Resource Management - Other Resources page, click the button & following the resource file to modify the resource.

2. Users can modify the file and file name.

© If the user wants to re-upload the resource file, the device using this file URL may download and use the new resource file.

Delete Resource

1. On Resource Management = Other Resources page, click the button g following the resource file to delete the resource. Users can also select

multiple resource files and click the Delete button on the top of the page to batch delete the resource files.

2. When the user confirms to delete the resource file, the selected file will be deleted from the GDMS platform.



€ When the file is deleted from the GDMS platform, the device using this file URL still can use the downloaded resource file in the device locally.

GUI Config File

The user can use the GUI Config tool o create a configuration file for a specific model device and store the configuration file on the GDMS storage space.

o On Other Resources, please click “Create GUI Config File”

Other Resources (Used space 0B) || Upload File

All Types

File Name File Type File Size Updated Time File URL Address Options

Upload File

# Feedback English (GMT+01:00) Casablanci

Create GUI Config File

o Choose the model of which you want to create the configuration file.

& GUI Config Tool

=

GAC2570

Choose a model



o Once the configuration has been customized, click on “Save to GDMS”.

& GUI Config Tool Gxvzzan

Contacts Setings  Background Settings Layout Settngs Call Setong: SCTeensaver Settngs Language and Keyboard Taskbar Settings Save to GDMS [ Import Configurations

Backpround Setbmgs E

Layout Settngs =

Language and Keyboard m

Tarskbaer Settings E

Save to GDMS

View Storage Space

All resource files are stored in the enterprise’s storage space. This interface shows the storage space occupied and the total storage space:

1. On the” Resource Management* - ”Storage Space* interface, go to the Storage Space statistics page. This interface shows the storage space taken up

by the custom firmware and the other resource files.

Storage Space

© Storage Space

ou Nave used up of your storage space

Your storage

416.21MB/251.0368

Firmware

Misc, Resources

English |GMT =08 00) Beljing Ch

View Storage Space

O Note

If the current storage space is less than 10% or full, the user can upgrade the plan or clean up the storage space to get more available storage space.

CHANNEL MANAGEMENT

Channel customers and service providers can obtain a list of purchased devices from Grandstream ERP. This list will allow the channel customer or service

provider to:

1. Quickly assign devices to sub-channel customers. These customers will then be able to log into GDMS to manage the devices.



2. Manage devices directly for customers.

Channel customers and service providers will need to contact Grandstream support to associate their GDMS account with an ERP account.

Superior Channel Binding Address

If a superior channel wants to assign devices to the user, the superior channel needs to add the user’s GDMS account as a subordinate channel.
The user needs to copy and send the binding address to the superior channel.

1. Click on the link at the top of the Channel page “View my binding channel address,” as the figure shows below:

Track Device Subchannel

View my binding channel address

View My Binding Channel Address

2. View my superior channel binding address, users could reset/copy the binding address.

Superior Channel Binding Address X

This binding address can be sent to a higher-level channel for
management.

http:/fwww.gdms.cloud/bind?sn=xyGyGU

Reset Address

Superior Channel Binding Address

o Copy: Click to copy the link address to the clipboard.

o Reset Address: Generate another address. The previous link will be invalid.

Add Sub-channel

Users can add sub-channels to GDMS accounts at any time. Once added, the user can assign devices to the sub-channels. To properly add a sub-channel:

Obtain the bind-address from sub-channels to add their GDMS accounts.

1. On the Channel Management page, click on the Add Sub-channel button. The following window will appear:



Add Subchannel

* Link Address

Remarks

Cancel Save

Link Address

2. Enter the provided bind address from the sub-channel into the Link Address field.
3. Add a description or comment for this sub-channel.
4. Click on the Save button to finalize changes.

5. Once the sub-channel is added, users can now assign devices to it via the Trace Devices tab.

i)

o Each user could be the subordinate channel customer for multiple GDMS users.
o Each user could be the superior channel distributor for multiple GDMS users.

o Users could only add subordinate channel customers which are in the same region (If the user is in the region of the United State, the user could only add the

enterprises in the United State region as the subordinate channel customers).

Edit Subordinate Channel Customer

After adding a sub-channel, users can only edit the Remarks field for it. To edit it, click onthe % button for the desired sub-channel.

Edit Channel

Company Name

Remarks | jhzhao company{

Assigned Device Number

Add Time 2019/03/25 08:31

Cancel Save

Add Remarks

Delete Subordinate Channel Customer



To remove sub-channels from GDMS, select the desired sub-channels and click on the Disassociate button. Devices can no longer be assigned to this sub-

channel.

Disassociate the 1 selected company/companies

Disassociate Sub-channel

Track Device

View Device

To view all devices assigned to the account, click on the Track Device tab.

@ GDMS The curre ¢ Bea service of UCM RemoteConnect L Q world - OO’derHstor/ LO rjyao

© Dashboa Track Device Subchannel

&% Organizatior Sync from ERI All Models From Al Filter

Default
AC Address Model Origin mported Time Status Assigned Time Subchanne Options

C0:74:AD:71:AC:50 GXP2160 yXxu company 1234 01/04/2022 04:04 AM figure 18/05/2022 05:02 AM -
€0:74:AD:70:5B:0D GXP2130 yxxu company 1234 01/04/2022 04:04 AM g = = H @ ®
C0:74:AD:71:AC:52 GXP2160 yXxu company 1234 01/04/2022 04:04 AM € 18/05/2022 05:09 AM —
C0:74:AD:71-AF:D5 GXP2160 yxxu company 1234 01/04/2022 03:16 AM g = = H @ ®
C0:74:AD:71-AF-C9 GXP2160 yxxu company 1234 01/04/2022 03:16 AM sig — — H @ ®
C0:74:AD:71:AF.D3 GXP2160 yXXu company 1234 01/04/2022 03:16 AM % — — Fp E‘g @
C0:74:AD:71-AE.B3 GXP2160 yXxu company 1234 01/04/2022 03:16 AM g — = S B ®
C0:74:AD:71:AE:9B GXP2160 yXxu company 1234 01/04/2022 03:16 AM g - = H B ®
€0:74:AD:70:5B:D2 GXP2130 yXxu company 1234 01/04/2022 03:16 AM 2ne = = S @& ®
€0:74:AD:71:AC:5C GXP2160 yxxu company 1234 28/03/2022 11:57 PM - - - S & ® ‘

=

B:: > 10/page
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Track Device

MAC Address The MAC address of the device.

Device Model The model of the device.

Where the device originated from. Currently, there are two values:
Resource o ERP Order — The device’s data was synchronized from Grandstream ERP.
o Main Channel — The device was added by the main channel.

Warehousing Time The date/time the device was assigned to the account.

Allocated: The device has been assigned to a sub-channel and cannot be assigned to other sub-channels.
Status
Unallocated: The device is not allocated to any sub-channel yet.



Outgoing Time The date/time the device was assigned to a sub-channel. The company name of the sub-channel will also be displayed.

Table 38: Track Device

Users can search for specific devices by using the filter and search options in the top-right of the Channel Management page.

O Users cannot directly upgrade the firmware or update the configuration file of the devices from this list. Please refer to Configure Device section.

Device Assignment Notification

When devices are assigned to an account, the g2 icon will show a notification. Clicking on the notification will show the list of assigned devices.

Device Assignment

For the devices which have been sold to the subordinate channel customer, the user could allocate the devices to them. The subordinate channel customer

could log in to the GDMS platform to view and manage the devices.
The user could allocate a single device or allocate a batch of devices:
Assign a Single Device:

1. Click onthe g button for the desired device. The following window will appear:

Assign to Subordinate Channel

* Channel

Cancel Save

Assign Single Device to Subordinate Channel

2. Select the sub-channel to assign the device to.

Assign Multiple Devices:

1. Click on the Device Operation button at the top-right of the Channel Management page.

2. Click on Assign to Subordinate Channel on the Track Device page. The user will be redirected to the batch device assignment page.



Channel

Subchannel

Track Device

Sync from ERP

Upgrade Firmware

MAC Address

00:0B:82:FB:53:8E

00:0B:82:FB:53:8B

00:08:82:FB:53:8C

00:08:82:FB:53:8A

00:0B:82:FB:53:88

00:08:82:FB:53:89

00:0B:82:FB-53:86

00-0B-82-FB-53:87

00:0B:82:FB:53:84

00:0B:82:FB:53:85

Total 48714

Model

GXP1610

GXP1610

GXP1610

GXP1610

GXP1610

GXP1610

GXP1610

GXP1610

GXP1610

GXP1610

Origin

ERP Order

ERP Order

ERP Order

ERP Order

ERP Order

ERP Order

ERP Order

ERP Order

ERP Order

ERP Order

Assign to Subordinate Channel

Import and Configure the Device

3. The user will be directed to the batch devices allocating page:

Channel Management / Assign to Subordinate Channel

Select Subordinate Channel Customer

Device

* Channel

* Select Device

* Execution Device @ Designated Device

All Models

* Execution Device

* Enter MAC

MAC

00:0B:82:E0:EB:48

00:0B:82:E0:EB:49

00:08:82:E0:EB:3E

00:0B:82:DD:29:D3

00:08:82:E0:EC:F8

00:0B:82.E0:EB:3F

00:0B:82:E0:EC:F5

00:0B:82:E0:EB:3C

00:0B:82:E0:EC:F6

00:0B:82:E0:EB:3D

Designated Device

00:0B:82:11:22:33

Enter MAC

All Origins

Model

HT802

HT802

HT802

GDS3705

HT802

HT802

HT802

HT802

HT802

HT802

All Models From All Filter
Imported Time = Status = Assigned Time = Subchannel Options @
2019/08/15 19:07 - - 5 @
2019/08/15 18:07 — — 5 @
2019/08/15 19:07 — — 5 &
2019/08/15 19:07 - - 5 @
2019/08/15 19:07 — — 5 @
2019/08/15 19:07 — _ P
2019/08/15 19:07 - - 5 @
2019/08/15 1807 — — 5 @
2019/08/15 19:07 - — 5 @
2019/08/15 19:07 - - 5 @
<12 4 —| 72 > 10/page
Device Operation Options
Selected Device: 0
Qrigin MAC Model origin
ERP Order
ERP Order
ERP Order 7
ERP Order
ERP Order
ERP Order
ERP Order
ERP Order
ERP Order
ERP Order

Save

Cancel

Assign Multiple Devices to Subordinate Channel

Select the sub-channel to assign the devices to

Select the devices to assign to the sub-channel from the list or enter the MAC addresses of the devices.

0 Enter MAC

00:0B:82:11:22:44

Table 39: Assign to Subordinate Channel

10:0B:82:11:22:33

Copy and Paste Multiple MAC Addresses

4. Click the Save button to finalize changes and the assignment. The sub-channel will then be notified of the device assignment.

o



o The device which has been allocated to a customer cannot be allocated to any customer else.

o When the device is allocated, the user cannot acquire back the device. If the device is allocated to a customer incorrectly, the user could contact the

subordinate channel customer to allocate the device back to the user.

Configure Device

To manage devices from the Channel Management device list, users must first import the devices to GDMS Device Management.

Import Single Device

1. Click on the g button for the desired device. The following window will appear:

Import this device to device configuration?

Import to Manage Device

2. Click on the “OK” button to finalize the import.

Upgrade Task

Users can perform an upgrade task to devices which belong to a specific channel. The upgrading can be triggered to many devices at once or it can be

performed subsequently.

Reseller Channel ~ Add Upgrade Task

* Task Name
Firmware Version
* Upgrade Method @ Concurrent Upgrade 10 device(s Sequential Upgrade
* Current Firmware Range All Versions

* Target Device(s) @ All devices of this model Select Devices Enter MAC Address

@ Feedback English

Add Upgrade Task

Task Name Enter the task name.

(GMT) Casablanca, Mon



Firmware Version Select the device model and firmware version number

Select the upgrade method

Upgrade Method e Concurrent Upgrade: Enter the maximum number of devices which will be upgraded simultaneously. The valid range is 1-

9999.

e Sequential Upgrade: The devices will be upgrade one at a time.

e All Versions: All version are taken into consideration.
Current Firmware Range e Specified Firmware Version: Enter a specific firmware version.

e Firmware Version Range: Enter a range of version number.

e All Devices of This Model: All the devices of the selected model will be upgraded.
Target Device(s) e Select Devices: Select the devices to upgrade.

e Enter MAC Address:

USER MANAGEMENT

The User Management page allows users to view, add, and edit users and manage role privileges. By default, GDMS has one administrator, which has all

available privileges. Roles are sets of privileges that admins can assign sub-users.

Add Role

To add a role with specific privileges, click on the Add Role button at the top right of the User Management - Role page and enter the following

information:
Add Role
Default
= UCM Device Select Permissions voip UCMRC Resources Alerts Reseller Channel Others Order History
Al
Dashboard
Overview
Device Management - VoIP Device
Device List Transfer Device Authorization Management
Import Device De!
Upgrade Firmware Dev
Site Assignment Operation
Task History Enable/Disable Push Notifications
Sync Device Local Configuration Remote Access to Web Ul Remote Access to Device Interface
Device Management - GXW4500 Series
Device List Remote Access to Device Web Ul Import Device ‘
Expor Edit Dev Upgrade Firmware |i|
Eleﬂwa E*-:-c; Is ;-«Te Diagnostics o ; -
VolP Account - SIP Account M2
Englisn (GMT-08.00) Beljing, Cn
Add Role

Role Name Users need to input the name of the role in this field.

Description Users need to input the description of the role in this field.

Select Permissions Users need to select the privileges of the role.

Add Role



O 1 a role does not have the privilege of a feature, the GDMS portal will not show it.

Edit Role

To edit arole’s name, description, and privileges, click onthe [ button for the desired role.

0 Users cannot edit the roles of the default admin account.

Delete Role

To delete arole, click onthe g button for the desired role. If the role includes some sub-users accounts, the role cannot be deleted.

Add Sub-user

To add a sub-user to the GDMS account, click on the Add Sub-user button and enter the following information:

Name

Email Address

Role

Manageable

Organization

Add Subuser
* Name
* Email
* Role

* Manageable organization

Add Sub-user

Users need to input the name of the sub-user in this field.

Users need to input the email address of the sub-user. The sub-user will use this to verify and activate this account, log into

GDMS, and receive email notifications.

Users need to select the role of the sub-user.

Assign the manageable organization to the user, and the administrator could select the manageable organizations from the existing

organizations.

Add Sub-user

Upon creating the sub-user, an activation email will be sent to the configured email address. The sub-user must click on the provided link to activate the

account.



Edit User

To edit a verified sub-user’s role, click on the [ button for the desired sub-user and select the new role. The sub-user’s other information cannot be modified

even by an administrator.

Edit Subuser %
* Name
* Email
* Account
*Role  admin
* Manageable organization Sub-companies 2 sqhuang's Organization
Cancel

Edit Sub-user

For unverified sub-users, administrators can modify the name, email address, and role. Additionally, they can send an account activation email to the

configured email address.

=X
S]

X jhwang-test 123@test.com — admin_backstage yXxu (=]

Edit Unverified Sub-user

Delete User

To delete user accounts, click onthe g button for the desired user. Deleted users cannot log into GDMS.

User Settings

The user can customize his/her settings when logged into the account. To access the settings of the account, the user must click on the name of the account on

the top right corner, then select User Settings.



User Settings

© Basic Info

Main Region Europe (Users/Devices data in the EU server)

“ Display Name
Email
Username
Password

* Company
Company Type
Country/Region
Timezone

Time

Fededddok ke k

Grandstream Networks, Inc.
Company User

MOroccof: salf)

(GMT+01:00) Casablanca, Monrovia

24-hour clock

Delete business account

Delete
Modify
Modify
Modify
Modify

Modify

N1 odi \:i
Modify

Modify

Date YYYY/MM/DD Modify
© Security
Multi-Factor Authentication Disabled Enable
Allow Multiple Device Logins Enabled Close
© Role Info

Role admin

Engish ~  (GMT~01:00) Casablanc

User Settings

This option displays the primary region of the current GDMS account. This can be deleted. After deleting the main region, the data
Main Region
in the current regional server cannot be restored.

Name This option shows the display name for the account.

This option shows the email address associated with the account. To modify this email address, the user will need to enter the
Email Address
current login password.

This option shows the username for the account. This is used for logging into GDMS, and it can be modified. The user needs to

Login Name
enter the password and new login name for authentication. The new login name must be unique.
Password The login password is editable. The user needs to input the original login password to modify the current login password.
Company This option shows the name of the user’s company.
Country This option shows the country of the user.
Time Zone This option shows the time zone of the user.
Time Format Users can modify the time format to 12 hours or 24 hours on the interface.

Date Format Users can modify the date format to MM/DD/YYYY, DD/MM/YYYY, or YYYY/DD/MM on the interface.

Role Info This option shows the current role of the user.


https://documentation.grandstream.com/wp-content/uploads/2023/07/GMDS-User-Settings-1024x788.png

User Settings

Sign Out

Log out of the account by clicking on the username on the top-right corner of the GDMS portal and clicking Sign Out.

€ order History ‘0 riyao

X user Settings
W User Guide

® Feature Guide
[> sign Out

Sign Out

Delete GDMS Account

If the user does not want to use the GDMS platform to manage devices anymore, the user can delete the GDMS account and all sub-accounts of the enterprise.

A After deleting the GDMS account, all data of the GDMS account will be deleted.

1. Click the “Personal Information” option on the name menu at the upper right corner of the main page to enter the personal information configuration

page.

2. Click the “Delete business account” button at the top of the page to delete the current GDMS account. If the enterprise GDMS administration account is

deleted, all sub-accounts under the main GDMS account will also be deleted.

Enable Multifactor Authentication For a User

The administrator can enable the multi-factor authentication for the associated user. To do that please navigate to Users section under System, then check the

box next to the user for which you want to enable multi-factor authentication then click on “Enable Multi-Factor Authentication”.

Users
Users Role Organization Associated Company
Enable Multi-Factor Authenticatior ‘ Remove Multi-Factor Authentication All Roles
Mulci-factor
Name Ema Account Role Organization Creator Status
Authentication
admin World: Default, My Orga Disabled —
admin World: Default, My Orga...  Disabled emea_test
] admin World: Default, My Orga...  Disabled emea_test

Total 3 n

Enable Multi-Factor Authentication For Users

After the multi-factor authentication has been enabled, the users will receive an email to activate multi-factor authentication.

Options

@

=t

&t



&) cpms

Hi

Your super administrator has enabled authenticator app for you. Please click the button below to
complete the authentication (If enabled already, please disregard this email)

Authenticate Now

If clicking on the button above does not work, please copy and paste the following URL into a web
browser
hitps. //www gdms

NIM3JJAMMTMxMSZ5bGx 1b0BncmFuZHNOcmYhbS5jbg

AboutUs | Contact Us

MFA Enabled Email

The user can click on “Authenticate Now” button to access the multi-factor authentication page. The sub-user can only log into his/her account after setting

multi-factor authentication. Otherwise, the user will not be able to log in.

Allow Multiple Device Logins

When this option is disabled, GDMS users will be restricted to open one session from one device using a web browser and one session from the GDMS
mobile application. By default, multiple device logins is enabled. To change this specific settings please click on your account name then select User Settings,
then change the setting on the “Security” category. When the user clicks “Close” this will discoonnect the sessions opened and only this specific session will

remain open, in addition to the latest session opened on the GDMS mobile application. Logging in from another device will close the formerly opened session.

o Security
Multi-Factor Authentication Disabled Enable
Allow Multiple Device Logins Enabled Close
© Role Info
Role admin

User Settings

ASSOCIATED COMPANY MANAGEMENT

Users can add associated companies for management in the GDMS platform. After establishing the association relationship, users can select the associated

companies and share the organizations with the associated companies for management.

Add Associated Company

After adding the associated enterprise, the user can select the associated enterprise and share the organization with the enterprise, so that the user and the

associated enterprise can manage the organization together or assign management permission to the associated enterprise for management.
The user can obtain the binding address from the enterprise with which the user wants to establish the association relationship.

1. The user can access User Management -> Associate Company page, and click the “Add Associated Company” button to add the associated company.

Please see the screenshot below:



Add Associated Company

* Associated Company Binding Address

Remarks

Add Associated Company
2. Enter the binding address of the associated company in the field “My Company Associating Address”.
3. Fill in the remarks of the associated company.

4. The user can click the “Save” button to add the associated company. Once done, the user can view the associated company name, remarks, and association

time on the “Associated Companies” list. Please see the screenshot below:

Add Associated Company

Users
Users Role Organization Associated Company
ranization. View my associated company binding address
Company Name = Remarks Add Time = Options fzii)
yxxu company 1234 yRxuE 25/02/2022 0954 AM =
JhwangayL s et jhwanggi ek 16/02/2022 09.36 AM £
Total 2 n 10/page

Associated Companies List

Edit Associated Company

On the “Associated Company” list, the user can click the button [ to access the “Edit Associated Company” interface to modify the remarks of the
associated company.
Edit Associated Company

Company Name

Rermnarks yxXXu company

Add Time

Cancel

Edit Associated Company



Disassociate Company

If the user wants to disassociate the relationship with the associated company, the user can select the enterprise and click the button | Disassociate

disassociate the association relationship.

yxxu company 1234

Jhwanggg-LEIRF

Users

0 Note

Associated Company

| 25/02/2022 0954 AM &

Jhwangat 16/02/2022 09:36 AM #@

& Feedback English (GMT+08:00) Beijing, Ch

Disassociate Company

After disassociating the association relationship, the shared organizations will not be affected, the organization can also be managed by the previously associated

enterprise.

ORGANIZATION MANAGEMENT

If users want to manage devices in multiple subordinate organizations, users could create multiple organizations (such as customer enterprises, sub-

to

companies), and assign the devices to multiple users to manage separately. The devices, SIP accounts, and other parameters are separated between different

organizations. The data in a specific organization can only be viewed and managed by the administrator who has permission.

All devices and data are in the “Default” organization by default.

Multiple organizations and administrators:



Register enterprise accounts on GDMS platform
(e.g. service provider, channel providers, etc.)

( f

Default Organizations

Davices Config R
Mangement Template L

\

ﬁ)rganization - AAA (e.g.subsidiaries) \

Devices Config
Mangement Template

Diagnostics

A

System
Mangement

-\

Switch Organization

SIP
Account

SIP

Account

[Organizau’on- BBB(e.g. subsidiarieh

Devices Config DiagnosHes
Mangement Template &n

/

i
"

Branch Administrator B

Multiple Organizations and Administrators

If the user has permissions for multiple organizations, the user could switch to manage different organizations.

1. Click the drop-down box of the Organizations menu at the upper left corner of the page to select the organization the user wants to manage.

2. After switching the organization, the user only could view/edit the Device, SIP Account, Template, and other data under the organization.

&) GDmMs

3 ucM Device

-5

Add Organization

UCM Device

MAC Address

COT4:AD: 244834

00:0B:83:00:00:01

@ CD:74:AD:0A BESE [ Host~ |
@ COT4:AD:3C:C1:22 [Spare |

CO:74:AD:DABESA

8496

@ 00.0B:82.A4.6C.48

ript>test</script

® 00:08:82:A4:6E-BF

beblagadfgadisebiagadigadibenfagadigadicen

Refresh List

@ world «

All Models

192.168.129 60:5061(TLS) -+

2222232123123123.a gdms.cloud:5061(T... -

2222222123123123 a.gdms cloud: S06UT... +

192.168.131.187:506 1(TLS) **

192.168.129.73:5061(TLS) -~

Device Model Firmware Version Plan Server Address
Basic (Beta)
UCME304 - — -
UCMe301 1.0.13.3 Platinum (Beta}
UCME308 10127 Platinum (Beta)
hahan 1.0127 Platinum (Beta)
Platinum (Beta)
UCMe308 1.011.2 T
UCME3D2 10134 Platinum (Beta)
Platinum (Beta)
UCME302 004160 g =

The user could create an organization if the user has permission.

1. On the menu at the right side of the page, select System Management > User Management, and select the “Organization” tab, click the “Add

Organization” button at the upper right corner.

Switch Organization

2. Fill in the information of the organization as shown in the following figure:

Site Name

Default

Default

Default

Default

CO.74:AD.0ABE:9A

00:08:82-Ad:6C-4B

000B82A46EBF

Ea Plan & Service

Options

&
©@ 6 6 ©

©

59
©

A  nyao v

Export Device

Filter ~

@

[
@]

(GMT-08:00) Beijing, Ch

/



Add Organization

@ Create subordinate organization (e.g. customer's company). Devices and SIP accounts for
each organization will be managed separately. View detail

* Qrganization Name

Assign User rjyaoxxcc €3

Clone Organization

* Owned Subsystem VoIP System UCMRC System

Description

Add Organization

Organization
Input the name of the organization.

Name

Assign User Select the users who will have permission to manage the organization.

Clone This is used to select to copy data from other organizations, the data include SIP accounts, model templates, group templates, sites, etc.
Organization When the organization is created successfully, the data under the specific organization will be copied to the current organization.
Owned Select the subsystems that the current organization belongs to, including the VVolP system and UCMRC system. If it belongs to multiple
Subsystem systems, the relevant data such as site data, VVoIP device, and SIP account information can be shared across systems in the organization.
Description Input detailed descriptions of the organization.

Table 43: Add Organization

3. Click the Save button to save the organization in the GDMS platform.

4. The system will switch to the newly created organization by default, and the user could add devices to the newly created organization for management.

Edit Organization

Users could edit the organization’s information at any time.

1. On the menu at the right side of the page, select System management = User Management, and select the “Organization” tab to view all organizations

under the account.

2. Click on the button [ following the organization name to access the editing page. The user could edit the organization name, the administrator of the

organization, and descriptions, as the figure shows below:



Edit Organization

@) Create subordinate organization (e.g. customer company/subordinate company),
the devices and SIP accounts for each organization will be manged separately.

* Organization Name Default Organization
Assign User = yxxu  rjyaoll € ylluo123 €  yxxusub &

Description

Cancel Save

Delete Organization

1. On the menu at the right side of the page, select System management - User Management, and select the “Organization” tab to view all organizations

under the account.

2. Click on the Delete button following the organization name, the organization will be deleted completely after confirmation, including the SIP accounts,

Edit Organization

templates, tasks, diagnostics histories, and other data under the organization.

A i there are devices in the organization, the organization cannot be deleted. Please transfer the devices to other organizations before deleting the organization.

Share Organization

The user can select to share the organizations with the associated enterprises. There are 2 methods of sharing permissions: Co-management and Authorized

Management.

1. On the “Organization” management interface, the user can select the organization that the user wants to share with another enterprise for management and

click the button to access the “Share” organization interface. Please see the screenshot below:

Share

) Organizations can only be shared between enterprises in the same region.

* Share Permission

* Associate Enterprise

Cancel

Share Organization




There are 2 methods of sharing permissions to another enterprise: Co-management and Authorized Management.

Co-management: After sharing the organization, the user can manage the organization with the associated enterprise together.
The associated enterprise can manage all devices in the shared organization and view the related data.

Notes:

e If the user sets to “Co-management”, the associated enterprise can manage the organization, but the associated enterprise

cannot delete the shared organization.

e |f the user has shared the organization with one associated enterprise for management, the user cannot share the organization

again with any other enterprise.

Authorized Management: After sharing the organization to the associated enterprise, the user can fully authorize the

Share Permission management permissions to the associated enterprise for management, and the user does not have permission to manage this
organization anymore.

Note:

e If the user sets to “Authorized Management”, the user cannot make any operation to this organization, and the organization

information will be removed from the user’s “Organization” list. The data in the organization will be transferred to the

associated enterprise for management.

e After sharing the organization through the “Authorized Management” method, the associated enterprise can

manage/edit/delete the organization.

e After sharing the organization through the “Authorized Management” method, the associated enterprise can share the

organization again with another associated enterprise.

Associate Enterprise The user needs to select the associated enterprise with which the user wants to share the organization.

Share Organization

2. The user can select the “Share Permission”: “Co-management” or “Authorized Management”.

Share

{) Organizations can only be shared between enterprises in the same region.

* Share Permission

* Associate Enterprise Co-management

You can manage the current organization along with
the associated enterprise.

Authorized Management

The current organization can only be managed by
the authorized associated enterprise. You are not
allowed to manage it.

Share Permission

3. Select the associated enterprise to which the user wants to share the organization.
4. After clicking the “Save” button, the selected organization will be shared with the selected associated enterprise.

5. After the operation steps above, the user can view the organizations which were shared with other associated enterprises and shared with other associated

enterprises on the “Organization” list. Please see the screenshot below:



Q world ~ € OrderHisory 42 yowui22

e

User Role Organization Associated Enterprise

All Subsystems

Organization Name User Owned Subsystem Description Last Updated Options @
Default Organization KU, yxxUsuD, 333, 444, yxxuchild, znndeng-te . VoIP, UCMRC 2021/09/28 05:43AM £
mnin g Yk, Jnwangsup VoIP, UCMRC Www 2022/03/03 08.20AM ¥ <

T IRZ-EFEF111111_20220224200... yHxu VolP, UCMRC 2022/03/16 10:52PM = < o
12123 yxxu, jhwangsub, riyao@grandstream.cn VolP, UCMRC 2022/01/07 05:40AM 4 < ﬁ
123123 [< ] volp - 2022/03/03 08:20AM ¥ 4
123321-%FEE yxxu, 111111111 @test.com, 22222222222@tes. VolP, UCMRC eyl 2022/03/01 12:48AM < T
saasaasanssad U Vol UCMARC - 2022/03/03 09 09AM M < W
ceshi [£] yxxu, 10@(est com, 22222223222@(esccom, 1 VoIP - 2020/07/30 12:06AM XU
gateway yixu, 333, 383961310@q9.com volP - 2021/09/01 12:19AM = < O
grp260x yxoxu, 10@test com, 11@test com volP - 2022/02/25 05:33AM = < &
Total 19 n 2/ 10/page

English -~ (GMT.03.00) Salvador

Organization List — Shared Organization

: The label indicates the organization has been shared with another associated enterprise for management together.

=) : The label indicates the organization is shared with another associated enterprise for management together.

9 Notes

o The organization can only be shared between the enterprises in the same region. If the selected associated enterprise does not enable the service in the current
region, the user needs to inform the associated enterprise to enable the service in the current region so that the organization can be shared with the associated

enterprise.

o The user can access the User Management -> Associated Enterprises interface to add the associated enterprises.

Cancel Sharing Organization

The user can cancel sharing the organization with the associated enterprise.

1. On the “Organization” list, the user can select the organization with which the user wants to cancel sharing with the associated enterprise and click the

button to cancel sharing with the organization. Please see the screenshot below:

Cancel sharing organization "111111111"?

Cancel Sharing Organization



2. After canceling sharing the organization, the user will get the organization management permission back, and the associated enterprise cannot manage this

organization anymore.

0 Notes

o After canceling sharing an organization, the user can share the organization again with another associated enterprise.

o The user can cancel sharing the organization only if the user sets the “Co-management” method when sharing the organization. If the user sets the method to

“Authorized Management”, the user does not have any management permission after sharing the organization with the associated enterprise.

Return Organization

After receiving the shared organization, the associated enterprise can return the management permission to the user.

On the “Organization” list, the user can view the received shared organizations and select the organization to which the user wants to return it by clicking the

button < as the screenshot shows below:

.

Return shared organization "ceshi"?

Return Organization

2. After returning the organization, the organization will be removed from the “Organization” list of the associated enterprise, and the associated enterprise

will lose the management permission the organization.

SYSTEM LOG

Users could view all operation logs of the system, including the login/logout logs of the user, adding new devices, deleting devices, adding SIP accounts,
deleting SIP accounts, firmware upgrading/downgrading logs, updating configuration files for devices, devices factory reset logs, devices diagnostics logs,

creating model template logs, etc.

On the menu at the right side of the page, select System management - System Log, and users could view all operation logs of the system. Users could also

search the operation logs by level, operation contents, operators, and time.

€  uUsers could only view the system logs for the last 30 days.



&° Grandstream

System Log
All Levels All Operanons All Organizarions Filter ~

Username Log Contents IP Address Level Organizatior Operating Time

Grandstream Edit Email Address 192168126 66 High — 2019/11/07 14:04

Grandstream Sign Out 192.168.126.66 Low - 2019/11/07 14:03

Grandstream Ping/Traceroute: 00-0B:82-9A:BF:2C 192.168.126.157 High Default Organization 2019/11/07 14:01

Grandstream Factory reset 1 device(s): 00:0B:82:F5:05:C4 {Immediate Task) 192.168.126.66 High Default Organization 2019/11/07 14:00

Grandstream Upgrade Firmware: Device C0:.74AD.05:C6.6C,C0:.74AD.0504:82, 2devi..  192.168.126.66 High Default Organization 2019/11/07 14:00

Grandstream Reboot 2 device(s): C0:74:AD:01:85:00,C0:74:AD:05:C4:C0 (Immediate Ta... 192.168.126.66 High Default Organization 2019/11/07 14:00

Grandstream Ping/Traceroute: 00.0B:82.9A:8F.2C 192168126 157 High Default Organization 2019/11/07 13:59

Grandstream Email Notification Settings 192.168.126 66 Low Default Organization 2019/11/07 13:59

Grandstream configure Account: 00:0B:82:9A:8F 2C 192.168.126.157 High Default Organization 2019/11/07 13:59

© System
Grandstream Sign In 192.168.126.66 Low - 2019/11/07 13:59
Total 1736 < 2 B & - 174 > 10/page
=) System Log .
& Feedback English (GMT+08:00) Bejjing, Ch
System Log
Users can click on the button | €3 Plan & services | in the top right corner to view UCM RemoteConnect plans and the services offered with each plan. When
the user clickson 8, My Plans he/she will be able to view general information about the types of purchased plans.
My Plans
All Statuses
Plan owner Subscription Time Expiration Time Status Options ]
UCM RemoteConnect (C0:74:AD:7D:B3:7A)
2022/08/15 2024/08/15 e O v 4
Grandstream
Toral 1 [ 1] O/page

o To view the history of all purchases, the user should click on O
o To ask for help to purchase a RemoteConnect plan, the user should clickon & .

o To edit Cloud IM settings, the user should click on 4 .

By hovering over with the mouse pointer and clicking on & ucwremoreconnecrsenices - yOU Will access the UCM RemoteConnect website, on which the user can

find all the details of the services provided by RemoteConnect.

Info

The user can access the UCM RemoteConnect by typing the address https://ucmrc.gdms.cloud/home in the address bar in the web navigator.

UCM RemoteConnect Plan

o Supports only for UCM63xx. When the user adds the UCM63xx device to the GDMS platform, the user can apply for a UCMRC advanced plan for a free

trial.

o Complete NAT penetration mechanism. Users can use it directly without complicated configuration, so it can ensure the remote communication
requirements through external networks (including Wave application in mobile phones/desktop clients for registration/communication through external

networks).

o UCM Remote Management: There are 3 levels according to the plans, including View device information (e.g. Firmware version), SIP accounts

synchronization, remote restarting UCM device, upgrading UCM, and remote access to the UCM Web UI.


https://ucmrc.gdms.cloud/home

o GDMS Cloud Storage service is provided with bonus cloud storage space. This is used for backup configuration files and user data for UCM.
o UCM data statistics report is provided and sent to the administrator through email.

o UCM Cloud IM Plan provides cloud IM communication services for UCM devices. After purchasing this plan, Wave users can use the cloud IM system,

and the chat data will be stored in the cloud system.

0 Notes

o Users can view the details of different plans on the official website.

o Users can only apply for the free trial of the UCMRC advanced plan once for each UCM device that is associated with the GDMS platform. If the user
purchases a UCMRC plan which is different from the free trial plan, the current free trial will expire and the purchased UCMRC plan will take effect

immediately.

o Please refer to UCM63xx User Guide on the official website for details about Using the remote call function on UCM/Wave application, backup files to

GDMS cloud storage space, restoring backup files, and viewing the details of remote call records.

UCM Cloud IM Service

UCM CloudIM Plan provides cloud IM communication services for UCM devices. After purchasing this plan, Wave users can use the cloud IM system, and
the chat data will be stored in the cloud system.UCM Cloud IM service is an add-on service of the UCM RemoteConnect plan, and it provides cloud IM

communication services for UCM devices. After purchasing a UCMRC plan that contains the Cloud IM service, the Wave user can use the cloud IM system,
and the chat data will be stored in the cloud system.UCM CloudIM Plan provides cloud IM communication services for UCM devices. After purchasing this

plan, Wave users can use the cloud IM system, and the chat data will be stored in the cloud system.

o Supports unified communication across multiple UCM devices in different regions.
o Provides cloud communication service with high performance, large storage, and multi-function.

o Starts to use UCM CloudIM service, which is not limited by the performance and storage space of UCM devices. Phone calls and messages are not

affected by each other.

o The user needs to purchase the UCM RemoteConnect plan which contains the Cloud IM service. After purchasing the plan, the user needs to enable the service on

the GDMS platform before using the service.
o After enabling the UCM CloudIM plan in the UCM device, all chat data will be stored in the cloud system. The local chat history will not be viewable.

o Each UCM CloudIM plan can be bound to the multiple UCM devices in a certain enterprise so that the users of the multiple UCM devices can send 1M messages,

create groups, send meeting notifications to each other, etc.

o When the UCM RemoteConnect plan which contains the Cloud IM service expires, the Wave user

Enable Service

Prerequisite: The UCM plan contains the permission for this function.

2 services | to access the “My Plans” list, select a UCM RemoteConnect plan which contains the Cloud IM

1. The user can click the button | €3 rian

service, and enable the Cloud IM service on the GDMS platform.



My Plans

All Statuses
Plan owner Subscription Time = Expiration Time < Status Options &
UCM RemoteConnect (CO:74:AD:7D:B3:7A)
Enterprise : Default 2022/08/15 2024/08/15 Active O v 4
( 1 IM Service Grandstream
Total 1 n 10/page

2. The user can click the button

My Plans

4 1o access the “Edit Cloud IM” interface. Please see the screenshot below:

Edit Cloud IM

Cloud IM ‘:)

Region US Region

* Enterprise Name for the Plan

* Cloud IM maximum storage space (MB)

Enable Cloud IM

Region

Enterprise Name

Cloud IM Maximum

Storage Space

Cancel

Edit Cloud IM

After purchasing a UCMRC plan that contains the Cloud IM service, the user needs to enable the Cloud IM service on the GDMS

platform.
Note:

If the user wants to disable the Cloud IM service which is currently in use and will no longer use it, the data in the Cloud IM

server will be cleared after disabling it.

US Region / EU Region

Note:

e |t is recommended to select the nearest region to the UCM device.

e |f the user switches to another region, the data in the Cloud IM server will be cleared.

The user can customize the name of the enterprise which will use the Cloud IM service.

The user can edit the maximum available storage space for the Cloud IM service.

Note:

e The user needs to allocate some space from the cloud storage space for Cloud IM service usage.
e The configured storage space must be larger than the space currently used by the Cloud IM service and smaller than the

available cloud storage space.

Edit Cloud IM



9 Note

On the UCM Devices list, the user can click to view the plan information of the selected device and enable the Cloud IM service for the specific device.

MAC Address Device Model = Firmware Version Server Address Plan Site Name Options 3]

CO:74:AD:2E:B2:CE

duwel UCMe302 1.0.1511 c074ad2eb2c6 bgdms cloud-5061(TLS) - Enterprise Default @ O

Access Server ()
COTEADATAEAS ueme30 - - c074ad2eb2¢6.b.gdms.cloud (Wave App User Guide) (O C]
c074ad2eb2c6.b.gdms cloud:5061 (SIP Configuration Guide)

00:0B:82:A4:6E:B9 [ Host ~

o UCM6302 1.0.155 000082a46eb9-11 Storage Space 0B/10.00GB 0O& 0
HE
Total Sessions 64 (Maximum Number of Concurrent Remore Sessions)
CO-74-AD:0A-BE:9A | Spare ~ =
UCMB6308 1.0119 000082346e09-11 Device Plan UCM RemoteConnect - Enterprise (12/05/2024 expires) & ® @

'&H#9E;"

10.00GE Cloud Srorage Space

Cloud IM Service (12/05/2024 expires) Fu
C0:74:AD:29:68:00 UCME308 - — @ (@]

PENGINgG DEINEry

UCM Device -> Enable Cloud IM

3. Click the “Save” button to get the UCM Cloud IM Service, and the user can view the Cloud IM service domain name, service ID, and Key.

X

Apply successfully!

Service Domain im.gdms.cloud
Service ID 100008 [OJ)
Service Key 07b2b277%" i §- 4 wid! 1232328c7852¢ )
Expiration Time 2021/07/11

You can copy the above information to bind CloudIM plan in UCM device, or
bind it in GDMS now.
More

Bind UCM Device

Not now

Cloud IM Credentials on Web Interface

4. The user can quickly bind the UCM device for the Cloud IM service so that the UCM device can start to apply the Cloud IM service quickly.

Bind UCM Device X

A CloudIM account supports binding multiple cross-region UCM devices, and can also be bound on the UCM device management platform.

Enter the department, MAC address of the device and dial prefix

US-UcMm C0:74:6D:0A:8E:88 (sghuz ~ 99 [ x ]
CN-UCM C0:74:AD:06:9B:7D © | 88 [ ]
© Add Device

Bind UCM Device

9 Note



The user can also copy the service ID and service key and bind the UCM device to the UCM device management platform. The user can go to the UCM Web Ul a

System Settings a Cloud IM interface and enter the Cloud IM involved information in the blanks. The corresponding IM data are placed in the Cloud IM external

Server.

IM Settings

Cloud IM Service IM Server

Enable Cloud IM
Local Proxy:
* Cloud IM Server Address:

To view the external CloudIM server address, please go to

RemoteConnect

* Seryice 1D:

*

* Department Name:
Trusted User:

Prepend:

Bind UCM Device on Web Ul

o The bound UCM device also needs the UCMRC plan which contains the Cloud IM service.

o For the Cloud IM service in the UCMRC plan free trial, when the free trial expires, the user cannot use the Cloud IM service on the GDMS platform, and

if the user wants to use the UCM device data in the Cloud IM service in the UCMRC plan free trial, the user needs to transfer the data to the newly

purchased Cloud IM service.

View UCM CloudIM Plan Service ID and Key

In “My Plan” interface, find the UCM CloudIM plan, click the icon @ to view the service domain name, service ID, and Key of this plan.

My Plans > Plan Details
Cloud IM
Service Domain: im1.gdms cloud Service ID: 100070
Plan Storage: 11MB (08 Used — 0%) Service Key: 87ded199300¢4e90990807f4db7¢ 708
Order ID Plan Type Subscription Time Expiration Time Options &
Enterprise
16311909435628432 Additional 1OU.CI0:1(%lrren[ Femote sessions Upgrade 09/09/2021 14/04/2025 ﬁ'
100GB Storage
View Service ID and Key
O ifthe storage space of this plan is full, the user cannot send files and pictures.
Manage Bound UCM Device
1. In My Plan interface, find the UCM CloudIM plan, click the icon  » .
UCME302 (00:0B:82:A4:6E:BF)
UCM RemoteConnect i Defaull
nterpris 26/08/2021 26/08/2022 Active O v 4
Cloud IM vy



Find UCM CloudIM Plan

2. View the UCM devices which are bound to the UCM CloudIM plan. It allows users to add/delete devices. Please see the screenshot below:

Bind UCM Device X

A CloudIM account supports binding multiple cross-region UCM devices, and can also be bound on the UCM device management platform.

2021/03/26
Q  Usum 99 =
Enter the department, MAC address of the device and dial prefix
CN-UCM C0:74:AD:06:9B:7D 88 [ ]

© Add Device

View Bound UCM Devices

Department Name Enter the name of the department using this UCM device so that the contact details in the Wave application can be viewed.

Enter the MAC address of the UCM that uses the UCM CloudIM plan. It only supports the UCM devices which have been
associated with the GDMS platform.
Note:
UCM MAC Address
e For the UCM devices which have not been associated with the GDMS platform, the user can only log in to the UCM

management platform to configure the Cloud IM services.

e The bound UCM device also needs the UCMRC plan which contains the Cloud IM service.

The dial prefix required to dial this UCM device must be the same as the trunk dial prefix configured in the UCM. Please refer to the

UCM Administration Guide for more details.
Dial Prefix

For example, there are UCM A, UCM B, and UCM C. If the configured prefix of UCM B and C to dial A is 99 (configured trunk),

then when the user adds UCM A, the user needs to configure the dial prefix to 99.

O Note

If the user adds/deletes/edits department names, the status will show as the icon ¢ until the UCM is online and synchronized, and then the updates will be

applied.

Edit Enterprise Name
1. In My Plan interface, find the UCM CloudIM plan, click the icon .

UCM RemorteConnect UCM6302 (00.0B.82.A4.6E.BF)
Enterprise Organization: Default

Cloud IM Service Wy 26/08/2021 26/08/2022 ve Qv fu
CM Device: 1 &

Find UCM Cloud IM Plan

2. The user can modify the name of the enterprise, and the new name will be applied immediately.



Edit Cloud IM

coudiv @D

Region | US Region

* Company Name for the Plan Grandstream

* Cloud IM maximum storage space (MB)

Cancel

Edit Enterprise

(i Currently, the enterprise name is only used to remark the UCM CloudIM plan, and it will not be displayed elsewhere.

Cloud IM Maximum Storage Space

1. In the “My Plans” interface, find the UCM Cloud IM Service, and click theicon 4, .

UCM RemoteConnect UCME302 (00:08:82 A4 6E.BF)
Enterprise Organization: Default
e o 26/08/2021 26/08/2022 Active Qv
Cloud IM Service Yy o
UCM Device: 1 §

Find UCM Cloud IM Plan

2. The user can modify the maximum storage space of the Cloud IM service. The configured Cloud IM service usage storage space must be smaller than the

currently available storage space and larger than the currently used storage space.

Edit Cloud IM

Cloud IM ()

Region US Region

* Company Name for the Plan Grandstream

* Cloud IM maximum storage space (MB)

Cancel

Cloud IM Maximum Storage Space

0 Notes

o The user needs to allocate some space from the cloud storage space for the Cloud IM service usage.

o If there is no more available cloud storage space, the user can contact the device distributor to upgrade the UCM RemoteConnect plan to a higher-level plan

or purchase an add-on storage space plan to obtain more cloud storage space.



IM File Limit

The user can set the maximum limit size of the file that the user can send at one time. To set the limit, please refer to the screenshot below.

Cloud IM ‘)

Region
Company Name for the Plan
Cloud IM maximum storage space (MB)

Message Read Receipt @)

* Chat File Limit (MB) 50

Cancel

Edit Cloud IM

o Chat File Limit (MB): The single file size limit in the Wave instant chat. The size limt is between 10MB and 100MB.

It also cannot be greater than the total size of Cloud IM Maximum Storage Space.

Synchronize UCM Data in Cloud IM Service Free Trial

For the Cloud IM service in the UCMRC plan free trial, when the free trial expires, the user cannot use the Cloud IM service on the GDMS platform, and if

the user wants to use the UCM device data in the Cloud IM service in the UCMRC plan free trial, the user needs to transfer the data to the newly purchased

Cloud IM service.

) cpbmMs

My Plans
© Dashboard

% Organization
sa LT Plan

Default
UCM RemoteConnect

UCM RemoteConnect

UCM Cloud IM

SIP Server

U Device Management -~

3 Device Template

1. The user can hover the mouse pointer on | £3

Owner

(CO:74:AD:50:FB:98)

(CO:74:AD:45:3E:40)

Grandstream

Bind UCM Device

Cloud IM Service Free Trial

click the button

previous Cloud IM service on the list of the plans, click the button

Subscription Time

2022/0517

2022/04/01

2021/05/27

Lo My Plans
i

€ Plan & services | Q EURegion ~ AP
All Statuses
Expiration Time status Options
2022/08/17 Expired OM=;
2022/07/30 xpired ORA=
2022/07/30 Expired O

# Feedback English (GMT=01:00) Casablanc.

to access the “My Plans” interface, select the

and select the newly purchased Cloud IM service so that the UCM device data in

the previous Cloud IM service will be transferred to the newly purchased Cloud IM service.



Sync UCM Data

Device information from a UCM Cloud IM plan can be transferred over to other Cloud IM plans

Plan Owner Cloud IM Owner Expiration Time

UCM RemoteConnect
2022/05/01

Enterprise

UCM RemoteConnect
2023/04/01

Enterprise

UCM RemorteConnect
2023/03/29

Enterprise

UCM RemoteConnect
jlwangtest0212 2022/06/03

Enterprise

M Remot nnect
S C0:74:AD:06:DE:21 2022/05/11

Enterprise

UCM RemorteConnect )
jlwang2333 2023/04/13

UCM RemoteConnect
mhong-test 2023/03/28

Enterprise

UCM RemoteConnect
- 2023/04/21

Fnrernrise

Sync UCM Data

2. The user needs to select the main plan which contains the Cloud IM service, click the button m to access the Cloud IM service editing interface,

and the user can customize the enterprise name, and allocate the maximum storage space for the Cloud IM service.

Sync UCM Data X

After saving, the data from the old Cloud IM plan will be synced to the current plan, and the current plan's existing Cloud IM data will be overwritten.

cloudim @)

Region

* Company Name for the Plan Grandstream

* Cloud IM maximum storage space (MB) 1024

Cancel

Sync UCM Data — Edit Cloud IM

3. After clicking the “Save” button, the UCM device data in the previous Cloud IM service will be transferred to the newly purchased Cloud IM service of the

UCMRC plan.

9 Note

o |If the newly purchased Cloud IM service has been enabled and there are some existing data in the service, after transferring the UCM data to the Cloud IM

service, the data in the newly purchased Cloud IM service will be cleared.



o If the previous Cloud IM service has expired over 1 month, the synchronized UCM data will not contain the chat history and files, and it will only

synchronize the UCM device information.

Purchase Service

Users can purchase one or more UCM RemoteConnect plans and assign them to the corresponding UCMG63xx devices. If the user wants to purchase a UCM
RemoteConnect plan, the user needs to contact the device distributor to learn more details about the plan and purchase the plan. The GDMS platform does not

provide the purchasing service online. Users can purchase one or more UCM RemoteConnect plans and assign them to the corresponding UCM63xx devices.

Note:

If the user cannot contact the device distributor, the user can access the “UCM Devices” list -> Plans or by hovering on | € Plan & Services |the clicking on

X My Plans to view the “My Plans” list and click the button = to access purchasing interface. Then, the user can click the “Help” button so that the

GDMS platform will inform the device distributor to contact the user as soon as possible.

Purchase Plan

UCM RemoteConnect plans are sold by authorized dealers. View All Plans

Please contact the dealer from whom you originally purchased the UCM device from to order a
UCM RemoteConnect plan.

Ask for Help:
© | want to purchase a UCM RemoteConnect plan, but | cannot contact the dealer.
| have questions about the plan specifications.

Other problems

Services Interface



s UCM RemoteConnect

View My Plans

Click on the Plan and Services

the current enterprise.

) cDMSs

@ Dashboard

& Organization

Default

0 Call Quality

View all plans on the Plans menu:

o Active

o Expired

Please fill in the UCM RemoteConnect plan you prefer to purchase and the contact information.
Device MAC Address CO:74:AD:45:3E:40

UCM RemoteConnect Plan

Company Name

“Your Name

* Phone Number

Email Address

Job Title

Describe the problem

e on the upper right corner, the click on % My Plans . This page displays all purchased plans by
© Plan&services | @ world ~ M emea_test ~
My Plans
All Statuses
Plan owner Subscription Time Expiration Time Status Qptions 3
UCM RemorteConnect (CO:74:AD:7D:B3:7A)
randstrean 2022/08/15 2024/08/15 Active O v 4
&
Tota n e

# Feedback English (GMT=01:00) Casablanc:

View UCM RemoteConnect Plans

o About to expire (Less than 15 days from expiration date)

o Invalid (The plan has been revoked or has not been approved)

o Intrial (The plan is a free trial plan)

Notes:

1. If the user can see icon e , it means the Add-on Plan will expire soon.



UCM Remote Work.

UCM6B202 (COr74-AD-069B-7F)

: 2020/06/28 2020/07/28
ar efa Jrganiza

- e o@es

UCM Cloud Storage Add-on Plan Expiration

2. If the user can see the icon , it indicates that the plan will expire soon. Please renew or upgrade the plan as soon as possible.

View Plan Details

On My Plans interface, select a specific plan and click on the button @ to view all order history of this device.

o Users could check the ID, Plan, Transaction, Type (upgrade/renew/purchase), Subscription Time, and Expiration Time.
o The user can view all the additional plans under the current plan, as well as the record of orders of the additional plans.

o The plan details contain the main plan and the add-on plan.

My Plans > Plan Details

Cloud IM
Service Domain: Service |D:
Plan Storage: nullB (0B Used —) Service Key:
Qrder ID Plan Type Subscription Time Expiration Time Options R
Enterprise
UCMRC-1874 CM RemoteConnect Upgrade 2022/08/15 2024/08/15 |_-:'_,
ULV emoteconnec
Enterprise _
UCMRC-1020 M RemoteConnect Subscribe 2022/04/18 2022/07/18 |_?'_,
UvLivli kRemotecLonnec
Total 2 n 10/page

View Plan Details

Export Receipt
The user can download the receipt for a specific plan renewal or upgrade from the plan details page.

1. View all plans for My Plans menu.

2. Select g of the plan of which you want to export the receipt

My Plans = Plan Details

Cloud IM
Service Domain: Service |D:
Plan Storage: nullB (0B Used — ) Service Key:
Order ID Plan Type Subscription Time Expiration Time Options &
Enterprise
UCMRC-1874 e e Upgrade 2022/08/15 2024/08/15 28
Enterprise )
UCMRC-1020 N —— Subscribe 2022/04/18 2022/07M18 L?_',
CM RemoteConnet
Total 2 n 10/page

Export Receipt



The receipt will be downloaded as a PDF file and below is an example of a receipt

GRANDSTREAM

CONNECTING THE WORLD

UCM RemoteConnect Service Order Receipt

Service Name: UCM RemoteConnect Service
Order Date: Aug 15 2022

MAC Address: C0:74:AD:7D:B3:7A

Device Type: —

Transaction HMETREE Service Period

Upgrade + Enterprise Aug 15 2022 - Aug 15 2024

UCM RemoteConnect Order Receipt

Renew/Upgrade Plan

If the user wants to renew the current UCM RemoteConnect plan or upgrade it, the user needs to contact the device distributor to learn more details about the

plan and renew or upgrade the plan.

9 Note

If the user cannot contact the device distributor, the user can access the “My Plans” interface, select the UCM device which the user wants to renew the plan for,

and click the button to access the purchasing page.

1. Please click on the name of your plan, then select &

MAC Address Device Model = Firmware Version  Server Address Plan IP Address Site Name Oprions 5]
- Public IP: = -
CO:74:AD7D:B3:7A UCM6301 10178 192.168.5.114:5060(TCP) -~ UCM_demo 0] ©

Private IP: 192.168.5.114

ACcess Server O
Total 1 10/page
(Wave App User Guide) £
= mea Bmdl (S|P Configuration Guide)

Storage Space  2.06GB/10.00GB

Max Remote Calls 64

Device Plan UCM RemoteConnect - Enterprise (2024/08/15 expires)

Add-on: Cloud IM Service ﬂu
Bind UCM Device

Renew Plan

2. This window will appear, please select “I want to purchase a UCM RemoteConnect plan, but I cannot contact the dealer.



Purchase Plan X

UCM RemoteConnect plans are sold by authorized dealers. View All Plans

Please contact the dealer from whom you originally purchased the UCM device from to order a
UCM RemoteConnect plan.

Ask for Help:

| want to purchase a UCM RemoteConnect plan, but | cannot contact the dealer.
| have questions about the plan specifications.

Other problems

Cancel OK

Ask for Help

3. Fill in the form with the corresponding information:

Please fill in the UCM RemoteConnect plan you prefer to purchase and the contact information.

* Device MAC Address C0:74:AD:7D:B3:7A

* UCM RemoteConnect Plan Select View plans

* Company Name

* Your Name

* Phone Number

* Email Address

* Job Tide
* Describe the problem Select
r
Contact Form
Device MAC Address Enter the address MAC of the UCM device that you wish purchase/renew/upgrade the RemoteConnect plan for.

Choose the RemoteConnect plan that you want to purchase/renew/upgrade to. For more information about RemoteConnect
UCM RemoteConnect Plan
plans, please visit: https://ucmrc.gdms.cloud/plans

Company Name Enter the name of the company.

Your Name Enter your full name.



Phone Number Enter your phone number.

Email Address Enter your email address.
Job Title Enter your job title.
Describe the problem Give details of the problem you have encountered.

Plan Expiration Notice

If the plan in the account will be expired after 15 days or already expired, the user will receive a notification through registered email.

An example of plan expired email notification:

&) cpms

Hi, jyang123
The following UCM RemoteConnect plan has expired. Corresponding services are no longer available.

Plan Expiration Date Owner Directions

C0:74:AD:12:03:35
2022/05/24 UCMB202 Exceeding storage space:0GB

Extra 50GB Cloud
Storage

the files that exceed the storage space will be deleted. Please backup in advar

iccess address, the address will be deleted. You can click here to see 1

You can log in hitps //www gdms cloud/plan/myPlan to view the plan details and contact the device channel partner to renew

the plan.

AboutUs | ContactUs

m AMohuncks Ins Al sokis soc oo d

Plan Expiration Notice

o

o Once the plan expires, the files that exceed the maximum storage space will be deleted after 7 days. Please download the files as soon as possible or renew

them in advance.

o Once the plan expires, if the user configures a custom access server address for the UCM device, the custom access server address will be deleted after 7

days.

o If the previous Cloud IM service has expired over 1 month, the synchronized UCM data will not contain the chat history and files, and it will only
synchronize the UCM device information. If the user renews the UCMRC plan which contains the Cloud IM service within 1 month, the chat history and files

will be preserved.



MULTI-FACTOR AUTHENTICATION

GDMS Multi-Factor Authentication (MFA) is the simple and best security practice method that adds extra protection to account username and password.
When MFA is enabled, the user will be required to enter the login username and password (the first security method) and an authentication code (the second
security method) from the MFA device when they log on to the GDMS platform. These multiple methods will improve the security of the settings and

resources of your GDMS account.
Users can purchase supported physical devices or virtual MFA devices to enable MFA for GDMS accounts.
o Virtual MFA Device

Virtual MFA Device is an application that runs and simulates physical devices on mobile phones or other devices. Virtual MFA device will generate a six-digit

code based on a one-time time-synchronized cryptographic algorithm.

When logging into the GDMS platform, the user must type in a valid code from the specific device. Each virtual MFA device assigned to the user must be
unique. The user cannot type in the code with another user’s virtual MFA device code for authentication. Since the virtual MFA device may be executed on an

unsafe mobile device, it may not provide the same level of security as a physical MFA device.
o Physical MFA Device
A physical MFA Device is a device that can generate a six-digit code based on a one-time time-synchronized cryptographic algorithm.

When logging into the GDMS platform, the user must type in a valid code from the specific device. Each physical MFA device assigned to the user must be

unique. The user cannot type in the code with another user’s physical MFA device code for authentication.

MFA Device Standards

Virtual MFA Device Physical MFA Device
MFA Device Refer to table 2 Purchase physical MFA device
Cost Free Price by supplier

Physical
Use your smartphone/tablet/PC which can execute applications that The physical device supports open TOTP standards. It is
Device
support open TOTP standards to install virtual MFA device recommended to use the devices from Microcosm manufacturer.
Standard
The financial service institutions and IT enterprises use the same
Function Support multiple tokens on a single device

model of the device.

MFA Device Standards

Download Virtual MFA Application

Install virtual MFA application for your smartphone/tablet/PC from your device’s app store. The following table lists some applications that are suitable for

multiple kinds of smartphones.

Android Google Authenticator; Authy 2-Factor Authentication


https://support.google.com/accounts/answer/1066447?hl=en
https://play.google.com/store/apps/details?id=com.authy.authy&amp%3Bhl=en
https://tools.ietf.org/html/rfc6238
https://tools.ietf.org/html/rfc6238
https://www.microcosm.co.uk/order/product.php?ProductID=371

iPhone Google Authenticator; Authy

Windows Phone Authenticator

Suitable Applications

Enable MFA Device

To enhance security, it is recommended that users can configure Multi-Factor Authentication (MFA) to help protect GDMS resources. Users can enable MFA

for GDMS accounts.

Authenticator App

Prerequisite: Users need to install a virtual MFA application on the smartphone/tablet/PC before enabling a virtual MFA device.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner, and access the personal information page:

Personal Information

¢ Basic Info
* Display Name Grandstream Modify
Email HOEE mEmg B oCE o Modify

Username yxxu
Password *kirikdickkicik Modify
Company yxxu company Modify
Enterprise type Enterprise user
Country/Region China(E) Modify

Timezone (GMT+08:00) Beijing, Chongging, Hong Kong SAR, Urumagi Modify

¢ Multi-Factor Safety
Authentication

Multi-Factor Safety Authentication Disabled Enable

¢ Role Info

Role admin

Access Personal Information Page

2. Click to enable the “Multi-Factor Safety Authentication” option and select to use “Virtual MFA Device” on the pop-up window, then click the “Next”

option to continue.

3. Then, it will generate and display the configuration information of the virtual MFA device, including QR code graphics. This figure represents the
configuration of the virtual MFA device as a secret key, users can scan the QR code to finish setting the virtual MFA device. Users can also input the
secret key manually into the smartphone/tablet/PC to finish setting virtual MFA devices if your smartphone/tablet/PC does not support scanning QR

codes.


https://apps.apple.com/us/app/google-authenticator/id388497605
https://apps.apple.com/us/app/authy/id494168017
https://www.microsoft.com/en-gb/p/authenticator/9wzdncrfj3rj?rtc=1&source=lp&activetab=pivot%3Aoverviewtab

Authenticator app

@ Install the application in your phone or computer.

View Compatible Applications List

e Scan the QR code with your software token application.

Show QR Code OR Show Secret Key

© Enter the 2 MFA codes shown on the application.

* Code 1

* Code 2

Scan QR Code

4. Open virtual MFA application in your smartphone/tablet/PC, ensure that the application in your smartphone/tablet/PC supports scanning QR code, and
then perform one of the following actions below:
o If the MFA application in the smartphone/tablet/PC supports scanning QR code, the user can use the application to scan QR code to finish setting

virtual MFA device. For example, the user can select the camera icon or scanning QR code option to use the device’s camera to scan the QR code.

o If the smartphone/tablet/PC does not support scanning QR codes, the user can click on the “Show secret key” option and input the private secret key

manually in the MFA application.

© it avirtual MFA application supports multiple virtual MFA devices or accounts, the user can select the appropriate options to create new virtual MFA devices or

accounts.

5. When the operations above are completed, users can use the virtual MFA device to generate one-time passwords.

In the MFA secret code box Code 1, the user enters the one-time password which is displayed in the virtual MFA device currently. Then, wait for 30 seconds

so that the virtual MFA device will generate a new one-time password, the user enters the second one-time password in the MFA secret code box Code 2.

Google Authenticator :

712 555

g@grandstream.cn d

123 611

123 '\

Input MFA Secret Code

6. Click on the “Start Verification” option to start to verify the password. When the verification is passed, the GDMS account and the virtual MFA device

have been bound successfully. When the user tries to log in to the GDMS platform, the user must input the MFA device code.



o

o When the secret code is generated, the user needs to use the secret code to proceed verification process immediately. If the user does not submit the secret
code and waits for a too long time, the one-time secret code (TOTP) may be expired. Then, the user may need to start the verification process again from the

beginning.

o The user can only bind the virtual MFA device to a single account.

Hardware TOTP Token

Prerequisite: The user needs to purchase the physical MFA device before using this verification function.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner, and access the personal information page.

2. Click to enable the “Multi-Factor Safety Authentication” option and select to use “Physical MFA Device” on the pop-up window, then click the “Next”

option to continue.

3. Enter the interface below to bind the physical MFA device with the GDMS account:

Hardware TOTP token

@ Enter the secret key received from the company. How to obtain secret key?
9 Press the button on the device and enter the 6-digit code.

e Wait 30 seconds then press the button to enter the 6-digit code.

Hardware MFA Device Authentication

4. Input the secret key of the device. Please contact the manufacturer for the secret key.

O The key format is required to be “DEFAULT HEX SEEDS” (seeds.txt), or “BASED32 SEEDS”.
Examples:
HEX SEED: B12345CCE6DA79B23456FE025E425D286A116826A63C84ACCFE21C8FES3FDB22

BASE32 SEED: WNKYUTRG3KE3FFTZ7UIO4QS5FBVBC2HIKY6IILCPAQOH7ZJ12YUl====

5. In the MFA secret code box Codel, the user enters the six-digit one-time password which is displayed in the physical MFA device currently. The user
needs to press the button on the front of the physical MFA device to display the secret code. Then, wait for 30 seconds and press the display button on the
front of the physical MFA device again, so that the MFA device will generate the second six-digit one-time password. The user needs to enter the second

one-time password in the MFA secret code box Code 2.



oT~ c200

Physical MFA Device

6. Click on the “Start Verification” option to start to verify the password. When the verification is passed, the GDMS account and the physical MFA device

have been bound successfully. When the user tries to log in to the GDMS platform, the user must input the MFA device code.

o

o When the secret code is generated, the user needs to use the secret code to proceed verification process immediately. If the user does not submit the secret
code and waits for a too long time, the one-time secret code (TOTP) may be expired. Then, the user may need to start the verification process again from the

beginning.

o The user can only bind the physical MFA device to a single account.

Enable FIDO Security Key

FIDO security keys are an authentication hardware which are provided by third-party companies, e.g., Yubico. These devices use complex encryption

algorithms to ensure a safe authentication into your GDMS accout.

The user can select “FIDO Security Key” as a method of multi-factor authentication. When this method is selected, the user needs to connect the FIDO

hardware to the computer and configure the hardware as prompted for authentication.

Select Authentication Method

Authenticabon App

TOTP Hardware Token

" aped o 4 TINe Luset] ore OME Paty
Vi hear v Tk

RDO Security Key

0 Important Note

Please note that GDMS Mobile App does not support FIDO Security Key multi-factor authentication. If this method has been selected, then you will not be able to

loging to GDMS platform through GDMS application.

Remove MFA Device

If the user does not need to proceed with MFA verification, the user can remove the MFA device and restore the normal login authentication method.



1. Log in to the GDMS platform with your account number, click on the name at the upper right corner, and access the personal information page.

2. Click the “Remove” button to remove the MFA Authentication function for the current GDMS account.

Lost MFA Device/lnvalid MFA Device

If your MFA device is lost or does not work properly, you can remove the MFA device first and then re-enable the new MFA device.

Method 1: If your GDMS account is a sub-account, you can contact the main GDMS account to remove your multi-factor authentication from the User

management page. After removal, you can log in to the GDMS platform with the password, and then re-enable the new MFA device.

Method 2: If your GDMS account is the main GDMS account and you cannot log in to the GDMS platform, you can contact our Technical Support, provide
your relevant information to our Technical Support, and they will help you remove the multi-factor authentication (Our Technical Support will send the

removal email to the user and the user needs to input account password and check removal).

APl DEVELOPER

GDMS platform opens API interfaces for public users. Users can apply for APl Developer to use the services. Users can click to view the details about API

interfaces.
API document access address: https://doc.grandstream.dev/GDMS-API/

1. Click on “API Developer” on the menu on the left side and click to apply for API Developer.

@ GDMS #° Grandstream ~

APl Developer

Enterprises can enable API Developer Mode to invoke various GDMS features via AP in third-party applications. APl interfaces include but are not limited to: querying device lists, assigning account nurnbers to devices, configuring
devices, viewing device status and details, creating/deleting/updating accounts and SIP servers, etc. View details

Enable API Developer Mode

&2 API Developer

English (GMT+08:00) Beijing, Ch
API Developer

2. Click on “Apply for API Developer”, the GDMS platform will assign the API Client ID and secret key to the GDMS account, and the GDMS account can

use the API Client ID and secret key to invoke the API interfaces.

API Developer

Enterprises can enable API Developer Mode to invoke various GDMS features via API in third-party applications. API interfaces include but are not limited to: querying device lists, assigning account numbers to devices, configuring
devices, viewing device status and details, creating/deleting/updating accounts and SIP servers, etc. View more details

© APl Developer Info
AP ID 100017

secret Key hbFnDF8GYUSNS8RMPku4PLAX44MM2CUAS

Disable API Developer Mode

Apply for API Developer

3. If the user wants to disable the API Developer feature, the user can click on “Disable APl Developer” to stop invoking the API interfaces.


https://doc.grandstream.dev/GDMS-API/

Notes:
1. Call API Address:
The API Address is https://{gdms_domain}/oapi/xxx

o If your GDMS account is in the US region, the {gdms_domain} can be filled with www.gdms.cloud

o If your GDMS account is in the EU region, the {gdms_domain} can be filled with eu.gdms.cloud

2. When the API Developer is disabled, the previous API secret key will be invalid, the user cannot invoke the GDMS interfaces. If the user tries to re-apply

for the API Developer feature, the system will assign another secret key to the GDMS account.

ABOUT GDMS

Users can view GDMS “System Version”, “Server information”, and “Supported Models and Firmware” by clicking on System = About GDMS.
o “System Version” includes:
o GDMS Version: The current version of the GDMS platform and the “Release Notes” link.
o App Version: iOS and Android application version and QR codes to scan to download the app.
o “Server Information” includes links to:
o GDMS & UCMRC Server Information
o GDMS Security Whitepaper

o Privacy Statement

o “Supported Models and Firmware” includes the supported products and the minimum/recommended firmware version.

About GDMS

@ Systemn Version

Default

@ Server information

¢ Supported Models and Firmware

Audio Device Video Surveillance Device Facility Device Video Device Conference Device ATA Device Gateway Device PBX D¢

GHP621 1.0.1.29 1.0.137

GRP2601 1013 1.0.398

# Feedback English [GMT+01:00) Casablanc

About GDMS

The GDMS platform supports the following languages:

o English, Chinese, Spanish (Spain), Spanish (Latin America), French, Greek, and Arabic.


http://www.gdms.cloud/
https://www.gdms.cloud/server/info/index.html/%23/
https://documentation.grandstream.com/knowledge-base/gdms-security-whitepaper/
https://documentation.grandstream.com/knowledge-base/grandstream-device-management-system-gdms-privacy-statement-how-gdms-processes-user-data/

CHANGELOG

Version 1.0.13.19

o Added “Account Active” option on the “Add Account” page and “Edit Account” page under the “SIP Account” module. [Add SIP Account] [Edit

Account]
Version 1.0.13.15

o Add FIDO U2F multi-factor authentication method. (GDMS platform mobile apps do not support this feature) [Enable FIDO Security Key]

o Added ability for the administrator to forcibly enable multi-factor authentication for sub-users, and remove multi-factor authentication for sub-users in

batches. [Enable Multifactor Authentication For a User]

o Added a new setting “Allow Multiple Device Logins”. Users can enable or disable simultaneous login from multiple terminals. [Allow Multiple Device

Logins]

o Integrated GUI Config Tools. Users can quickly create GUI Config files on the Resource Management page and parameters configuration page. [GUI

Config File]

o Added new features for VoIP devices on the parameters configuration page: Print MPK Sticker, select firmware path or upload firmware from the

firmware list, and move up and down the tables. [Device Parameters Configuration]
o Supported copying model templates and group templates to another organization. [Copy Model Template]
o Supported creating permanent firmware upgrade task and it can take effect on newly added devices [Add Task]
o Added ability to edit the custom firmware files. [Edit Custom Firmware File Info]
o Added the SSH remote diagnosis switch in Diagnostics module for devices (Currently only supported by GRP260x). [SSH Remote Capture]

o Added the following updates in the UCM device details statistics report: Device status statistics chart and remote user registration statistics chart. The

alert list is also added to the PDF report file. [UCM Device Statistics]
o Added the device model info to the alert emails and alert details. [View Alert Notification]
o Added the alert for restoring the online status of the VVoIP devices.
o Added ability to set chat file size limit after enabling Cloud IM service. [IM File Limit]

o Added the following APIs: View template list and push the configuration template with a specific ID to some devices. [API Developer]
Version 1.0.12.18

o Added “RPS Management” module. Users can manage multiple RPS (Redirection & Provision Server) in a unified manner and configure RPS for device

organizations. [RPS Management]
o Added ability to quickly configure RPS for the current organization on the “VoIP Device” menu. [Assign RPS]
o Added SSH access authorization to the UCM device or VVoIP device for remote support to troubleshoot problems. [Manage Device via GDMS Support]

o Added ability to select whether to enable/disable GDMS cloud storage space when adding UCM device or importing UCM device to the GDMS platform.
This feature is only for the UCMRC paid plan users. [UCM Device Management]

o Added ability to batch download files on the UCM cloud storage space interface. [Storage]
o Added ability to select to upgrade firmware for “All devices in this model” when creating the upgrade tasks on the “Task module. [Add Task]

o Added ability to edit the “Alert” settings for multiple organizations in batches. [Alert Notification Settings]



o Added ability to directly upgrade firmware for the devices in the “Reseller Channel” module. [Upgrade Task]

o Added “GDMS Security Whitepaper” document and “Privacy Statement” in the “About” module. [About GDMS]

Version 1.0.12.6

o Added “By Site” option under “Device Template” module. It allows users to configure the template for a specific site and provision the devices in that

site. [By Site]
o Added the “Energy Saving Inform” tab under the VVoIP Device Details module. Users can configure the energy saving settings through the device
configuration template. [View Device Details]

Version 1.0.11.19

o Added an add-on plan for UCM RemoteConnect service: Extra 100 Concurrent Calls. If the user purchases this add-on plan, the corresponding UCM63xx

device can add the capacity of 100 concurrent calls. [Plan & Service]
o Added an option to export order receipts. Users can export the order receipts after placing the orders. [Export Receipt]

o Added an option to ask the user whether to synchronize the local configurations of the device when adding/importing VolP devices to the GDMS

platform. [Add VoIP Device]

o Added an option to ask the user whether to import the local SIP account configuration of the device when synchronizing the VolP device’s local

configuration to the GDMS platform. [Batch Import SIP Account]

o Added a new alert type for the UCM63xx device “Outbound trunk call duration usage”, and combined “Network Disk Status” and “External Disk Status”

alert types to “External Disk Usage”. [Alert Notification Settings]

o Added the time range settings for “Message notification settings”, “App notification settings”, and “Email notification settings”. If the user sets the time
range for alerts, the user can only receive the alert notifications during that specific period. The user can select the whole day, or a specific time period, or

multiple different time periods during a day. [Alert Notification Settings]
o Supported editing resource files. The user can upload the resource file again, and leave the URL unchanged. [Other Resources Management]
o Added an entrance to view UCM RemoteConnect plan specifications on the GDMS main page. [Plan & Services]
o Added “Outbound Proxy” field for SIP accounts importing the template. [Batch Import SIP Accounts]
o Supported adding OEM devices to the GDMS platform account for management. [UCM Device Management]

Improved the user experience on the GDMS platform.

o]

Version 1.0.10.41

o No major changes

Version 1.0.10.23

o Added to share organizations between enterprises. Organizations can be managed by the other associated enterprises. [Share Organization]
o Added UCM-related alert types and App notification setting module. [Alert Notification Settings]

o Added an option to apply the changes to all devices when editing the “By Model” template. Added an option to remember the current setting for option
“Auto Provision to Devices in”, and the option will be set following the setting for the previous model template when the user creates a new one. [Add

Template]
o Optimized the “UCM Devices” interface and added the feature to apply for the free trial plan. [Add SIP Server]
o Optimized the “My Plans” interface and added the feature to apply for the Cloud IM service. [Enable Service]

o Optimized interface according to the specifications of the UCM RemoteConnect plans.



Version 1.0.9.13

o Unified the account login center. Users do not need to select US regional server or EU server for login. [GDMS Account Registration]
o VoIP System is classified by supporting VolIP device and GXW45XX Device. [Supported Device Model]
o Added search function in Set Parameters module. [Set Parameters]

o Improved the function performances in Diagnostics module. [Device Diagnostics]

Version 1.0.8.16

o Assigned permissions to separate the different sub systems in the GDMS platform.

o Added UCMRC system module and the navigation structure has been updated. Added Dashboard module and Overview module and added displaying

more UCM device status information.[UCMRC SYSTEM]

o Optimized the UCM device list. Added Overview module and Plan Details information module in Device Details module. [Figure 72: UCM Device

Details]
o Added new default site when adding a new UCM device to the GDMS platform.[Add SIP Server]

o Added supporting remote access to the UCMRC, UCM permissions settings, and supporting accessing the UCM Web Ul without entering a password
through the GDMS platform. [UCMRC SYSTEM]

o Added managing SIP server address for UCM devices, and support configuring the advanced settings of SIP servers. [Add SIP Server]
o Added to support Spanish, Latin Spanish, French, Greek, and Arabic languages in the GDMS platform. [About GDMS]
o Added to support UCMRC and VolIP sub systems in GDMS mobile application.

o Added alert messages pushing function in GDMS mobile application.
Version 1.0.7.11
o Supported Host/Spare functionality for UCMRC services. Users can view the Host/Spare associations in the GDMS platform and disassociate the
relationship. [View/Disassociate Host/Spare UCM Device]
o Supported to allow users to diagnose UCMRC services availability. [UCM Device Diagnosis]
o Supported access to the Web Ul of the VolIP devices remotely. [Remote Access to Device Web Ul]

o Added time and date format settings in Personal Settings. [User Settings]

o Added the ability to convert configuration files. Supported converting the configuration file of UCMG62xx to the configuration file of UCM®63xx. [Convert

Configuration File]

o Added to display VPN IP address in VoIP Device Details interface. [View Device Details]

Version 1.0.6.10

o Added UCM CloudIM Service. [UCM Cloud IM Service]

o Added support to modify the UCM region. [Add SIP Server]

Version 1.0.5.5

o Added support to synchronize UCM devices’ alert notifications to the GDMS platform. [Synchronize UCM Device Alert to GDMS]
o Added support to restore UCM backup files remotely through the GDMS platform. [Restore UCM Backup File Remotely]

o Added to support to diagnose UCM devices through the GDMS platform. [UCM Device Diagnosis]



o Added to authorize Grandstream Support to manage devices. [Manage Device via GDMS Support]
Version 1.0.4.9
o Added Call Statistics module for VVoIP devices. The SIP accounts in the devices which are using the UCM RemoteConnect service plan will report the call
quality and statistical report. [Call Statistics]
o Added support to upload UCM device backup file to GDMS platform. [Upload Backup File]
o Added SMS Notification function in the GDMS platform. [SMS Notification Settings]
o Added to allow users to add UCM devices to the GDMS platform with the original password. [Add SIP Server]

o Added to support to configure multiple SIP servers for a single SIP account. [Add SIP Account]

o Added to allow users to set sending time for UCM daily statistical report. [View Statistics]

Version 1.0.3.4

o Added to support network diagnosis and system diagnosis functions in the device diagnosis module. [DEVICE DIAGNOSTICS]
o Added to support to configure the concurrent upgrading devices amount for concurrent upgrade tasks. [Supported Devices and Requirements]

o Added WP810 to supported devices. [Add Task]

Version 1.0.2.8

o Supported adding UCM63xx to the GDMS platform. Added PBX Device module: Remote access to UCM63xXx, restart UCM63xx, upgrade UCM63XxX,

view UCM®63xx device details, data statistics report, synchronize SIP accounts in the UCM63xx to GDMS platform, etc. [UCM Device Management]

o Added Value-added services module in GDMS platform. Supported to purchase/renew/upgrade UCM RemoteConnect Plan and UCM/User Cloud

Storage Space Plan and view the order history.
o Supported to view statistics report of UCM63xx device. The system can send the daily report to the configured mailbox. [UCM Device Diagnosis]
o Supported to view the enterprise/UCM cloud storage space usage. Users can receive alert messages through a configured mailbox. [View Storage Space]

o Supported to notify users when the plan will expire soon or has already expired. The alert notification can be sent to the user through a configured

mailbox. [View My Plans]

o Supported creating tasks to reboot/upgrade PBX devices. [TASK MANAGEMENT]

Version 1.0.1.16

o Added device local configuration synchronization function. Users can synchronize the SIP accounts and parameters to the GDMS platform. [Synchronize

Device Local Configuration]

o Added “Disable Push Configuration” function. Users can disable pushing the configuration to the device through the GDMS platform. [Disable Push

Configuration]

o Added file type “Others” in Resources Management module. There is no file type limit if the user selects the file type as “Others”. [Other Resources

Management]

o Added to allow users to manage devices with GDMS mobile application. Users can use the application to scan the bar code of the device to add the

device to the GDMS platform, configure SIP accounts and view alert messages, etc.

o Added GDMS account deletion function. [Delete GDMS Account]

Version 1.0.1.3

o Added Resource Management module in GDMS platform. [RESOURCE MANAGEMENT]



o Added Custom Ringtone configuration and involved settings. [VoIP Device Management]

o Added the function to support copy configuration. [Device Parameters Configuration]

Version 1.0.0.65

o New independent region: EU region (for GDRP rules)

o Support GRP26XX, DP7XX, GXP21XX, GXV3380/3370/3350, HT80X, HT81X, GVC3210, GRP2616. [Supported Devices and Requirements]
o Add Sub-level organization feature.

o User’s dashboard support statistic by sites. [Device Statistics]

o User’s dashboard adds devices distribution Map. [Device Statistics]

o Added operation logs for different users and record the operation logs for each device. [SYSTEM LOG]

o Support repeating tasks. [Add Task]

o ACS server support load-balance.

o Supported Multi-Factor Authentication function in GDMS platform to provide higher security protection for GDMS account. [MULTI-FACTOR
AUTHENTICATION]

o Supported to copy and paste the data from other organizations when users try to create a new organization. [Add Organization]

o Supported to transfer the devices to other organizations. [Move Device]

o Supported to divide group templates into multiple series templates, which is easier for users to configure devices in different groups. [By Group]
o Supported to delete organizations. [Delete Organization]

o Supported to filter the devices in the specific city on Device Geo Map. [Device List]

o API Interfaces. [API DEVELOPER]

Version 1.0.0.42

o This is the initial version.
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